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1 EXECUTIVE SUMMARY

This deliverable describes the dissemination plan for ASSERT, detailing the steps to be
taken over the project’s life cycle to achieve a maximum effect and reach the relevant
audiences. It gives a brief overview on the dissemination activities and describes future
steps to be taken in cooperation with other work packages 1 to 3. According to the DOW
this deliverable is the first deliverable of this work package. Deliverable 4.2 (setting up
the project’s website and distribution of information materials), due in month 3, has
been successfully achieved already in month 1. The consortium has compiled and de-
signed a flyer outlining the objectives of ASSERT; this flyer was distributed to the me-
dia. The third deliverable of the work package (D.4.3 Final conference) will be due in
month 12. After discussion with the Programme Officer it was agreed to postpone the
decision on the precise date of the final conference in order to be able to ensure that the
exact timing of the final conference corresponds with ongoing activities of relevant bod-
ies of the Commission to increase the participation of relevant stakeholders in this
event.
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1. Introduction

This deliverable lays out the dissemination strategy ASSERT is going to adopt to make
both the general public, but also specifically targeted experts, users and stakeholders of
security research aware of the project’s results. ASSERT’s dissemination strategy rests
on the following main pillars:

» Identify and compile a list of stakeholders for dissemination activities: a contin-
uous effort running throughout the entire project lifecycle, in cooperation with
WP2;

» Create and maintain the project’s website;

» Prepare Press Releases for dissemination to the media and other stakeholders;

» Organise a final conference for the project;

» Prepare information material presenting the results of the ASSERT expert
workshops. This material will not just be generic summaries of the conclusions
reached, but customised in order to speak to specific stakeholder groups. An
overview of both the classification and the rationale for dissemination efforts is
provided in Table 1 on page 8.

This report also lays out our rationale for different approaches to reaching different
stakeholders and the respective means we envisage to use.

The ASSERT communication and dissemination strategy is informed by the core as-
sumption that societal impact is not considered a central and integral element of secu-
rity research to a sufficient extent at present. Societal impact is often seen as either a
side effect to be considered or is perceived as the outcome of a specific type of research
with limited scope. For security research focussing on the development and use of sur-
veillance technologies minimizing the risks of attacks, societal impact is often portrayed
as a kind of collateral damage, i.e. privacy infringements and other negative effects are
perceived as costs, as the prize, societies have to pay when enhancing security through
surveillance and control. Security research that takes an explicitly societal perspective
(as opposed to a technological or technocratic perspective), emphasizes the need to
address and change attitudes and prevent certain behaviours, for example radicaliza-
tion, among marginalized ethnic groups. This bifurcation of a “social” vs. a “technologi-
cal” approach in security research must be overcome. ASSERT will contribute to bridg-
ing this gap by developing a complex understanding of societal impacts and providing a
tool to assess such impacts of security research in a multi-faceted and nuanced manner.

In order to achieve a sustainable impact ASSERT is designing tailored dissemination
and communication strategies to specific audiences, from experts in different fields and
positions to the general public and organisations (including NGOs) in the security re-
search domain.

In light of these groups having different preferences, needs, and frames of relevance,
the development of targeted dissemination strategies will be the most effective strategy.
To successfully convey the overall message of ASSERT, this message has to be present-
ed in a format and language resonating with the communities addressed.

The overall plan and strategy of the dissemination activities is summarized in table 1
below, combining major stakeholder groups and targeted intervention points.
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In order to communicate with the relevant and dominant actors, ASSERT will compile
a number of databases comprising opinion leaders and key figures in the respective
fields and domains.

This broad base of experts (documented in a number of databases) will be updated on
an ongoing basis (corresponding with new results as they come in). This will guarantee
that our key messages will receive maximum attention among the relevant groups.

ASSERT will demonstrate that societal dimensions of security research, if taken into
account from the outset of the “design process”, can increase the quality of feasible solu-
tions and result in solutions that are compatible with a variety of social values.

Starting from a synthesis of state-of-the-art discussions about societal security, we will
identify “best practice” cases, which explore and assess societal impacts of science and
technology in the security domain and beyond. ASSERT will take a multi-disciplinary
approach, incorporating perspectives from across the social sciences and from a range
of stakeholders, including end-users, researchers, policy-makers, security industry rep-
resentatives and other NGOs forming a comprehensive pool of experts. These stake-
holder groups form the main targets for our dissemination activities.

ASSERT dissemination activities will ensure that maximum awareness is created both
for the tool but also for assessment requirements as, for example, derived from best
practice analyses. Dissemination interactions are grouped according to position and
function of the stakeholders we are going to address.

This deliverable sets out all actions related to the dissemination of ASSERT activities
and results that we intend to undertake.

2. Tailored Strategies for Specific Stakeholder Groups

All dissemination activities will contribute to the overarching objective of creating
awareness, increasing involvement, understanding and support for societal impact as-
sessment among clearly defined target groups. This entails among other activities the
conceptualisation and operationalisation of what ASSERT has come to label a ,Master
Class“ to involve experts with different backgrounds and evaluators, offering an attrac-
tive learning environment that allows for an exchange of views and becoming familiar
with the ASSERT approach (this will be part of WP 2). Responsible partner for the im-
plementation of the Master Class will be STIR, with the contribution of all partners.

Starting from the ASSERT intervention matrix, specific approaches for the identified
stakeholders and experts will be developed. The groups to be addressed include:

» Policy-makers

» Evaluators

» Members of the programme committee
» Researchers and research organisations
» Civil Society Actors and CSOs

» End-users

We have identified the relevant intervention points for all of these stakeholder groups
and summarised them in the following table:
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Stakeholders

Policy-makers and
experts for the govern-
ance of research at the

level of the EU (DGs,

Parliament)

Setting the Agenda

Targeted intervention points for assessing and mainstreaming societal impact

of security research

Distributing re-

Creating a sustaina-

sources ble research impact
. Monitor the use of re-
Create awareness for Allocate funding for omitor the use ot re
.. . . search results in a sys-
the political relevance of society and security . .
. . tematic way focussing
societal impact research

on societal impact

Evaluators, assessing
the relevance of the
research proposals

submitted

Select an adequate mix
of professional compe-
tencies

Develop a set of guide-
lines to use in the eval-
uation process

Include a follow-up
review of effects from
practical application of
research

Members of the pro-
gramme committee,
feeding into the process
of designing research
programmes at MS level
and providing the inter-
face to national security
research initiatives

Create awareness for
the political relevance of
societal impact

Enhance co-operation
with national security
research programmes
focussing on societal
impact

Design adequate tools
to support the imple-
mentation of good prac-
tices at project level?

Researchers and
research organisa-
tions, submitting their
ideas and, if successful,
conducting practical
research

Inform the research
community about socie-
tal impact requirements

Make societal impact
WPs mandatory for
security research pro-
posals

Enforce an inclusive
and bottoms-up ap-
proach to involve tar-
geted populations

Civil society actors
and CSOs feeding into
the debate on societal
impact of security re-
search

Include civil society
representatives in the
discussion on research

programmes

Include members of
CSOs in the evaluation
process

Improve communica-
tion with CSOs on the
use of research results

End-users of different
kinds making use of the
results of security re-
search.

Include the field opera-
tives’ perspective from
the very beginning in
the agenda setting pro-
cess

Promote the use of
user-centred systems
design in security re-

search

Provide incentives and
increase knowledge
base on responsible
uses of technology;

improve acceptance and
relevance of solutions

Table 1: Stakeholders and relevant intervention points

Policy-Makers

Why

In this domain, ASSERT will mainly address experts involved in the governance of Eu-
ropean security research, located in the relevant DGs of the EC and in the European
Parliament. Addressing this group seems important since they constitute relevant gate-
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keepers in the process of allocation of funding for security research at the European
level.

Making policy-makers familiar with the methodologies and tools available for impact
assessment can help to raise the awareness among this group about the relevance of
societal impact of security research but also about the methodological and conceptual
options that are available to the planning and implementation of impact assessment. It
will be important to communicate the overall need to consider societal impact beyond
well-rehearsed ideological divides. Societal impact of security research not only refers
to the trade-off between liberty, privacy and security but entails a number of other di-
mensions, from social sorting to gender aspects to changes in the work environment of
field operatives, to name just a few.

ASSERT dissemination activities will aim to contribute to a more systematic monitor-
ing of research results through a better and more detailed understanding of societal
impact and the state of the art of approaches to its assessment. Especially the analysis
of such approaches in a broader range (such as, for example, biotechnology) and the
probing of their transferability promises to yield fruitful results. With regard to the EP,
more awareness needs to be created of the necessity to further advance security re-
search through programme planning that is oriented at societal values. ASSERT will
deliver a scientifically grounded rationale for better choices regarding the options for
implementing SIA.

What

We will use our results of the analysis of the state of the art of SIA that are already “out
there”, which will enable us to make suggestions and recommendations based on best
practice models, validated through discussions and work during the ASSERT workshop
process (three workshops, at least one Master Class unit, and the final conference). We
will use D1.2 (available as of M8), D1.3 (M9) and D1.4 (the synthesis report, M10) as
the basis for creating appropriate materials to address policy makers.

How

The ASSERT Stakeholder list will contain detailed data on policy makers throughout
the EU’s institutional landscape. We will produce periodic information material (such
as the ASSERT Kick Off Flyer in the Annex of this deliverable) to keep this target group
updated on the ASSERT work progress and about scientific results as they are achieved
throughout the project stages. Additional mailings will go out to invite selected key ac-
tors to the workshops and the Master Class. We will use our stakeholder list to send out
targeted invitations to the ASSERT Final Conference in 2014. This conference will take
place in Brussels in order to work as cost-efficiently as possible and reduce overall trav-
el budget for EU stakeholders to a minimum, and at the same time to ensure easiest
accessibility to EU-officials.

Evaluators
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Why

Evaluators also assess the relevance of research proposals. For them, it is critical to
have, at a glance, the most relevant aspects of the state of the art in SIA and an over-
view of relevant approaches other than in the security research field. The question of
scientific relevance has to be paired with the question of societal relevance.

Currently, evaluators are involved in the “proposal phase” of a security research pro-
ject’s lifecycle. This scope of involvement should be expanded: The sustainable impact
ASSERT envisages is for the evaluators to be involved a second time in a project’s
lifecycle - at its conclusion. One way to implement this would be to foresee a dedicated
chapter in a project’s final report, to be drawn up by the consortium, describing its re-
sults, products or prototypes. The evaluators having already evaluated the project in the
proposal phase would then review this final report of the consortium’s impact assess-
ment.

To foster such an approach, we will provide evaluators with a set of guidelines to be
used during the evaluation process. It should be up to the individual consortia working
in the field to draw up a societal impact assessment chapter in their final reports to the
Commission.

The format foreseen to disseminate project results to evaluators is primarily the AS-
SERT “Master Class”. As an event, it will be coupled with the fourth project meeting, to
be held in Stirling, UK. In case of a successful proof of concept, a second Master Class
could be organised, in conjunction with the ASSERT final conference.

What

The Master Class will bring together experts who already have acted as evaluators or
could do so in the future. It will serve for dissemination purposes, as it will bring to
discussion the results of the WP1 analysis of the state of the art of societal impact as-
sessment and the identified best practice cases of a broader range of use cases (such as
related to biotechnology or energy aspects).

How

Beyond the Master Class format, evaluators will be targeted using internal mailing lists.
It will be a responsibility of WP2 / STIR in cooperation with all partners to identify
actual and potential evaluators and to engage them for the Master Class. IRKS will pro-
vide information material. Also, the ASSERT website will provide more background
and information.

Members of the Programme Committee

Why
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Members of the programme committee represent drivers at both national and Europe-
an level of security research governance, also acting as an interface and providing lev-
erage. Reaching this target group not only creates the opportunity to further strengthen
awareness of the impact assessment rationales and practical options and procedures,
but also a pickup of results both at national and European levels of governance. Such an
increased awareness could lead to higher and converging implementation standards for
security impact assessments. It could also lead to better comparability and transparen-
cy of the outcomes of impact assessments in security research, both across different
funding programmes, but also with regard to the national and European level.

It is reasonable to expect that by providing opportunity for exchange and dissemination
of information and experiences, ASSERT will not only work towards a stronger consid-
eration of societal impact both in European and national security research pro-
grammes, but also contribute to the discussion and the development of best practice
model of impact assessment implementation throughout Europe.

What

Dissemination will focus on the results of the workshops in London and Berlin and on
the results of the Master Class in Stirling. We will encourage participation of members
of the Programme Committee in the ASSERT final conference. At the latter, we will
discuss in detail working results of WP3, documented in D3.1. It will be a social impact
assessment manual and already will provide a preview of the ASSERT online security
assessment tool (D3.2). While this tool will not yet be ready for testing at the time of
the workshop, it will be possible to discuss the envisaged methodology, preliminary
results and possible use cases. Dissemination activities will also be guided by the ques-
tion how adequate tools to support the implementation of good practices at project lev-
el can be designed.

How

The means for reaching the members of the Programme Committee will include per-
sonal contacts, targeted mailings based on specifically tailored summaries of relevant
project results and invitations to ASSERT expert workshops, where they will be given
the opportunity to comment on existing practical approaches to impact assessment
both at European and national level from their respective points of view.

Researchers and research organisations

Why

ASSERT will inform the research community about the societal impact requirements
that need to be met. These requirements follow from an understanding of security re-
search as technology being embedded in society and social developments. We will en-
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gage with researchers in order to promote what we deem necessary: to make mandato-
ry single work packages within proposals that cover all considerations on societal im-
pact of the project submitted. Researchers need to be made aware of the importance
that populations targeted by research projects should be involved in the wider research
design phase in an inclusive and bottom-up approach. Technology- and social-science
oriented researchers require different approaches. Above all, we will contribute to the
general understanding that meeting social/ethical requirements as such is not neces-
sarily a constraint to research, but an acknowledgement that technology and its use
cannot be separated from the social contexts it is embedded in.

What

Researchers need to be made better aware of the requirements for project developers
resulting from social impact assessment. We will disseminate to the research communi-
ty all results regarding our results on best practice models of impact assessment and
provide tested and validated (at our workshops) guidelines for implementing their ap-
plication in the field of security research. In addition, dedicated panels at our final con-
ference will address questions related to the options on designing future security re-
search programmes that adequately take into account societal impact of such research
and the requirements that follow from this.

How

Using our mailing list, we will address the research community about results as they are
achieved and documented, especially after each workshop and with the conclusion of
each public deliverable. Also, we will use our website to publish certain information
material, such as the accompanying press release for the kick off meeting
(http://assert-project.eu/wp-

content/uploads/2013/05/ASSERT InformationAndOverview IRKS 13-05-14.pdf).
Finally the members of the consortium will publish on results produced in ASSERT in
scholarly articles in the relevant academic journals.

Civil Society Actors

Why

Civil Society Organisations (CSOs) play an important role in the debate on societal im-
pact of security research. This role should be strengthened. Civil society representatives
should have a stronger word in debating and planning the priorities of security research
programmes, both on a national and European scale. Regarding the European security
research programme, we argue that the inclusion of CSOs in the process of proposal
evaluation itself would be highly beneficial in terms of highlighting societal impact re-
quirements.
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Also, communication with CSOs needs to be further strengthened, especially regarding
the future use of research results, but also the rationales for their development in the
first place.

What

ASSERT dissemination activities will provide CSOs with overviews and best-practice
cases regarding the kinds of SIA currently carried out in the security research field and
which elements could or should be developed further. This will be based on the results
of the two expert workshops (KCL in September, TUB in November), as well as the
Master Class (Feb 2014, possibly continued as an addon to the final conference). At the
same time, event-relevant updates on the ASSERT website will offer additional back-
ground information. All materials will be developed with the desired impact in mind: to
bring CSOs closer to the evaluation process and prepare them, in terms of concepts and
SIA requirements, for potential future contributions to the process of security research
programme development itself.

How

A main pillar will be the ASSERT mailing list, which will allow to explicitly target CSOs.
Also, specific information packages for CSOs will be uploaded to the website. We will
also approach individual NGOs (like e.g. Statewatch or Privacy International) to link
with the ASSERT web-page for dissemination.

End-users

Why

The persons and organisations actually using results of security research projects
should be given more voice in the process of programme development. This means that
the field operatives’ perspective on products and solutions in the field of security should
be considered from the very beginning in the debate on setting priorities and formulat-
ing the research agenda. This will not only contribute to more “marketable” solutions,
but also help reinvigorate efforts to reduce security market fragmentation by promoting
user-centered standards and criteria.

ASSERT will contribute to the debate by highlighting possible ramifications of impact
assessments both on the development and the practical, day-to-day use and usability of
products and solutions. Also, as selected end-users will be present during the ASSERT
workshop series, the requirements as derived from the practical use and application
that impact assessment would have to cover, can be discussed, thus providing a mutual
upgrade in understanding and bringing closer together impact-derived requirements
and usage-derived requirements.
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For such a better understanding, end-users need to know more about the practical pro-
cedures of impact assessment, so that they can better formulate and integrate usability
requirements.

At the same time, end-users often have more and more practical insights into the ways
security technology might impact society in an undesirable way. Such views and obser-
vations by the end-users will be taken up during the workshops and will feed into our
other dissemination activities targeting different stakeholders.

What

Our programmes and rationales, but also the relevant results of the ASSERT expert
workshops and the Master Class for evaluators! will be sent out to the end-users we
identified. We will prepare adequate material to highlight those results that we deem
particularly useful for informing the debate on end-user involvement in security re-
search programmes (e.g. aspects of a users-centred systems design providing incentives
and increasing knowledge on the responsible use of technology, or strengthen ac-
ceptance and practical relevance of solutions).

How

Mailings of specifically prepared material, showing expert workshop results in a struc-
tured way and focussing on the results most relevant to stakeholders. Possibly we will
ask those end-users who already have acted as evaluators (on national or European
scale) to participate in the workshops or the Master Class. They will also be sent invita-
tions to the final conference in Brussels, where all project results will be presented. Es-
pecially the ASSERT tool for online assessment of security research impact assessment
will be previewed there (the “Manual”, D3.1, will contain allow a detailed glimpse on
the concept and potential operationalisation of the tool itself, which is D3.2 and due
after the final conference in M14, the penultimate project month)

3. Identifying and compiling a list of stakeholders for dis-
semination activities

According to the matrix established above, actors will be identified and addressed dur-
ing the ASSERT project lifecycle. The list itself is not part of Deliverable 4.1, and will be
continuously expanded and refined, a template could, however, be integrated in the
ASSERT Final Report, adapted to a presentable format. The list will be used for the

1Tt is the responsibility of WP 2 (cooperating with all project partners) to identify relevant eva-
luation experts that could participate in the Master Class. This would also include end-users.
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project’s workshop process, in the course of which experts will contribute to the task of
further enhancing impact assessment in the field of European Security Research:

¥ Explore research impact assessment approaches of broader areas of sciences.
Work along this track will help to identify, in a first step, best practices “out
there” and, in a subsequent step, to probe the transferability of such approaches
to security research impact assessment and to discuss concrete options for im-
plementation (this will be covered in workshop 1, to be held by KCL in London,
Septemer 2013;

¥ Examine the state-of-the-art in societal impact assessment. This also involves
discussion on the appropriateness of measures taken and choices made (work-
shop 23, TUB, Berlin);

¥ Building on the results achieved in these two workshops, ASSERT will develop
the concept of a master class to involve past, current and potential evaluators of
FP7 SEC / Horizon 2020 projects, thereby ensuring maximum pickup of scien-
tific results and discussing potential ways of implementation for novel ap-
proaches to the assessment of societal impact of security research. Responsible
partner for concept development and the practical organisation of the Master
Class (foreseen for February 2014) is STIR, all partners will contribute. If suc-
cessful, the Master Class could be repeated, as a dedicated event coupled with
the ASSERT Final Conference in Brussels (foreseen for April 2014).

The stakeholder list will not only comprise experts that will help focus the scientific
debate but also the abovementioned groups and types of addressees in order to create a
dissemination (and reception) base as broad as possible.

A draft template of this list, illustrating the envisaged classification of competencies, is
included in the annex of this deliverable.

4. Press involvement

A Press Kit was already developed and is available for download on the ASSERT web-
site. Based on this information piece, an article in an Austrian Newspaper was pub-
lished? on May 23 2013. We wish to further expand this track and accompany each of
the expert workshops with press Kkits.

5. Concepts and ideas for a Master Class

The Master Class will serve as one dissemination branch of ASSERT activities, general-
ly aiming at increasing knowledge and awareness of concrete approaches to assessing

2 http://www.tt.com/Nachrichten/NachrichtenTicker/6616767-53/assert---warum-wir-fiir-
passfotos-nicht-mehr-lachen-diirfen.csp
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the societal impact of security research. Regarding the ASSERT WP architecture, it will
run transversally, committing all WPs to contributing to its realisation.

The Master Class will address persons who have already acted as evaluators or could do
so in the future, according to their qualifications, expertise and interest. It could last a
half to a full day. It would allow participants to build on their experience in the session.
Current planning also foresees a theoretical module with an introduction on the main
assumptions of Societal Impact Assessment, and especially brief the participants on the
ASSERT working definition of SIA which will have significantly advanced by then, tak-
ing into account the results of the two expert workshops in September and November.

Other sessions could provide concrete case studies to demonstrate how SIA works,
moderated by the consortium. A detailed planning of the format and setup of the Mas-
ter Class will follow after the results of the workshop work will be available, as they will
strongly influence where ASSERT will set its priorities.

We are planning to arrange for a mixed audience in the Master Class, including both
practitioners (Transport Area, Border Control, etc.) and evaluators. The Master Class
should provide participants with a certificate of participation. There will be discussion
on how to add value to such a certificate. The EC agreed to endorse the Master Class
and the Certificate the current state of planning foresees about 20 participants.

It was agreed that all partners of the ASSERT consortium will contribute to the Master
Class. The leaders of WPs 1, 2, 3 and 4 will take specific responsibility for preparing
'master-class' materials relating to their own WP activities and for delivering those
parts of the training (on the day) too. While scientific input will come, essentially, from
WP1, STIR (WP2) will be responsible for the organisation and implementation of the
Master Class. This will include the reservation of appropriate accommodation, catering
and equipment, preparation of materials and organisation of programme. STIR will
also advise and guide the preparation of relevant materials by other consortium part-
ners. STIR will liaise with IRKS (WP4) in relation to the advertising of the Master
Class. IRKS will produce press and information material. The format is to be seen as a
key dissemination mechanism. All partners will be responsible for identifying suitable
participants. Invitations to participate will be issued by the lead partner. STIR will li-
aise with the EC in relation to soliciting interest amongst FP7 evaluators.

6. ASSERT — Twitter Strategy

Twitter is basically a micro-blogging social media service. Social media have changed
the way people communicate. It is no longer a one-way direction communication. So-
cial media enables its users to share their ideas in an interactive way and to connect
each other in networks. Twitter is not only a service that allows users to connect with
their “friends” (those who signed up to follow their updates). Twitter gives users the
possibility to interact with each other on the basis of topics and themes they are inter-
ested in.

Because of this option, this platform can become a very powerful resource for creating
impact of the ASSERTS project findings:
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¥ Support in reaching out to the media, policy makers and scientific experts in the
field of security impact assessment,

¥ Generally promote knowledge and awareness of project results by tweeting spe-
cific content and topics

¥ Announce and advertise specific ASSERT events like the Master Class or the
ASSERT expert workshops.

¥ Target journalists and bloggers as additional multipliers to spread the word
about project results, conclusions, next steps, and public deliverables posted on
the ASSERT website (http://assert-project.eu)

ASSERT will not create its own Twitter account to avoid a cumbersome and time-
consuming “levelling-up” of this account by getting more and more followers to our
feed. Instead, we will make use of the existing individual Twitter accounts of our con-
sortium members. With this strategy the project will have multiple accounts that will
tweet about ASSERT to those people who are already connected with them. Further-
more as part of the dissemination activities in WP 4 the ASSERT Twitter team will es-
tablish an ASSERT list on Twitter and invite those experts and stakeholders identified
as relevant in the field to join this channel where we will tweet regular updates on the
progress of the project.

As ASSERT will make use of the individual accounts its consortium members all opin-
ions and views expressed in those #3ASSERT related tweets are representing the per-
sonal opinion of the ASSERT researcher and not of the European Commission. With
the use of the #ASSERT tag other users on Twitter will be able to search and identify
ASSERT related tweeds.

6. Other activities

We will grasp other opportunities as they emerge. One such opportunity could be the
preparation of an entry on Social Impact Assessment in the International Encyclopedia
of the Social and Behavioral Sciences (IESBS)
(http://www.sciencedirect.com/science/referenceworks/9780080430768). We are
currently discussing who, within the consortium, would assume responsibility for au-
thorship.

Also, ASSERT consortium members will present papers on our results at third-party
conferences.

3 A # symbolises a so-called Hashtag. With the use of a # words become a Hashtag and will be
searchable on microblogging social networks like twitter.
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About ASSERT

There are numerous declarations on the importance of considering societal impacts of EU
security research. The development of effective tools and mechanisms to assess the social
implications of security research activities is in its infancy. Societal impacts are typically perceived
as side effects of instrumental - technological and legal - security measures.

This oversimplified view has to be overcome.

Societal dimensions of security research, if taken into account from the outset of the “design
process”, can increase the quality of feasible solutions. ASSERT will identify “best practice” cases
to assess societal impacts of science and technology in the security domain and beyond. ASSERT
takes a multi-disciplinary approach: social sciences, a broad range of stakeholders, end-users,
researchers, policy-makers, industry and NGOs, building a comprehensive pool of experts.

Bringing together these different perspectives will create the basis for the development of a tool
and roadmap for the sustainable integration of societal impacts in future EU security research.

Why ASSERT?

Security research has been driven by technological concepts. Not falling prey to attack is seen as
the positive societal impact and justification for expenditures on security systems.

But security should be conceived of in a more comprehensive way, including strengthening of
social bonds, social resilience and preventive measures using social policy tools. As opposed to a
concept of security based on technological solutions, the intended societal impact itself
produces the security gain.

After a pilot in the last round of FP7, novel approaches are already under discussion. Under
Horizon 2020, societal impact of security research is expected to be a major issue.

Currently, researchers operating in a technology-centred framework often do not understand why
they should take into account “societal dimensions” when designing their research plans,
suspecting hindrances rather than opportunities

opened up by social impact assessments and “We at the European Commission
u

strengthening the link between developers and strongly endorse the idea of ASSERT

users of solutions. to make consideration of societal im-
pact of security research a main-
stream topic of European research

Objectives policy...”

Marco Malacarne
ASSERT will design sustainable tools and
strategies which can be utilised to assess and
mainstream the societal impact of EU security

Head of Unit for Security research and
Industry, DG Enterprise

research, including:

* Analyse good practices of already existing approaches to societal impact assessment and
validate their useability in close cooperation with experts

* Develop a “Master Class” for experts and evaluators to create and strengthen awareness
for societal impacts of security research

* To date, there is no online tool available to assess societal impact assessment. ASSERT
will develop such a tool and demonstrate the added value of considering societal impact
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Who we are targeting
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Stakeholders

Targeted intervention points for assessing and
mainstreaming societal impact of security research

Creating a
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sustainable
agenda resources .
research impact
. Monitor the use of
1. Policy-makers Create awareness . .

i Allocate funding for | research resultsina
and experts for the governance of for the political society and securit svstematic wa
research at the level of the EU (DGs, relevance of societal Y 4 . .y

. . research focussing on societal
Parliament) impact .
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2. Evaluators
assessing the relevance of the research
proposals submitted

Select an adequate
mix of professional
competencies

Develop a set of
guidelines to use in
the evaluation
process

Include a follow-up
review of effects
from practical
application of
research

3. Members of the programme
committee

feeding into the process of designing
research programmes at MS level and
providing the interface to national
security research initiatives

Create awareness
for the political
relevance of societal
impact

Enhance co-
operation with
national security
research
programmes
focussing on societal
impact

Design adequate
tools to support the
implementation of
good practices at
project level?

4.Researchers and research
organisations
submitting their ideas and, if successful,

Inform the research
community about
societal impact

Make societal
impact WPs
mandatory for

Enforce an inclusive
and bottoms-up
approach to involve

. . . security research targeted
conducting practical research; requirements .
proposals populations
Include civil society Improve
5. Civil society actors and CSOs representatives in Include members of communication
feeding into the debate on societal impact the discussion on CSOs in the with CSOs on the
of security research research evaluation process use of research
programmes results
Provide incentives
Include the field and increase
operatives’ Promote the use of | knowledge base on

6. End-users
of different kinds making use of the
results of security research.

perspective from the
very beginning in
the agenda setting
process

user- centred
systems design in
security research

responsible uses of
technology; improve
acceptance and
relevance of
solutions
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The need for considering societal impacts of EU security research has been acknowledged on
many occasions by different actors. The problem though is that in traditional thinking, societal
impacts are reduced to side effects of instrumental (technological and legal) security measures.
This binary thinking has to be overcome. It should and can be demonstrated that societal di-
mensions of security research taken into account from the very beginning of the “design
process” can increase the variety pool of feasible solutions. Starting from a synthesis of state of
the art discussions on societal security, we will identify best practice cases exploring and as-
sessing societal impacts of science and technology in the security domain and beyond, and
carefully analyse their structural properties. This will be done in a multidisciplinary fashion
from different perspectives, including end-users, stakeholders, researchers, policy-makers and
NGOs. Bringing together these different perspectives in a series of workshops will create the
basis for the development of a tool and a strategy for the sustainable implementation of soci-
etal impacts in future EU research activities in the field of security.
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