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1 EXECUTIVE SUMMARY
This deliverable summarises the discussions, presentations and outcomes of the ASSERT project’s Final Event held in Brussels from April 28-29, 2014. While the first day
of the event was the “conference part” proper, the second day was used to test ASSERT’s theoretical, methodological and conceptual results in a very practical setting:
The ASSERT Masterclass, a format developed as part of this project, intended to provide guidance and stimulate thought and reflection on the societal dimension of security and how to operationalise this concept in the development of a security research project. Both components of the Final Event were a success. The event as a whole made
clear that there is a need to upgrade existing approaches to integrating societal impact
considerations into the security research process and also gave very practical examples
for this. ASSERT research results and the tools developed to make better choices and
better reflect on potential societal impacts of research proposals will play an important
role in this process.
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2 ASSERT’s “Final Event”: Conference and Training Format
The dual structure of the ASSERT Final Event took into account the project’s nature as
a Coordination and Support Action. On the one hand, by addressing security research
stakeholders, also from the European Commission, it was made sure that the project
results reached the right actors. By rolling out the Masterclass training format, ASSERT
also creates an impact to those actively involved in developing security research proposers and evaluators.1
With most of its results available (only ASSERT D3.2 due in June 2014), the Final
Event was a good environment to showcase the usability of ASSERT’s approach t0 considering societal impacts of security research.
In practice, this also entailed two separate strands of correspondence and invitations:
Research practitioners, project coordinators for the Masterclass, and programme planners and research policy makers for the Final Conference. Day 1, titled “Final Conference”, saw participation of both groups and was therefore larger in scale, while day 2,
the Masterclass, saw the participation of only the experts invited for the training format. This had much more of a focused workshop setting, and the limit for the Masterclass had, relatively early on in ASSERT, been limited to 20 persons to help maintain
and foster group work.

3 Final Conference2
In the first item on the agenda, Reinhard Kreissl
from the Institute for the Sociology of Law and
Criminolgy and project coordinator, provided introductory remarks on the concept of societal security which should be understood as a widening
of more traditional concepts of security as being
about war and conflict or something which can be established using a “technology quick
fix”. It is ASSERT’s understanding that in order for security technologies to be “accepted”, merely tokenistic SIA exercises, aimed at creating legitimacy through persuasion,
miss the target. Instead, the impacts, unintended consequences and externalities of
security research on larger society, throughout the entire Research and Innovation cycle, need to be assessed under conditions where the outcomes 0f the assessment procedure have the potential to alter or amend a project’s objectives and outcomes. In other

An account of the first application of the Masterclass outside ASSERT can be found on the
ASSERT website at http://assert-project.eu/news/.
2 The programmes for both days can be found in ANNEX 1.
1
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words, the societal dimension of security needs to have an impact on the entire research and innovation cycle.

The main points of this contribution included:
!

!
!

!

!

!

!

!

Security is a contested concept with many definitions, some of which make sense only in a
given context;
In technology studies, security is also understood as a “dynamic non-event”;
Psychological perspective: The paradox of security. This refers to a feeling of insecurity that emerges once the individual begins reflection on its security. Security, therefore, is framed as a by-product of
other mental states (like the fear of crime problem);
Societal security as conceived of in the Copenhagen School (Buzan et al., 1998)
or human security (as promoted by the United Nations) are more comprehensive, they address human well-being in a broader sense beyond the logic of
isolated and immediate threats;
Societal security needs to be delimited; it is not social security in terms of securing against risks of labour market (incl.
environment, political inclusion, etc.);
Societal security conceptually leaves behind narrow definitions of threats and counter measures. Security is conceived
of as being complex and multi-dimensional;
Security research resides with DG ENTR and is primarily focussed on technology development (“increase the competitiveness of the European security industry”). As a result, societal aspects are spelt out as side effects of security technology;
It was also stressed that societal impact is different from ethical reviews and
policy impact assessments;

Barbara Prainsack (King’s College London) and Lars Ostermeier (Technical University
Berlin) presented results of studies into the history and evolution of related impact assessment approaches and several good practice principles that were developed based
on contributions by experts and practitioners from security and other research fields
during the ASSERT expert workshop series.
Barbara Prainsack’s contribution included:
!

!
!
!

An introduction to the origins and evolution of
social / societal impact assessment and to its
main schools;
An overview of methodologies used in the context of Societal Impact Assessment
Criticism which SIA has been confronted with
(e.g. toothless, merely a tokenistic exercise)
An overview of related discourses:
o Constructive Technology Assessment
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Privacy Impact Assessment
Surveillance Impact Assessment

Lars Ostermeier presented the results of a Eurobarometer (2013) survey on the role of
science and technology in the European Union. This survey (“Responsible Research
and Innovation”) shows that ASSERT is a timely initiative. Its tools and research findings are in line with what the survey reveals:
“More than three quarters of respondents agree the EU should take measures to address the ethical risk of new technologies.” (p. 6)
“University or government scientists are the best qualified to explain the impact of
scientific or technological developments” (p. 43)

However, ASSERT goes even further by demanding that for SIA mechanisms to be
effective, not only the scientific community has to be engaged, but also actors of the
policy making domain and civil society.
The speaker then went on to present the set of core principles that should guide any
societal impact assessment in the area of security research. As stated above, these good
practice principles were derived from expert workshops
and literature analysis. The ASSERT good practice principles will help avoid typical shortcomings of the past,
such as setting up SIA processes as merely tokenistic PR
activities, or as overly bureaucratic exercises. The ASSERT good practice principles can also be used to assess
and evaluate the quality of SIA processes that have been
chosen for a specific security research project. They are
show, in some detail, on the following page:
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Good Practice Principles for SIA
1. Clearly define the prevalent understanding of societal security in a
given project.
!
!

How does the project enhance the security of European citizens
and societies?
Whose security?

2. Clarify how societal impact is operationalised in the context of a particular project.
!
!

Impacts can include any kind of benefits, unintended consequences,
harm, on individuals, households and enterprises and communities
Avoid looking for technological “fixes” for societal problems

3. Give the SIA design the potential to reframe the project and R&D process.
!
!

Modification of goals, categories and methods
Threshold analysis

4. Take participation seriously.
!
!
!

How can this be established (agency assessment)?
Who is in the position to define what is important and less important?
Are the roles and responsibilities clearly defined?

5. The SIA process needs to be flexible.
!
!

What level of flexibility is productive?
Adapt and adjust to new evidence, new insights, or changes

6. Create feedback loops between SIA and the rest of the project / programme.
!

Where in the R&D process does SIA create an impact?

7. Keep the administrative burden reasonable.
!
!

Redesign existing assessment processes that are already in place
What is reasonable depends on the project

8. Think about transparency and the limitations of the SIA process.
!
!

Are there situations where transparency cannot or should not be
achieved?
Limits of temporal and geographical scope; budget etc.

[Table continues on following page]
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9. Clarify what purpose the knowledge produced in a SIA should serve.
!
!
!
!

Scientific Knowledge
Knowledge for political and societal decision making
Knowledge about risk
Reflect different social realities of R&D projects to make it relevant

After the presentation on traditions and methodological questions of SIA and related
disciplines as well as the good practice principles, David Barnard Wills and Kush
Wadhwa (Trilateral Research and Consulting) presented the ASSERT toolkit for an
online impact assessment of security research and a hands-on step-by-step guidance
for practitioners on how to carry out a SIA and what to consider during and before the
process.
The ASSERT toolkit can be found at http://assert.maisondx.com:

Figure 1: A screenshot of the ASSERT online Tool

The toolkit is meant to provide guiding material surrounding the entire process of carrying out and planning a societal impact assessment procedure.
Furthermore, it includes the ASSERT expert database which is meant to strengthen and
solidify the expert community of societal security, and to stimulate and foster dialogue
and between practitioners, researchers and research planners and policy makers, especially from the European Commission. Members of the Database can exchange messages, participate in forum discussions and create a personal profile detailing interests and
competencies, affiliations, networks, etc. It is also possible to access online training
material.

Q&A on the previous contributions
!

Some scepticism was voiced with regard to the effort that is to be put into the
implementation of a SIA (-management) plan. There is concern that too many
resources (in terms of manpower and funding) need to be bound for this pur-
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pose that the project objectives are jeopardised. It was asked how there would
still be innovation when an “entirely new type of bureaucracy” is set up in order
to be able to carry out a SIA? Isn’t there a
danger that most of innovation is threatened
to be stifled by SIA-related “red tape” The ASSERT approach to this is formulated in one of
its core principles: that the administrative
burden should be kept “reasonable”. This
term, of course, is very relative and closely
connected with another assessment principle:
to keep the process flexible. Reasonable
should always be seen as a delicate balance of
stakes, with several framing parameters, such as the overall funding volume of
the project, how much of the wider public might be concerned and to what degree of severity.
As one of the ASSERT principles “stipulates” that any SIA, taken seriously,
should have the power to, in extremis, lead to the abandonment of an entire
project. It was asked whether, and under what circumstances, such abandonments have ever occurred. It is also one of the ASSERT findings that indeed
much more research is needed into the “history” of projects and to analyse what
kind of projects in the past have been abandoned altogether and for what reasons. This should not be limited to security research, and the reasons need to be
clear (abandonment explicitly for societal concerns, not for lack of funding etc.).
Identifying and analysing such references would lead to a better understanding
of societal impact assessment requirements.
Another question was whether the ASSERT
principles and findings would be directly used
for evaluation of the next round of proposal
evaluations under H2020? It was however underscored that the Commission has made the
criteria against which proposals currently are
evaluated very clear. But it was also made clear
by the Commission that ASSERT’s findings
should play a prominent role for the future evolution of the “Impact Section” of H2020 proposals (as far as the security domain
is concerned), especially with regard to a better consideration of the “societal
dimension” of security research. This will also entail making ASSERT material
available to evaluators to help raise awareness for the “societal dimension”.
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4 Masterclass on Societal Security
The ASSERT Masterclass, a concept developed by project partners and already outlined
in the project’s description of work, is a training format meant to bridge the gap between theoretical, methodological and conceptual analysis on the one hand and practical applications in a guided learning setting on the other hand. The first Masterclass
was held in Stirling in February 2014 and was built on then available preliminary research results.
Reinhard Kreissl held the introduction to this session. In his presentation he delineated
the concept of a case study on Societal Impact Assessment from the public transport
domain. The case study examines the assessment methodology chosen for a public
transport project and showed ways in which the wider public and stakeholders were
involved and engaged.
This was followed by an introduction by Barbara Prainsack to the Group Exercise (ANNEX II): The task given was to prepare and outline a research proposal for a Horizon
2020 research call. This proposal should incorporate a societal impact assessment. The
solution was to be presented in about 15 minutes, including
•
•
•

Project purpose and design (including also work packages, tasks, consortium
partners and a draft budget)
The SIA plan for the project
A commentary what the implications of the SIA for the project were (for the
partners, stakeholders, for practices and for policies)

Participants were then divided into two groups. Each group received the same call text
from a previous security research programme. In the group work phase of the Masterclass, ASSERT project staff was present in the room and observed the discussion. The
observations were then used to provide the groups with systematic feedback. In situations where the discussion in a group could not further progress, ASSERT project staff
provided comments or answered questions to keep the process going.

Group presentations
Group 1
The first group chose the following WP structure:
!
!
!
!
!

Secure and store evidence and data
WP1: requirements, use cases: police partners
WP2: enabling technologies
WP3: Integration of those enabling technologies with the requirements
WP4: SIA and ethics
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WP5: Dissemination

Partners chosen for this project included: forensics, criminal justice, technical forensics, and actors such as Interpol, academics.
!
!

!

The mix of methodologies to be employed in the project should include: scenarios, role-playing, involve the whole consortium.
When setting up the project architecture, the group agreed to have an independent external body: an external ethics or SIA board: this external body
would see all project reports and comment on them. Throughout the project,
this external check is inscribed. It was also agreed that a written report about
the board’s recommendations should be made
available.
The Dissemination Work package should produce press releases and similar material to
show what the SIA aspects of these work packages are.

The rationale that was given to justify the group’s approach of locating SIA in a dedicated work package
was a very pragmatic one: if you dedicate a work package to SIA, the consequences and responsibilities
(such as due dates, delivery and task timelines) can be
made very clear and even be turned into contractual
obligations.
In the discussion that ensued it was mentioned that…
!

!

…the people doing the ethical review fall under
the management - they are internal to the project, they might therefore exert
pressure on the project team? It might be more useful to have an outside figure
for this, e.g. in the shape of an external auditor;
…the project details needs, externalities, benefits (must have, should have,
should not have)

One of the group supervisors reported his observation that, in the process of developing
the project architecture, the more society came into this techno-focussed project, the
“messier” the project became.
When the project was presented, the underlying understanding of both security and its
societal impacts were only marginally touched upon.
!

There should be an SIA board with the authority to “kill”3 the project; currently,
only the Commission has the power to do this (INDECT was referred to as an
example)

3 But: for the right reasons, which would translate: explicitly for creating problematic societal
impact (as opposed to termintating or suspending a project for budgetary reasons or breaches of
contractual obligations etc.)
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Reframing: it should become clear from the description of work in what ways,
where and by what instance a reframing of the project should be undertaken
The budget chosen should be closely connected to the types of societal impact
dealt with;
The group had adopted a peculiar stance towards the “technology-staff”, which
was to anticipate harms and find ways to mitigate them; to provide systems for
checking systems and harms; this created a gap between technology developers
and SIA-staff;
The work package design was originally strongly determined by technological
considerations; Only at a later point, there was the attempt to fit in SIA mechanisms, and every time they were introduced they created friction and disruption
of the work plan; the project was based on a logic of technological development
in the first place;
There were also challenges with the initial scaling of SIA activities in the project
start-up phase;

The budgetary logic was also commented upon: roughly 10% of the project’s budget had
been allocated to WP4 (dedicated to SIA and ethics). This is an issue of budgetary balance: should you tell the Commission you spend 15% on management tasks?
From the description of the partners in the projects it did not become entirely clear who
would provide an ethics perspective and who would focus on SIA. There was also the
question what needed to be done by the project to get a label or stamp “SIA-approved”?
The impact of dissemination activities and their relationship to Intellectual Property
Rights (IPR) was stressed: Dissemination of information that’s classified can have serious repercussions on future activities.
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Group 2
The second group presented a checklist of components to be involved in the project:
• DNA,
• Instance soils,
• Ballistic data,
• Fingerprints,
• Explosives,
• Software,
• Mobile phones / networks, electronics.
The group found that databases were needed for these components and that such
databases should be set up (as part of the project) in order to contribute to the creation of a profile linking data. The following work package structure was chosen:
1. Project management
a. SIA
2. User needs
3. What is the gap?
4. What to do?
5. Standards?
6. Development
7. Testing
8. Evaluation / consultation of experts
9. Dissemination
Potential unintended consequences stemming from the project were captured as
1.
2.
3.
4.
5.

privacy impacts
ethics concerns
spoofing evidence
integration of evidence
might result in a system that cannot be used in all EU countries

The group undertook a discussion to establish and identify the relevant stakeholders for
the research project:
!
!

Software use (Forensics, forensic scientist, the police)
Lawyers, judges, suspects

Discussion and feedback by the supervisors:
!
!
!
!
!
!

There was a long discussion on the type of activity demanded by the call text;
and whether the challenge was unrealistic? Could it reasonably be achieved?
Lengthy discussion whether a fully-fledged SIA was carried out? Yet it was not
required;
Lenghty discussion what the group could focus on before project setup;
The notion of stakeholders was understood narrowly – who should be consulted
with?
Users very narrowly, perhaps too narrowly, defined as “the police” and “the
courts”
The question “who is affected by the project outcomes”? was not asked! (but it
should have)
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It can be problematic to assume that only the stakeholders are the users, because those affected are not only the stakeholders, concerned are, e.g., also racial minorities
Thinking about integrating SIA in the project design could have been given
more room, e.g. through a broader understanding of who could be affected...
Impact: the group had engaged in a broad discussion about social understanding and public discussion;
Who would see the benefit and accept SIA as a benefit?
The group also talked about budgetary implications of SIA planning and management;
As there are – as yet – no specific rules prescribing the a SIA planning and
management process, the general trend, for now, goes towards demonstrating
that you have thoughts about impact questions and that you have reflected this
dimension of your research endeavour. A selling point for SIA might be
enabling the consortium to demonstrate awareness of the points and
junctures where issues might pop up!
Societal risks will not necessarily kill the project; it is, however, important to
manage the risks. Example: funding of projects with drones. It is a process of
managing risks because impacts need to be judged on a case by case basis; it is
mainly about managing risks, less about deciding whether or not to kill a project;
You do a literature survey of what was already done in your domain – the same
could be done with SIA: you could check which SIAs were already carried out...
Group learning was about communication. That was a very good point! It might
even be considered to introduce a communication plan to the project.
Guidance needs to be produced, handed to the evaluators of security research
project proposals (this is also in line with the Commission’s intentions about the
next steps of SIA in security research)!
PIA is an on-going process, assessments need to happen at certain key milestones which can pre-determined in the project architecture;
The discussion also brought up the question of evaluator competence and degree of qualification: to what degree will evaluators be skilled to consider SIA –
questions in a given proposal? If you include SIA in your proposal, will the evaluators have the competence to appreciate it?
Generally, it was stressed, evaluators are put in hard situations in terms of decision-making.
Budgetary constraints: think about costs and flag to the Commission what kind
of costs the SIA might involve – then the Commission has an idea of what to expect in terms of costs of a SIA; determine the percentage of the SIA activity –
can we establish an average (“indicative range”) – the proportionality (budget
vs. benefit of SIA) should not be lost out of sight.
Should the Commission perform a threshold analysis for basic SIA considerations in a proposal? It was suggested that such a threshold analysis could be
used against a given proposal and kick it out if this threshold is not met.
Because inflating the ethics review and increase the administrative burden
would hardly work!
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Concluding remarks on benefits of doing a SIA
ASSERT tried to educate researchers by targeting researchers having experience with
or planning to develop a project proposal, but there is also much work to be done on
the evaluation side: As the “Impact” section in EU-funded project proposals, the importance of thoroughly understanding the concept of societal impact assessment keeps
growing in relevance. The ASSERT project partners emphasised their ambition to tailor
one of the future dissemination pathways to the purpose of creating awareness among
project evaluators. The importance of making ASSERT outcomes available to future
evaluators was underscored. ASSERT also plans to create a group of multipliers who
help proliferate the idea of SIA; one of the pillars will be the expert database which is
already in place and the population of which has already begun.
It will be important to point out the benefits of doing a societal impact assessment.
Among them are:
• It could ensure legal compliance
• It could increase the legitimacy of the project;
• For a proposal it’s beneficial to show the full picture (what’s good and what
isn’t) and demonstrate that the project partners are aware of where the potential pitfalls lurk! Overall, there is a strong potential that this could add to a better project
• SIA would better demonstrate the risks involved in the project! Some projects
give the impression that no risks whatsoever are included.
There was agreement in the discussion that more lobbying inside the Commission for
the ASSERT tools should be undertaken, to implement them more systematically.
Ultimately any impact assessment plan and management procedure could also act as a
safeguard for the consortium not to lose credibility.
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ANNEX I: Programmes

April 28, 2014

Programme Day 1

presenter

13:30–14:00

Introduction to the Concept of Societal Security
and the logic of ASSERT

Reinhard Kreissl | IRKS

14:00–14:45

Impact Assessment in broader areas of S&T Harvesting best practices for security research

Barbara Prainsack | KCL
Lars Ostermeier | TUB

14:45–15:00

Q/A

15:00–15:30

Coffee Break

15:30–16:00

Practical Guidance for Assessing the Impact
of Security Research

Kush Wadhwa | TRI

16:00–16:30

The Online Security Research Impact Assessment Tool:
Purpose and Concept. Practical walkthrough

David Barnard Wills |
TRI

16:30–16:45

Creating and Strengthening a Network of expertise
in Societal security: the ASSERT Expert database

William Webster | STIR

16:45–17:15

Q/A

17:15–17:30

Concluding Remarks
Get together and “Speed-dating” for all Masterclass participants

April 29, 2014

Programme Day 2

presenter

9.00–10.00

Test Case for Societal Impact Assessment:
Presentation and walk-through

Reinhard Kreissl | IRKS

10.00 – 10.30

Introduction to the Group Exercise

Barbara Prainsack | KCL

10.30–10.45

Coffee Break

10.45–12.45

Group Exercise

12.45–13.45

Lunch Break

13.45–16.00

Presentation of Group Work

16.00–16.30

Coffee Break

16.30–17.00

Feedback from the Consortium and Wrap-up

under guidance from ASSERT consortium
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ANNEX II: SIA Group Exercise
Task

Your task is to work in small groups to prepare an outline research proposal incorporating a societal impact assessment for a Horizon 2020 European Research call. The Call
Topic is titled ‘FCT-2-2015. Forensic Topic 2: Advanced Easy to Use in-situ Forensic
Tools at the Scene of Crime‘ and is set out in more detail in the remainder of this document.

Your group should prepare a 15 minute presentation covering:

1.

Project purpose and design, including; research objectives, work packages, key
tasks, consortium partners and a draft budget,

2.

A SIA plan for the project, and

3.

A commentary on the ramifications of the SIA for the project, the partners,
stakeholders, practices and policies

You will have access to flip charts, marker pens, laptops, and projectors to aid your
presentation. You have between 14:00 and 15:30 (90 mins) to prepare you presentation. The presentations and subsequent discussion will take place in the session after
the coffee break, between 15:45 to 17:15 (90 mins).
Call Topic: FCT-2-2015. Forensic topic 2: Advanced easy to use in-situ forensic tools at the scene of crime
Specific challenge:
Rapid developments in technologies and communication in various fields go hand in
hand with new opportunities for forensic science to investigate more and a greater variety of traces, to extract more information from less material, quicker than ever before,
and to keep the standards of forensic science in Europe at a high level regarding juridical and technological questions. Meanwhile, organised crime and criminals do not limit
themselves to regional or national borders. Their crimes are thus leaving traces in multiple countries. Cross border access to evidence has become an absolute necessity for
Law Enforcement Agencies (LEA) and judicial authorities.
Evidence gathering, collection and exchange at EU level should be usable from the field
to the judge, independently of where the crimes have taken place. Rapid developments
in technologies and communications in various fields go hand in hand with new oppor-
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tunities for forensic science.
Proposals for this topic should take into account the existing EU and national projects
in this field, such as the Council Conclusions on the vision for European Forensic Science 2020 which foresee the creation of a European Forensic Science Area and the development of forensic science infrastructure in Europe."
Scope:
Proposals for this topic should focus on the development methodologies of tools and
EU-wide standards for the secure storage, access and the exchange of forensic data
supporting evidence.
A platform integrating different techniques should be proposed in order to achieve better strategies for gathering evidence in the field of forensic research. Relying on
knowledge- based fields such as artificial intelligence, machine learning, different procedures, tools and algorithm should be developed within this platform, based on the
standard outlined above.
Specific areas of research could be:
•
•

The establishment of a EU-wide database of new synthetic drugs and drug precursors (detection protocols and analysis methodologies).
Other types of pan-EU databases - like for instance soils, ballistic data, breath
analysis, DNA, fingerprints, etc.

In addition due to the variability and the wide range of crime types, procedures or
methodologies should be developed or adapted to the specific crime features. Moreover, horizontal strategies could be proposed for profiling crimes or offenders and
matching and predicting different type of crimes. This should lead to the establishment
of a catalogue of these procedures or methodologies.
Where necessary new technologies should be developed for sampling, analysing, evaluating, interpreting and recording forensic evidence, with a view to achieve solid and
court-proof forensic evidence that can be used during legal prosecution.
The use of the most advanced information technologies should allow improving and
upgrading the current forensic systems in the European police institutions. The scope
of the proposed tool should involve law enforcement bodies from the design phase to
the prototyping and test phase.
Proposals addressing this topic may involve the use of classified background information (EU or national) or the production of security sensitive results. As such, certain
project deliverables may require security classification. The final decision on the classification of projects is subject to the security evaluation. The Commission considers that
proposals requesting a contribution from the EU of between €9m and €12m would allow this specific challenge to be addressed appropriately. Nonetheless, this does not
preclude submission and selection of proposals requesting other amounts.
Expected impact:
Projects under this topic should lead to the development of novel easy to use in-situ
forensic tools, customised to the specific needs of EU LEA. Better profiling of crimes
and offenders. Quicker matching of different types of crime. Shorter court cases due to
the availability of more solid court proof forensic evidence. For industry better understanding of modern operational LEA requirements, thus increasing their competitiveness. Considerable improvement in the field of public security and improved trust of
the citizen in the work of police forces in the EU.
Type of action: Innovation Actions

