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1 Executive Summary
This Deliverable provides an overview of methodologies relevant to the assessment of societal
impacts of security research. It describes the main strands and historical developments of Social
Impact Assessment (SIA), Constructive Technology Assessment (CTA), and Privacy and
Surveillance Impact Assessments respectively, discusses the main methodological elements, and
provides a critical reflection on these methodologies. It presents ‘best practice’ examples from
outside the security research domain and discusses issues related to the transferability of these
best practices to the field of security research. It concludes by arguing that the core concern of
societal impact assessment – in every expression, SIA, CTA, PIA, or surveillance impact
assessment – should be to render power differentials visible and put them on the agenda. The
ASSERT consortium subscribes to the idea that a dialogue among different individuals and
groups who are considered (or consider themselves) as potentially affected by a planned project is
a benefit in itself. Assessment standards for societal impacts should allow for sufficient flexibility
to accommodate the specific needs of each assessment project. In this spirit, the main outcome of
ASSERT should be a resource that requires and structures critical reflection, guiding and
facilitating the conduct of societal impact assessment without creating additional audit structures
and bureaucracies.

Abbreviations
CTA:
FPIC:
PIA:
SIA:

Constructive Technology Assessment
Free, prior and informed consent
Privacy Impact Assessment
Social Impact Assessment / Societal Impact Assessment

Figures and Tables
Table 1: Table 1: Grid to help to assess the agency of public participants in impact assessment
projects. Adapted from Prainsack (in press). P.15-16.
Table 2: Intervention Points/Phases & Approaches to SIA in security technology R&D. P. 19.
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2. Introduction: Scope and objectives of the deliverable
Although the ASSERT project focuses on the societal impact of security research
specifically and works on developing novel perspectives and options for the
mainstreaming of societal impact assessment, this Deliverable casts the net more widely:
It discusses the origin, as well as the main conceptual and methodological underpinnings
and commitments of social and societal impact assessment (SIA), constructive
technology assessment, (CTA) and privacy and surveillance impact assessment more
generally, instead of being limited to only those aspects that pertain to the assessment of
research. Moreover, this Deliverable is not focused on the security domain, but it
explores best practices with regard to different forms of societal impact analysis
(understood as the umbrella term for SIA, CTA, and privacy and surveillance impact
assessment). Examples come from fields such as data protection, nanotechnology, and
mobile communication technologies in developing countries. Issues pertaining to the
transferability of good practices to the domain of security research will be discussed in
each section.

3. Social and societal impact assessment (SIA)
The ASSERT project considers societal impacts of security research, which it
understands very widely as anything affecting human, natural, or artefactual systems. In
other words, social impacts – understood as these affecting humans and their
interactions – are folded into our broader term ‘societal’. Social Impact Assessment is
based on a procedural understanding of (security) technology research and development
that does not distinguish between the technology on the one and the society on the other
side. Rather, SIA as we understand it sets out to assess the societal dimensions of the
R&D process from the beginning on and to feed back the results into the R&D process.

3.1 The emergence of SIA
Social impact assessment (SIA) originates in the 1970s, when US Federal agencies were
prompted to utilise insights from the social sciences – both conceptually and
methodologically – when deciding on plans and projects that may have an impact on the
environment (see Freudenburg 1986).1 From the beginning, SIA was a ‘soft’ requirement
It could be argued that even earlier than that, debates focussing on education and social policy
under L.B. Johnson’s ‘Great Society Program’ were early precursors of SIA. See e.g. Horowitz
(1971).
1
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in the sense that it was something that should be done, without there being any tangible
legal or political sanctions if negative effects were foreseen. This has remained one of the
core points of criticism of SIA also when it broadened its scope, from a focus on
environmental impacts to social impacts more widely (see also the section on
environmental impact assessment below), and when it became a mandatory step in
planning certain kinds of projects (not only by governmental agencies, but also by
businesses and by individual parties in specific cases).
In 1983 social theorist Raymond Williams described SIA as ‘an area where several
disciplines converge, but in general do not meet’ (Williams 1983: 15). Also today, 30
years later, the literature and practice of SIA is influenced by contributions and insights
from various disciplines and practical contexts, without sharing a common conceptual or
methodological outlook. Besides the clear disadvantages of such a situation (difficulties
of implementing common ‘best practice’ standards, or facilitating discussions about
improving SIA methodologies when understandings of the main objectives of SIA vary),
this also has advantages. SIA is carried out in a variety of different contexts: research,
technology development and deployment, policy-making, implementation, evaluation,
etc. These contexts have different needs and requirements. A conceptual and
methodological toolbox whose elements can be customised to suit particular contexts,
rather than focusing on establishing or maintaining internal coherence at the cost of
applicability to a wide range of contexts, clearly has some benefits.
Groningen-based geographer and sociologist Frank Vanclay (2003), one of the ‘fathers’
of SIA, summarised that the term can signify any or all of the following entities: it can
refer to a technique, a methodology, and/or a paradigm or sub-discipline of applied
social science (see also Howitt 2011: 78-79). The literature on SIA addresses SIA in any
or all of these manifestations, often without spelling out explicitly which one a particular
publication or approach seeks to contribute to.
Today, one of the most influential definitions of SIA in the literature is Frank Vanclay’s
understanding that SIA includes ‘the processes of analysing, monitoring and managing
the intended and unintended consequences, both positive and negative, of planned
interventions (policies, programmes, plans, projects) and any social change processes
invoked by those interventions’ (2003: 6; see also Vanclay 2006). Drawing upon this
understanding, Vanclay and Esteves (2011), in their introduction to their edited volume
on new directions in SIA2, propose that SIA should focus on
managing the social issues associated with planned interventions; taking a
holistic and integrated approach […]; and stressing that greater attention needs
to be given to ensuring that the goals of development (project benefit) are
attained and enhanced. In this current understanding, SIA is much more than the
act of predicting impacts in a regulatory context (the old traditional view); it is
the process of managing the social aspects of development. (cf. Vanclay &
Esteves 2011: 3; emphases added)

Vanclay and Esteves (2011) consider their edited volume as following upon, and updating, The
International Handbook of Social Impact Assessment (Becker & Vanclay 2003).
2
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A core challenge of SIA at present, according to Vanclay and Esteves (2011: 4), is to find
ways to communicate more effectively, and to demonstrate the value of SIA more clearly.
The difficult state in which SIA is in at the moment is evidenced, according to these
authors, by:
(1) stakeholder dissatisfaction with the reports of social impacts that have been
produced and stakeholder concern about inadequate involvement in the
assessment and decision-making process;
(2) post-impact studies substantiating the inability of SIA to predict all impacts;
(3) residual impacts and consequent harm to communities; and
(4) downtime and extra cost to proponents resulting from an inadequate
consideration of the issues that needed addressing, the actions of disaffected
communities, and reputational harm and lost business from boycotts and
blockades by NGPs potentially around the world (Vanclay & Esteves 2011: 4-5).
A way to address this problem, according to these authors, is to make a ‘business case’
for SIA, in the sense that SIA is conceived (and hopefully also, perceived) as an
investment3 in risk management.4 This is particularly pertinent to for-profit enterprises,
where SIA should be used in such a way that it will ‘reduce […] likely future costs in the
form of litigation, delays to approval, cost in the form of managing protest actions, and
business lost through reputational harm’ (Vanclay & Esteves 2011: 11).
The objective to render SIA a worthwhile investment in risk management sits uneasily,
of course, with warnings of the dangers of overly instrumental employments of SIA. In
order to facilitate socially robust innovation, it could be argued, SIA needs to provide
room for genuine learning on the side of all actors involved, and the possibility that core
policies and plans will be aborted or reformulated needs to remain a possibility. The
latter stance, in turn, is likely to encounter significant resistance not only from for-profit
enterprises, but also from any organisation that is under financial or time pressure to
deliver certain results.
Already in 1986, environmental sociologist William R. Freudenburg warned against a
purely instrumental use of SIA. In particular, Freudenburg argued, despite SIA’s
similarities with evaluation research in some respects, it should not be conflated with
evaluation. According to Freudenburg, SIA is different from evaluation research in at
least three respects: First, SIA focuses on the consequences of developments, while
evaluation research tends to focus on the programmes or policies prescribing the
developments themselves. Second, SIA seeks to foreground the unintended
consequences, while evaluation research tends to focus on the stated or intended goals of
a policy, programme, or plan. Third – and perhaps most distinctively - SIA is typically
prospective rather than retrospective (Freudenburg 1986: 452).
For PIA, Wright and Wadhwa (2013: 14) found that some data protection agency representatives
felt that SIA could be beneficial if it helped to streamline the interaction between the private
sector or the government and the data protection agencies.
4 The same has been suggested to improve the acceptance of privacy impact assessment (PIA) (see
below section 5).
3
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3.2 Variants and traditions of SIA
As Bruce Harvey notes in his ‘Foreword’ to Frank Vanclay’s and Ana Maria Esteves’
edited volume on New Directions in Social Impact Assessment (Harvey 2011: xxx), there
is no uniform approach to determining what good SIA is. Harvey distinguishes between
two main ‘schools’:
The first takes a pragmatic approach, offering ‘SIA configured to the compliance
required of host jurisdictions’ (Harvey 2011: xxx), comparable to an average high school
student doing her homework: She complies with the requirements and makes the least
amount of effort necessary to pass. Within this school, SIA is at risk of becoming a
tokenistic exercise that is seen as devoid of genuine value for most parties involved (see
also Burdge & Vanclay 1995).
It should be noted here, however, that even as a tokenistic exercise, SIA is capable of
raising awareness of unintended consequences that would otherwise not be seen,
comparable to a patient's filling in of informed consent forms when waiting for a small
procedure in a doctor’s office. Although the giving of consent is something that the
patient knows she has to do to get access to the desired procedure (and thus is not ‘truly’
free and voluntary), and although she may sign the paperwork without paying any close
attention to the text, the mere fact that she sees the word ‘risks’ in connection with the
procedure she is about to engage in may prompt important reflections about potential
unintended consequences and how they may be avoided. Creating a fruitful kind of
‘irritation’ can be a direct impact of SIA.
The second school of SIA, according to Harvey (2011: xxx), places great emphasis on indepth understanding of the core issues at stake in a planned project. Concepts and
methodologies guiding human rights impact assessment, conflict analysis, cultural
impact assessment, livelihood impact analysis, health impact assessment, as well as
privacy and surveillance impact assessment (see below) typically fall within this
tradition; they tend to be less formulaic (and sometimes also less specific) than SIAs in
the first school, and typically place great emphasis on dialogue and public participation.
The typical impact of SIA in this second ‘school’ is to create consensus among
stakeholders by identifying and addressing possible unintended consequences and
conflicts (we thus refer to SIA carried out within this school as ‘procedural SIA’).
There is also a third school of ‘SIA’ that, according to Vanclay and Esteves, should not be
considered SIA at all: The authors refer to a growing body of literature that subscribes to
the quest of increasing the social benefits of planned interventions. According to Vanclay
and Esteves (2011: 5), ‘[t]his discourse, which is evolving in the management science and
philanthropy disciplines as well as in the third sector domain, might better be called
“social return on investment”’. Although literature in this ‘third school’ (e.g. Nicholls et
al. 2009; Wood & Leighton 2010) overlaps with the two aforementioned SIA ‘schools’ in
that they ultimately aim at reducing negative unintended consequences and render
planned interventions more socially robust, they differ from them in respect to what they
seek to assess: while ‘traditional’ SIA seeks to assess (and sometimes quantify)
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unintended consequences, the latter literature aims to assess benefits and other positive
outcomes.
In sum, the three ‘schools’ of SIA vary primarily in their degree of goal orientation and
openness: According to the first ‘school’, SIA has achieved its goal when it has created
reflection – and possibly also creative ‘irritation’ – about the tacit assumptions of the
planned project or policy. The second school focuses on the creation of consensus, while
the quality of the consensus (and the debate leading up to it) is often of secondary
importance. According to the third school, the first and foremost role of SIA is to help
create a better society, of which the planned project or policy forms a part (while the first
and second schools are focused on the effects of the planned policy or project in a more
narrow – or targeted – manner). Consequently, accountability and responsibility play
particularly important roles in the third ‘school’. The degree of goal
orientation/openness also influences the applicability of SIA approaches at different
intervention points (see ASSERT Deliverable 1.1).5

3.3 Methodologies
Esteves and colleagues (Esteves et al. 2012: 35; adapted from Vanclay & Esteves 2011), in
their recent article on the state of the art in SIA, list the following activities as ‘well
established and documented’ in the context of SIA (note that the list comprises both
proponent-led and community-led SIA activities):
1. creating participatory processes and deliberative spaces to facilitate community
discussions about desired futures, the acceptability of likely impact and proposed
benefits, and community input into the SIA process;
2. gaining a good understanding of the communities likely to be affected by the
policy, programme, plan or project including a thorough stakeholder analysis to
understand the differing needs and interests of the various sections of those
communities;
3. identifying community needs and aspirations;
4. scoping the key social issues (the significant negative impacts as well as the
opportunities for creating benefits);
5. collecting baseline data;
6. forecasting the social changes that may result from the policy, programme, plan
or project;

Employing a different approach to classifying different kinds of SIA, Becker (2001: 316)
distinguishes them according to their predominant features: micro, meso and macro. Micro-SIAs
focus on individuals and their behaviour, meso-SIAs on organisations and social networks, and
macro-SIAs on national and international social systems.
5
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7. establishing the significance of the predicted changes, and determining how the
various affected groups or communities will likely respond;
8. examining other options;
9. identifying ways of mitigating potential impacts and maximising positive
opportunities;
10. developing a monitoring plan to inform the management of change;
11. facilitating an agreement-making process between the communities and the
developer ensuring that principles of free, prior and informed consent (FPIC) are
observed and that human rights are respected, leading to the drafting of an
impact and benefit agreement (IBA);
12. assisting the proponent in the drafting of a social impact management plan
(SIMP) that puts into operation all benefits, mitigation measures, monitoring
arrangements and governance arrangements that were agreed to in the IBA, as
well as plans for dealing with any ongoing unanticipated issues as they arise;
13. putting processes in place to enable proponents, government authorities and civil
society stakeholders to implement arrangements implied in the SIMP and IBA
and to develop their own respective management action plans and embed them
in their own organisations, establish respective roles and responsibilities
throughout the implementation of those action plans, and maintaining an
ongoing role in monitoring.
Kemp (2011: 21-22) provides a list of parties who could potentially be affected by a
planned project or policy and should thus be engaged with in the context of SIA:
• personnel or managers with carriage of the social agenda within project
proponent organisations;
• assessors who are commissioned to undertake or facilitate the assessment
process, usually from outside of the organizational structure of the project
proponent;
• project-affected peoples;
• regulators.
In order to envisage impacts, scenario building is always part of the assessment process,
whether these scenarios are spelled out explicitly, or whether they remain implicit.
Becker (2001), who distinguished between micro (i.e. individual-focused), meso
(community-focused) and macro (nationally and internationally focused) SIAs also
discusses scenario building in the form of simulation at these three levels. What is
common to these approaches is that they are pursued with the objective to identify
“future consequences of a current or proposed action” (IAIA 2003, cited in Clarke 2009
on p. 130) Imagining and acting on the future is a core activity of any SIA. This futureorientation has the merit that it puts stakeholders of the R&D process in the position to
develop long-term strategies and thereby to increase the sustainability and responsibility
of the R&D process. However, long-term strategies face a number of challenges. One very
obvious challenge in the security sector is presented by unexpected events that tend to be

11

important drivers of policy inputs and innovation for security technology research.6
Another, more fundamental challenge is the production of knowledge and ignorance (see
Rappert 2012). When scenarios are being developed or analysed, it is important to
understand that the underlying social impact assessments always include implicit or
explicit decisions about what is known, what needs to be known, what can be ignored
and what should be concealed.
SIA are also typically governed by guidelines. Vanclay (2003: 8) defines ‘guidelines’ as
‘statements by which to plan a specific course of action and which clarify how it should
be done (action-statements)’. The outcome of an initial SIA should not be a mere one-off
SIA statement, but a social impact management plan (see Franks et al. 2009; Vanclay &
Esteves 2011: 5). Implementing such plans is a difficult task, however. A notoriously
difficult issue in SIA is to ensure that findings and recommendations are implemented
effectively into the R&D process. Kemp (2011) discusses organisational and extraorganisational factors influencing implementation. She considers business strategy,
planning, management systems, ownership, structural arrangements, skills and
resources, and internal communication as the most important intra-organisational
factors deciding on whether or not recommendations emerging from SIA will be
implemented successfully. She suggests nine measures to overcome potential issues in
the intra-organisational context (Kemp 2011: 30): (1) ensuring that ‘the social’ is an
integral part of overarching business strategies; (2) adapting conventional management
systems approaches to ensure that they are responsive to community needs; (3) paying
attention to business and social risks; developing structural arrangements to support the
full suite of SIA processes; (4) appointing a SIA manager to sustain the energy and focus
at the project level; (5) locating SIA managers as close to the development project as
possible; (6) ensuring that SIA is well understood at senior levels; (7) establishing a
multidisciplinary, cross-functional internal team or working group to maximise ‘buy in’
across the organisation; (8) ensuring that the SIA process is well resourced. It is
important to note in this context that although Kemp’s discussion refers to for-profit
enterprises primarily, also academic research is increasingly guided by business
rationales. For this and other reasons, we argue that Kemp’s approach is helpful in
lowering organisational barriers to carrying out SIA across all organisations.
Kemp also notes explicitly that those carrying out or managing SIA should have social
science experience (Kemp 2011: 28; see also Nish & Bice 2011: 61).
As the two most important extra-organisational issues influencing implementation,
Kemp names the regulatory and socio-political context, and general understanding of
SIA. As strategies to ‘contribute to an enabling external environment for SIA’, Kemp
(2011: 24-25) suggests (1) to approach SIA as a strategic process for adapting to change
in the social environment; (2) ensuring that SIA is always carried out according to best
For further details see IRISS (Increasing Resilience in Surveillance Societies) consortium,
Deliverable D1.1.: Surveillance, fighting crime and violence. Trilateral Research and Consulting
LLP
(17
Dec
2012).
Available
at:
http://irissproject.eu/wpcontent/uploads/2012/02/IRISS_D1_MASTER_DOCUMENT_17Dec20121.pdf (accessed 17
December 2013).
6
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practice standards, also where regulatory frameworks are weak; (3) facilitating internal
dialogue to help establish shared meaning and mutual understanding about SIA within
the organisation; (4) responding appropriately to issues raised by communities or their
representatives about the impacts of their planned or current activities; (5) considering
the background political setting and addressing power imbalances between developers,
local communities and other stakeholders.
Ilse Aucamp et al. (2011) articulate an approach to SIA that explicates and emphasises
social sustainability in particular. Drawing upon the definition of The World
Commission on Environment and Development (1987: 24), the authors understand as
social sustainability in this context any ‘development that meets the needs of the present
without compromising the ability of future generations to meet their own needs’ (see also
Aucamp et al 2011: 40). Socially sustainable development rests on three pillars: social
development, economic development, and environmental protection. The authors also
highlight that social sustainability must be understood as an ongoing process rather than
as a fixed outcome (Aucamp et al. 2011: 41). They suggest a roadmap to adapting SIA in
such a way that it aligns better with the goal of socially sustainable development. While
the list is too long to discuss here in full, the core elements of this roadmap are early
involvement of SIA practitioners in the planning process; linking SIA and environmental
impact assessment (EIA); taking a sustainability approach also to the mitigation of
predicted negative impacts (i.e. the mitigation of some negative impacts will require
longer term involvement); carrying out SIA in an iterative manner; and ensuring
community participation in the SIA process (Aucamp et al. 2011: 54-55). With regard to
the regulatory framework specifically, the authors suggest that ‘SIA should be regulated
in one way or another; if it is not via legal processes, it should be done via best practice
professional standards’ (Aucamp et al. 2011: 55).
This stance is challenged by Simon Nish and Sara Bice (2011: 61), who diagnose
‘deficiencies in regulatory SIA’s ability to influence decisions and policies’. They attribute
this to SIA being a prospective tool that almost inevitably runs the risk of ‘offering
predictions about organic social systems from a static standpoint’ (Nish & Bice 2011: 61).
SIA also tends to be concerned with its own methodology rather than with trying to be as
useful as possible to communities in the long term. A problem underpinning this is the
way that SIA is resourced; there is often a particular budget dedicated to SIA within a
project, as well as certain person months in the GANTT chart. As a result, SIA runs the
risk of becoming a one-off exercise, a deliverable that needs to be ticked off, rather than
something that is maintained throughout the entire project or policy implementation
process and beyond – despite all good intentions for it to be something more. For the
latter to happen, of course, SIA needs to have clear benefits for those doing, managing,
and financing it.
Nish and Bice (2011: 75) see a true alternative to regulatory SIA only [in?] communitybased agreement making guided by concerns with social sustainability (here the authors’
argument resonates with Aucamp et al.’s [2011] core concern). Nish and Bice’s (2011: 75)
vision for such a SIA is that ‘the parties who enter into agreement making are engaging
in a process that sets up a vision for a joint future and binds them through contracted,
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mutual commitments to deliver their contribution to it’. The process should be guided by
three questions: (1) What does this development mean for the community? (2) How
might this development be managed to maximise community opportunities while
minimizing potential negative impacts? (3) If the development project proceeds, what
economic and social legacies will be left? (Nish & Bice 2011: 75). It is also very important
that all parties work from a common information base (Nish & Bice 2011: 65).
It should also be noted that the European Commission has already started an impact
assessment system that is, however, focused primarily on policy, not research. The
system is underpinned by a commitment to including all relevant stakeholders and kinds
of expertise, as well as to accountability and transparency. All impact assessments and
opinions of the Impact Assessment Board (commenting on the quality of the impact
assessments) are published online. The Commission explicitly states that a possible
result of the impact assessment may be that ‘no action at the EU level should be taken’
(EC 2013). The impact assessment is not explicitly focused on social impacts but aims to
address ‘all significant economic, social and environmental impacts of possible new
initiatives’ (EC 2013), thus resonating with ASSERT’s wide understanding of societal
impact assessment (see also Lee & Kirckpatrick 2006; Ruddy & Hilty 2008; Bäcklund
2009).

3.4 Critical reflection on methodologies
Issues that are considered increasingly fundamental to SIA include human rights,
conflict, and gender (see Kemp 2011: 21). Especially the need to address issues related to
the needs and interests of indigenous people have been highlighted in recent debates. In
the introduction to their book on New Directions in SIA (2011: 6), Vanclay and Esteves
refer to the concept of ‘free, prior and informed consent’ (FPIC), which they see as just
becoming established in international law. ‘Consent’, here, does not apply to the consent
of individuals, but to the consent of communities. Because whole communities, in
addition to specific individuals, are typically affected by planned interventions, the issue
of community consent has also played an important role in genetics research since the
1990s.7 Thus, while we certainly agree with Vanclay and Esteves that FPIC of
communities addresses an important issue – namely the operationalisation of the
participation of entire communities, rather than single individuals – in research or
planning, the concept of FPIC may pose more challenges than it helps to address. As
social science research has shown (e.g. Reardon 2004) the instrument of community
consent raises issues about legitimate representation, can lay bare conflicting notions of
collective belonging, and can fuel or even cause struggles over authority and expertise
within the very community that it seeks to protect and serve.

7 While the first appearance of the term ‘community consent’ in peer-reviewed journal articles
seems to be in a 1975 article on family planning in China (Wang 1975), the proliferation of the
concept in the scholarly literature accelerated around the Human Genome Diversity Project in the
1990s. See MacPherson 1995.
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Indeed, the increasing emphasis on participatory practices in SIA has generated criticism
of prominent role, or even the very notion of community in this context. As Howitt (2011:
86) notes – very much along the line of Reardon (2005) – ‘notions of locality and
community are easily conflated and/or homogenized to obscure the varying values,
history, culture and goals amongst different elements of an affected population’.
Moreover, community participation is sometimes used as a seeming ‘quick fix’ for
problems, without addressing the root of the issue (which often lies to unequal power
distributions that are deeply engrained in polities, and sometimes in the very institutions
of the community whose participation is sought). As a result, community participation
sometimes takes the form of a tokenistic exercise; once ‘affected communities’ – or their
leaders – have been heard, the respective box can be ticked off, and afterwards the rule
of previous power relations resumes (Peterman 2004).
Similar concerns have been voiced about the emphasis on public participation (i.e. the
participation of potentially everyone, not only those affected by a project or policy). The
‘reasons for seeking public participation [in impact assessment exercises are] highly
diverse and not always mutually consistent’, as O’Faircheallaigh (2010: 19) points out,
and some projects specify the benefits of public participation only very poorly. The
reason for this is that such benefits are treated as self-evident (for a typology of such
benefits see O’Faircheallaigh 2010). Others have argued that public participation only
deserves its name when publics are actively involved in decision-making, and their
stances have significant influence in the development of the project or policy in question
(Bishop & Davis 2002). Also O’Faircheallaigh (2010) differentiates between public
‘participation as input for decision makers’ (in the sense of ‘consultation’) on the one
hand, and ‘public participation in decision making’ (emphasis added) on the other (see
also Bishop & Davis’ [2002] typology which focuses on the agency of members of the
public in dialogues and assessment exercises 2002. See also Müth 2003, who
distinguishes between ‘comprehensive consultation’ of all parts of society, and
‘empowered consultation’).
To address this challenge, a member of the ASSERT consortium (Prainsack in press) has
developed a grid to establish the degree of agency of members of the public vis-à-vis
professional experts in a project. Rather than being a tick box exercise, this grid is meant
to provide a list of questions helping to establish where, from a participatory perspective,
the strength and weaknesses of an assessment project lie:
Coordination: Who has influence in:
1. Agenda setting
2. Determining the terms of the execution of the idea, and procedural aspects
3. Deciding what results are (and what ‘good’ results are)
4. Deciding what will be done with results
5. Deciding on intellectual property questions
Participation
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6. Who participates (demographic and social parameters of those who
participate)? Why, and how do they participate?
7. How much, and what kind of, training, skill, or expertise is required to
participate in this project?
8. Are there cultural, institutional, or other differences in perception and framing
of core issues and stakes?
Community
9. What forms of community pre-exist this project, if any? Which new
communities does the project facilitate or give rise to? What is the constitutive
factor for the feeling of belonging on the side of the participants?
Evaluation:
10. How and by whom is it decided what good outcomes are?
11. What happens to the results of these evaluations?
Openness and information symmetry:
12. Do participants in the project have access to the core data about the project?
13. Can participants in the project edit or change the core datasets?
14. Is the contribution of participants adequately acknowledged in published
materials, and policy briefing documents, etc?
15. Are datasets made publicly accessible (open source or open access)?
16. Are main findings made publicly accessible (open source or open access)? Are
assessment reports made publicly accessible?
Entrepreneurship:
17. How is the assessment project funded?
18. What is the role of for-profit entities in this assessment project? Are these
small, medium-sized, or large entities, and where are they located?
19. How are for-profit and other interests aligned in this assessment project
(and/or do they conflict, and where?)
Table 1: Grid to help to assess the agency of public participants in impact assessment
projects. Adapted from Prainsack (in press).
In sum, the main lessons learned from the literature critiquing SIA are that SIA needs to
avoid obsessing with its own methodology, or the rigorous application of such. There
needs to be sufficient flexibility to ensure that those carrying out or managing SIA enter
a dialogue with those potentially affected about how the utility of SIA could be increased
in particular for those who are normally marginalised. At the same time, it is crucial to
act upon the ‘irritation’ that SIA is capable of creating by ensuring that also those results
that challenge core assumptions of the planned project, technology or policy have an
impact on the planning process. This, of course, begs the question of how inclusive the
group of those potentially affected should be understood. Especially in the field of
research, which is the focus of the ASSERT project, it could be argued that everybody
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could be potentially involved, as the future consequences of research can never be fully
foreseen. This, however, would be barely practical. Here, we suggest that those shaping
and using SIA methodologies should learn from the insights on public participation
obtained from the field of Science and Technology Studies (STS; see also below section
6). A major challenge is the need to develop context- and community-specific approaches
to SIA and at the same time to perceive SIA as an ongoing process across the entire R&D
process.
Although SIA – especially in its more recent, non-technocratic paradigm – has the
mitigation of effects of unequal power distributions at one of its core concerns, power
distribution both as an analytic category and as an empirical fact are seldom explicitly
addressed in the published literature on SIA (for exceptions, see e.g. Howitt 2011, xxx).
Moreover, although some contributions explicitly address the issue of framing (of a
problem or a challenge), framing has not been harnessed widely by existing SIA
approaches and practices. For example, as Howitt (2011: 84) states, SIA often sticks to a
pre-determined range of possible alternatives, without broadening the range of
alternatives by reframing an issue (e.g. a project to solve shortages in electricity supply
could be reframed as a project on sustainable public participation in the provision of
electricity).8

3.5 Good practices in SIA
Due to the wide remit of SIA we could not identify one study that represents good
practice in every respect. However elements of best practice are outlined above (sections
3.3. and 3.4), and the following, recent review of 18 impact studies identifies many good
practices in SIA on a specific topic: It addresses the use of mobile phones for
development (Duncombe 2011). As the author argues, the proliferation of mobile
communication technologies in the developing world has been faster than in rich
countries, also due to the way in which mobile technologies can help to remedy some
pressing practical problems in areas with poor or no public infrastructures. For example,
mobile phones have been particularly popular in facilitating money transfers or
electronic banking (e.g. Kinkade & Verclas 2008; Heeks 2002 & Molla 2009). As
Duncombe (2011: 269) states, ‘[a]s the amount of resources allocated to m-development
grows there will be an increased requirement to understand the impact of that
investment’, and to understand whether (and under what circumstances) mdevelopment technologies are being dispersed effectively.
What Duncombe’s analysis of 18 impact studies around mobile communication
technologies being used to aid development found, in terms of best practices,
Wynne, for example, saw the possibility of, and willingness to, reframing an issue as both
prerogatives and outcomes of learning: he highlights the importance of the ‘process of identifying,
and critically examining (thus rendering open to change), the basic, preanalytic assumptions that
frame knowledge-commitments’ in any public dialogue about science and technology (Wynne
2007: 63). Such learning needs to resist ‘the deeply-entrenched habitual tendency in science and
governance to imagine possible learning as instrumental only’ (Felt & Wynne 2007: 18).
8
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corresponds largely with the methodology outlined by Esteves et al. 2012: 35 (see above
section 3.3). Going beyond the state of the art described by these authors, however,
Duncombe identified several best practices (some of which are specific to the topic of his
study): Probably the most important aspect is that the technology whose impact is
explored should not be treated as an independent variable: ‘[M]erely noting the presence
of a phone without a household […] may not be a sufficient measure unless further
indicators of access to networks, motivation and ability to use the phone, and
accessibility by other household members are factored in’ (Duncombe 2011: 274). Thus,
as also Timmermans and Berg (2003) remind us, the social meaning and impact of
technologies can only be analysed in connection with their use. In other words,
technologies are always technologies-in-practice. What Timmermans and Berg said
about technologies specifically can also be applied to research more widely, drawing
attention to the importance of the practical context that research endavours are
embedded in.
Another important aspect of good practice is that impacts on individuals, households,
enterprises, and communities are explored at each level, whereby community impact is
clearly not identical with the sum of the impact on all individual members.
In terms of methodological approaches, mixed methods approaches (including both
qualitative and quantitative elements) represent best practice in most cases. Wherever
meaningfully and reasonably possible, participatory research designs should be used,
ensuring the participation of affected people and groups, and possibly also others who
are not directly affected but would like to have a say. Although Duncombe does not say
this in his paper, it can be concluded on the basis of his analysis that the question of who
decides on who is considered to be ‘affected’, and according to what criteria, should also
be made explicit.
Finally – and this aspect is not discussed by Duncombe (2001) – the need to pay explicit
attention to the gender dimensions when carrying out SIA is increasingly acknowledged
in the literature (see e.g. Lahiri-Dutt & Ahmad 2011). This is because planned projects or
policies often affect women differently from men. This is particularly pertinent to
societies with traditional gender roles, but it is useful also in other societies.

3.6 Transferability to security research area
SIA is a more inclusive term than CTA, PIA and surveillance impact assessment (see
below sections 4 and 5). It is neither limited to any particular fields of technology
development and use, nor does it revolve around any particular core concern (e.g.
privacy, personal safety, ecological sustainability, etc.). Consequently, there are no issues
that challenge the transfer of ‘good practice’ models to the security research domain in
principle. In practice, however, many best practice cases in SIA come from the
environmental and biotechnological domain. The trajectories of technology
development, and the challenges they typically pose for communities and environments
are often different from those posed by innovation in the security domain.
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One challenge that seems to be crucial is the creation of an awareness for societal
dimensions and for how they impact R&D processes, whether this is explicitly recognised
or not. In most domains of R&D planning and evaluation, some forms of consultative
processes are already in place, but those are rarely labelled as SIA procedures. A
challenge is then to raise the awareness of the potential to enhance existing procedures
in many institutions by more systematically planning and conducting SIA procedures. A
starting point for this could be to distinguish different phase of the R&D process and
then to define how SIA could impact on the process at the different phases and what the
means are to achieve the desired impact:

Table 2: Intervention Points/Phases & Approaches to SIA in security technology R&D.
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4. Constructive Technology Assessment (CTA)
4.1 The emergence of CTA
Technology assessment (TA) in general aims to forecast the likely implications of
technologies on various other systems in order to avoid or to learn about possible
harmful impacts.
Biegelbauer and Loeber (2010: 17-18) summarise different attempts at classifying
different types of TA: Smits and Leyten (1991), for example, distinguished between (1)
‘Awareness TA’ (ATA), which focuses on long-term technological potentials,
developments and the creation of awareness concerning the societal choices, (2)
‘Strategic TA’ (STA), which is sector- or problem-specific and has a medium time
horizon), and (3) ‘Constructive TA’ (CTA) with its focus on short-term design and
construction stages of the innovation process.
An earlier typology by Bechmann (1993) differentiates between (1) instrumental models
of TA aiming at increasing the effectiveness of political and administrative procedures,
(2) the ‘Elite Model’ of TA, requiring the participation of highly qualified experts, and (3)
a ‘Democratic Model’, in which ‘the general public’ plays a significant role. As
Biegelbauer and Loeber note, it is the third type of TA that is now commonly referred to
as ‘Participatory TA’.
As apparent in Smits and Leyten’s (1991) classification, CTA is a particular approach to
technology assessment. It ‘experiments’ with a technology in society, rather than in the
laboratory (see Genus 2006: 19), emphasising
(1) the need for reflexivity and participation of a wide range of actors in the
technology assessment activities (e.g. Genus 2006);
(2) ‘alignment’, which focuses on how interactions among participants foster and
facilitate social and policy learning (to enhance understanding of future possible
impacts of technology; see Genus 2006) (Schot & Rip 1996). The modulation of
processes should be seen as something ongoing, not as a one-off event;
(3) integration of anticipation of the future effects of technology into the promotion
and introduction of technology (i.e. actors involved in control activities should
actively participate in the technology design and development activities (Genus
2006: Rip et al. 1995; Rip & Schot 2002; Rip 2001; Schot 2001; Schot & Rip
1996);
One of the founders of CTA, Arie Rip (2001a), suggested that the main value in this form
of technology assessment did not lie in ‘accurately’ predicting all impacts, but in the
dialogue and interaction between those participating in the assessment process. Indeed,
such dialogue and interaction enhances the mutual? understanding of each actor’s needs
and objectives, and is likely to improve problem-solving capacities even if negative
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impacts occur. This approach is characteristic for CTA. Moreover, CTA clearly sets itself
apart from the ‘deficit model’ of public engagement, where publics are seen in need to be
‘educated’ about science in order to appropriately understand, and ultimately accept,
new science and technology. CTA’s approach to public engagement is participatory and
dialogical. In other words, the emphasis of CTA does not lie in predicting impacts and
facilitating technological development and deployment, but it lies in understanding
them (as well as the dynamics which facilitate or impede their occurrence). As Rip &
Schot (2002: 157) put it, ‘understanding the dynamics of development allows one to
identify opportunities of intervention, and specify how such interventions can be
productive. This will not resolve all complexities of anticipation and intervention, but
will go some way to mitigate them.’
For the innovation and technology management expert Audley Genus (2006: 13), CTA
aims ‘to produce better technology in a better society, and emphasis[ing] the early
involvement of a broad array of actors to facilitate social learning about technology and
potential impacts’. It presents
a particularly promising approach to technology assessment that builds on earlier
insights gained from research concerned with the impacts of technology on society,
the social shaping of technology, and incremental decision-making, and attempts
to find ways to improve the social robustness of technology. (Genus 2006: 14)

4.2 Variants and traditions of CTA
Rip and Schot (1996) distinguish between three generic CTA strategies: technology
forcing, strategic niche management; and alignment. The authors state that these three
strategies should be combined in specific cases to stimulate reflexivity, anticipation, and
learning (see also Genus 2006: 16):
Technology forcing is a term that originates in industry and signifies the setting of
standards for industry that cannot be reached with current means and technologies; the
standards thus ‘force’ industry into innovation. In CTA, ‘technology forcing’ describes the
modulation of technology development from the demand side; it inverts traditional TA
by stipulating required impacts rather than taking the technology as given and
[exploring] potential impacts (Genus 2006: 19).
The strategic niche management approach assumes that sustainable innovation can be
supported by creating ‘niches’ - i.e. safe spaces – where technology development can be
experimented with in conjunction with the co-evolution of regulatory structures, user
practices, etc. (e.g. Schot & Geels 2008).
Alignment, as discussed above, focuses on the interactions between participants in the
technology assessment process and on how mutual dialogue and learning can be
fostered.
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4.3 Methodologies
As pointed out before, the core emphasis of CTA lies in understanding the impacts of
technologies on other (human, natural, and artefactual) systems, and how they occur. In
the words of Rip and Schot (2002: 155), ‘understanding of heterogeneous and often
contested developments allows constructive interaction and gradual and cumulative
shifts in desirable directions.’
Rip and Schot also argue that academic researchers should be modest about their own
contributions. The authors see as one of the main tasks of sociologists, economists,
political scientists, and other academics to bring empirical evidence for the futility of the
quest to generate certain outcomes, and at the same time, to show, despite the
impossibility of reaching goals with certainty, what we can do to come as close to them as
possible (Rip & Schot 2002: 157). (Some of the literature on CTA has also focused on the
appropriate role that academics should play in CTA more generally; see, for example,
Sørenson & Williams 2002; Green et al. 1999; Williams & Edge 1996).
Loci for interventions are identified by using the innovation journey model in order to
‘reconstruct the innovation journey in terms of actors' perspectives and actions, as well
as interactions and their outcomes’ (Rip & Schot 2002: 157).9 ‘While there will always be
contingencies, there is also linkage creation, increasing alignment, and thus a certain
amount of predictability, or at least, reasonable foresight’ (Rip & Schot 2002: 158). They
go into the details of developing a tool from p. 158 on. Building a tool for CTA requires
translating ‘the complexities of the real world’ into ‘stylised facts, which must be
sufficiently rich to capture complexity, but also simple enough to allow application
across a variety of cases’ (Rip & Schot 2002: 158). ‘In general, it is important to enrich
the innovation journey, as it occurs anyway, by anticipations and feedback. Anticipations
of outcomes (including the impacts of the technology on society) must be an ongoing
concern, rather than ad hoc efforts to persuade a sponsor or regulator that the journey
can continue’ (Rip & Schot 2002: 167).
Rip and Schot remain silent about impact assessment criteria used in CTA, but they
argue that simplifications of the complexity of real world processes are necessary to
identify loci for intervention: ‘the first simplification is to focus on typical activities in

The concept of the innovation journey (Van de Ven et al. 1999) describes the whole life cycle of a
technology, starting with the first idea of developing a technology, going on with research and
development activities, followed by the adoption and standardisation. During the innovation
journey there are certain moments for influencing the dynamics of technology development,
where actors intervene and contribute their perspective to the decision making process (Rip and
Schot 2002). In this report we want to focus on the acquisition process of a new technology to an
existing infrastructure as one point of influence. According to the typical innovation assessment
activities of actors four phases can be identified within the acquisition process, which may appear
sequentially, but always with feedback and feed-forward loops: concept/new option,
testing/development, adaption/diffusion, sustainment/wider change (Rip and Schot 2002).
9
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innovation journeys’ (Rip & Schot 2002: 159). The second simplification ‘addresses the
problem of keeping the overall picture in mind, in spite of a concentric bias’ (ibid). Four
poles are suggested to keep the mapping manageable: science, technology, market, and
regulation (see Rip & Schot 2002: 160).
Methodologically, CTA comprises a large variety of procedures. Typical procedures can
be characterised as deliberative and iterative processes:
Feedback of TA activities into the actual construction of technology is crucial, and
strategies and tools contributing to such feedback make up CTA. Such strategies
and tools can range from dialogue workshops and social experiments, to
technology forcing programs and platforms. (Rip & Schot 1997: 252)
Consensus workshops with citizen participation develop questions for the further
development process. Methods used include ‘sociotechnical mapping’, ‘anticipatory
agenda building’, ‘dialogue workshops’ (Rip & Schot 1996: 255) – ‘they allow the
translation of broader societal scenarios and agendas into actual design criteria and
other orienters of technological development’ (ibid).

4.4 Critical reflection on methodologies
Genus (2006) suggests that CTA can learn from Ulrich Beck’s notion of reflexivity (and
reflexive modernisation), and from Donald Schön’s notion of ‘reflection-in-action’ on the
side of practitioners (Schön 1991; Beck 1992).
Genus argues that some of the core values of CTA: anticipation, reflectiveness, and social
learning
are the product of a number of factors not fully recognised in the literature […].
These include but are not limited to the interactions between parties in a
technology development network. Reflectiveness and social learning may also be
the subject of the judgements that the various actors make about their own and
others’ values, motives, standing and trustworthiness, and the veracity of
statements they all make. Such judgements may well be based on emotion.
(Genus 2006: 18-19)
Thus, Genus (2006: 19) concludes, the discursive aspects of CTA, and how the core
principles of? CTA can enhance participation and/or democracy, are in need of more
attention. This objective cannot be reached by a simplistic, over-optimistic emphasis on
pluralistic decision-making. Instead, it is the quality of the interaction that counts. A way
to do this may be to explicate the relationship between the concept of democracy and
CTA. Such an endeavour would include addressing issues such as (cf. Genus 2006: 21):
‘poor definition of the link between the exercise conducted and the process by which key
decisions are made; differences in the participants’ levels of financing, information, and
status; strategic game playing by actors; and a lack of “reasonableness” in negotiation
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connected with the images and expectations that participants have of each other’ (see
also Schedler & Glastra 2001).
A notorious problem here is related to the tension inherent in relationship between the
scale and ‘grass rootness’ of participation. Some authors have observed that for
participation to be meaningful and impactful, a certain amount of coordination (not only
from the side of authorities, but possibly also from stakeholders themselves) is beneficial
or even necessary. This, however, often comes at the cost of the bottom-up character of
participation.
The question of the transferability of CTA approaches to other countries seems to be
crucial, as so far they have been used mainly in the Netherlands and Scandinavia. It is
not sufficiently clear how dependent CTA is on particular polities and other contexts (for
the geographical portability of PIA, see Wright & Wadhwa 2013: 19) (see also below,
section 4.6 on transferability to security research area).

4.5 Good practices in CTA
An example of a ‘good practice’ is the CTA of the Dutch R&D consortium for
nanotechnology (NanoNed) described by Rip & van Lente (2013). A precursor for
NanoNed was established, at an informal basis, in 2001, with the aim of consolidating
efforts to mobilise government funding for nanotechnology research and infrastructures.
The initiative was established formally, on the basis of 235 million Euros of funding from
the government with contributions from universities and research institutes, in 2005
(Rip & van Lente 2013: 8).
As Rip and van Lente emphasise in their paper, CTA was an integral part of the NanoNed
consortium from the start: ‘societal aspects [were] taken into account at an early stage in
technology development, so as to broaden its content and direction’. Strong emphasis
was also placed on ensuring upstream public engagement. The CTA also proactively
addressed a problem that is typical for emerging and novel technologies, namely that
familiarity with the technology and its possible applications among non-specialised
groups is very low. This challenge was addressed ‘by creating socio-technical scenarios
about near-future developments, applications and responses, and use them in strategyarticulation workshops with stakeholders and third parties in addition to those who are
directly involved in the development of the technology’ (Rip & van Lente 2013: 9). The
bringing together of nanotechnology-specialised people and those without an immediate
stake or interest in the topic is another noteworthy characteristic about this exercise, as
it avoids that discussions about societal impacts take place in discipline- or interestspecific silos. It also avoids the risk that the discussion of societal impacts is unduly
abstract and hypothetical, and detached from operational, technological, institutional
and other concerns and practices on the ground. Moreover, Rip and van Lente
highlighted that this ‘integrated’ approach characterised the work of the entire
consortium and was not merely a one-off exercise at the beginning.
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Yet another characteristic of a ‘good practice’ case of CTA is the critical reflection of
those carrying out CTA. Rip and van Lente report a number of positive outcomes of the
integration of CTA in the NanoNed consortium in terms of the configuration and work
programme of the consortium; societal dimensions clearly got on the research agenda of
the entire consortium. A manifestation of the latter was a programme that enabled PhD
students pursuing nanotechnology-related science degrees to carry out a three-months
TA-type project (the results of which could form a chapter in their PhD theses). As the
authors critically reflect, however, not many PhD students were interested in devoting
three months on such a project. As a result, the introduction of a shorter training course
was considered.
For all these reasons, the NanoNed CTA case is an example for ‘good practice’ in the field
of CTA. One of the main positive outcomes was the relatively prominent role that
‘societal agendas’ (Rip & van Lente 2012: 11) played within the consortium, without the
need for any one person or group to ‘lobby’ for it or to bear the main responsibility.

4.6 Transferability to security research area
There are two main challenges for the portability of best practices in CTA to the security
research domain: ‘geographical’ (as a shorthand for institutional, cultural, political, etc.)
transferability issues and domain-specific issues.
The ‘geographical’ challenges regarding the transferability of best practices in CTA to the
security research domain are of a similar nature as in the case of the transferability of
best practices in PIA and surveillance impact assessment (see below, 5.6). Not only are
perceptions of privacy very different across different areas in Europe and beyond, but
also dominant perceptions about public deliberation and public participation in
research, underpinned by different configurations of the ‘right’ relationship between
state authority and individual scopes of action, vary. Very generally (and running the risk
of undue generalisation), although citizens of Northern and Western European countries
tend to have more trust in ‘the system’ (e.g. governmental authorities and political and
economic decision makers) not to act arbitrarily and unlawfully than citizens in the
South and East of Europe, understandings of the extent to which the state can
legitimately interfere in the sphere of individuals do not adhere to the same pattern.10
Gaskell & Gottweis (2011) have shown this on the occasion of attitudes to biobanks, for
example,
on
the
basis
of
Eurobarometer
78
(2012):
http://ec.europa.eu/public_opinion/archives/eb/eb78/eb78_first_en.pdf.
For
the
latest
Eurobarometer on attitudes to science and technology and responsible innovation see
http://europa.eu/rapid/press-release_MEMO-13-987_en.htm
and
http://ec.europa.eu/public_opinion/archives/ebs/ebs_224_report_en.pdf [all accessed 17
December 2013].
10

And
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These cultural, political and partly also religious contingencies play a role in determining
what kinds of public engagement and deliberations are seen as fruitful and adequate;
what groups of people should be heard (and can speak with authority) on a certain issue;
and on what scenarios of technology development and use are seen as beneficial or
potentially risky and harmful.
Domain-specific issues about transferability include that CTA is often carried out in the
context of biotechnology, where future impact scenarios revolve around a new
technology that is to be developed. In the domain of security technology, in contrast,
innovation often concerns new assemblages of existing technologies, rather than the
creation of new technologies (for example, when a video camera is used for security
purposes. The video camera does not represent a technological innovation, but the way
in which it is linked into surveillance circuits and data networks may be a novelty that
merits thinking about societal impacts).

5. Privacy and surveillance impact assessment
5.1 The emergence of privacy and surveillance impact assessment
So-called Privacy Impact Assessments (PIAs) are rooted in concerns about data security
in connection with computer development in the 1970s. They have become increasingly
common in the Anglo-Saxon world in the mid-1990s (Clarke 2011).11
Surveillance impact assessments, as Wright and Raab (2012: 613) note, did not show up
on the Social Science Research Network (SSRN) at all in 2012. The approach was
founded by these authors, one of whom is part of the ASSERT consortium (David
Wright).

5.2 Variants and traditions of privacy and surveillance impact
assessment
Privacy Impact Assessment (PIA)

11 It

is indeed important to note that the development of PIA was pioneered in countries including
New Zealand, Canada, and Australia, USA, UK, because governance approaches in these countries
rely much more on self-regulatory instruments (see for the origins and development of the
concept Clarke 2009).
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PIAs are designed to assess proposed technologies or practices with regard to the risks
that they pose for infringements of privacy. Wright et al. (2013: 163) defined PIA as ‘a
methodology for assessing the impacts on privacy of a project, technology, product,
service, policy, programme or other initiative and, in consultation with stakeholders, for
taking remedial actions as necessary in order to avoid or minimise negative impacts.’
PIAs should thus be treated as procedures accompanying the development and
implementation of the operational product, rather than as a one-off event.
The importance of PIA has also been acknowledged by the proposed European General
Data Protection Regulation (GDPR): Already in 2009, the Commission had issued a
Recommendation stating that ‘Member States should ensure that industry, in
collaboration with relevant civil society stakeholders, develops a framework for privacy
and data protection impact assessments’ (European Commission 2009). This framework
should be submitted for endorsement to the Article 29 Data Protection Working Party.
That Working Party rejected the first submission from the side of the industry but it did
endorse a revised document in 2011 (European Commission 2011), highlighting in
particular the importance of wide stakeholder engagement, transparency, dialogue, and
‘privacy by design’ (see also Wright et al. 2013: 161) Moreover, Article 33 of the proposed
Regulation determines the requirement for data controllers and their patrons to perform
a PIA before potentially infringing data processing operations. It shall encompass a
description of planned operations, an evaluation of risks that might ensue for specific
people and groups with regard to their freedoms and rights, as well as envisioned
protection and control measures. A finalised PIA must be handed in to the respective
supervisory office.
Surveillance impact assessment
The question arises whether PIA instruments are sufficient to close the inconsistencies
between law and practice. The aforementioned focus of discourses on ethical and social
implications of surveillance has been criticised as unduly narrow. In the words of David
Lyon, the risks ‘go well beyond anything that quests for “privacy” or “data protection”
can cope with on their own’ (Lyon 2003: 2). Concerns pertaining to psychological harms,
or to the availability of countermeasures against surveillance have not received sufficient
attention in the PIA literature, nor in the operationalization of PIA methodologies. There
is thus an urgent need to operationalise such concerns, including the question of how
privacy is socially distributed among different social groups.
Building on Marx' approach, Charles Raab has picked up on the idea of actively
‘questioning surveillance’ in a Report on the Surveillance Society, prepared by the
Surveillance Studies Network for the UK Information Commissioner’s Office in 2006.
This Report coined the term surveillance impact assessment. While it ‘may include, but
also transcend, privacy itself’, surveillance impact assessment is first of all grounded in
the observation that ‘many surveillance practices have a direct effect on the nature of the
society in which they are embedded, in terms of categorical discrimination (or
empowerment), social exclusion, and other outcomes that would still be causes of
concern even if the invasion of individual privacy were not in question’ (Surveillance
Studies Network 2006: 93). In two further papers David Wright and Charles Raab

27

argued that a surveillance impact assessment shall follow the process of a PIA, however
the authors point out principle differences between both: first of all, surveillance impact
assessment extends the normative perspective addressing also other ‘social, economic,
financial, political, legal, ethical and psychological’ issues and impacts. Moreover, its
focus is not the individual and related societal effects of privacy infringement, but ‘social
groups or society as a whole’. Finally, due to this extended perspective, surveillance
impact assessment must ‘consult and engage with a wider range of stakeholders than a
PIA’ (Wright & Raab 2012: 615).
The academic field of surveillance studies has always paid close attention to the social
and ethical dimensions of surveillance. In 1998 Gary T. Marx proposed a systematic but
open framework to conceptualise and operationalize an ‘ethics for surveillance’ based on
29 questions covering a wide range of critical issues (Marx 1998). Overall, important
discourses addressing societal and ethical implications of surveillance are:
•

data protection, including fair information practices such as transparency and
individual consent to data collection (Wright and De Hert 2012);

•

concerns pertaining to social cohesion resulting from the social sorting of certain
groups and/or types of behaviour that are rated as suspicious, either through
practices of surveillance and policing or through categorisations inscribed into
technology (e.g. software) that automates surveillance and social control
(Douglas and Lianos 2000);

•

a possible change in the perception of privacy and social awareness among
societies, and consequently the derogation of normative values such as justice,
dignity and self-determination, which are core values of free and open democratic
societies (Surveillance Studies Network 2006).

5.3 Methodologies
PIA, in the words of Wright and De Hert (2012: 7), is ‘a process for identifying and
evaluating risks to privacy, checking for compliance with privacy legislation and
considering ways in which those risks can be avoided or mitigated’. Transparency is thus
a core element of PIA guidelines: ‘The more open and transparent the process is, the
more likely the organisation is to overcome apprehensions, suspicions and mistrust in
the development of a new service, product, policy, programme or project’ (Wright & De
Hert 2012: 16). The same is applicable to surveillance impact assessment.
There is no standardised methodology for privacy and surveillance impact assessment.
Wright and De Hert (2012: 7) provide a list of procedures that can be subsumed under
PIA specifically: Data protection impact assessment, compliance check, privacy audit,
prior checking (see also Clarke 2011). PIAs vary from case to case in scale and scope, and
regarding the actors involved, the publicity and transparency of the process, etc.
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Wright and Wadhwa (2012) compiled a list of 16 steps applicable to both PIA and
surveillance impact assessment:
1. Determine whether a PIA (or surveillance impact assessment) is necessary
(threshold analysis);
2. Identify the PIA (or surveillance impact assessment) team and set the team’s
terms of reference, resources and time frame;
3. Prepare a PIA (or surveillance impact assessment) plan;
4. Determine the budget for the PIA (or surveillance impact assessment);
5. Describe the proposed project to be assessed;
6. Identify stakeholders;
7. Analyse the information flows and other impacts;
8. Consult with stakeholders;
9. Determine whether the project complies with legislation;
10. Identify risks and possible solutions;
11. Formulate recommendations;
12. Prepare and publish the report, e.g., on the organisation’s website;
13. Implement the recommendations;
14. Ensure a third-party review and/or audit of the PIA (or surveillance impact
assessment);
15. Update the PIA (or surveillance impact assessment) if there are changes in the
project;
16. Embed privacy awareness throughout the organisation and ensure
accountability (cf. Wright & Raab 2012: 615)

Clarke (2011: 112) differentiates between activities conducted prior to PIA and activities
conducted subsequent to PIA. The former include privacy strategy formulation, privacy
issues analysis, and PIA screening, and the latter the declaration of a privacy policy
statement, privacy management and control, and a privacy audit. Gellert et al. (2011)
distinguish between 1. the preliminary phase (the organisation proposing the project
prepares a background paper to discuss with stakeholders, explores what stakeholders to
engage, etc.), 2. the preparation phase (preparation of stakeholder analysis, development
of consultation plan, comprising of PIA consultation group consisting of representatives
of stakeholders), 3. consultation and analysis phase, 4. documentation phase, and 5.
review and audit phase.
With regard to PIA specifically, Wright and De Hert (2012: pp. 14) distinguish between
direct impact on privacy principles and indirect impact resulting from infringements of
privacy principles. Examples of direct impacts are: negative media attention, loss of

29

customer confidence, loss of credibility, damage to trust and reputation, infringements of
laws and / or regulations, direct financial loss from fines or penalties, dismissal or
resignations of senior personnel, retrofit or redesigns of projects or outright cancellation
of a project, unexpected or untoward consequences. Examples of indirect impacts are:
opportunity costs, loss of a competitive advantage, dilution of brand, reputation and
image.
Wright et al. (2012: 175-176) also outline how organisations should be supported or
encouraged to undertake PIA.
Regarding surveillance impact assessment, Wright and Raab (2012:615) state that it
should follow a similar process as PIA. What sets surveillance impact assessment apart
from PIA is, however, the scope of the exercise. In the words of Wright and Raab (2012:
615-616):
First, while a PIA is principally concerned with the impacts of a project or
technology or service on privacy, [a surveillance impact assessment] must
address the impacts of a surveillance project not only on privacy, but also other
issues and impacts – social, economic, financial, political, legal, ethical and
psychological. Second, [a surveillance impact assessment] is principally focused
on groups or society as a whole. While a PIA may also consider societal effects of
privacy intrusions caused by a new technology, project or service, its starting
point is the individual. Third, because [a surveillance impact assessment] must
address a wider range of impacts, so too must it consult and engage with a wider
range of stakeholders than a PIA.
Any surveillance impact assessment, so the authors continue (Wrigth & Raab 2012: 616617) should start by describing the surveillance technologies in question, which includes
the specification the types of surveillance that the technology is made to, or is likely to,
engage in: is the surveillance:
-

covert or visible?

-

watching, “listening”, detecting?

-

does it draw on biometrics, tracking through space (e.g. geotagging),
dataveillance?

The impacts most likely to emerge from surveillance technologies or surveillance
practices are (cf. Wright & Raab 2012: 617-620):
-

individual privacy issue and impacts

-

social issues and impacts

-

economic and financial issues and impacts

-

political issues and impacts

-

legal issues and impacts

-

ethical issues and impacts
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-

psychological impacts

The authors then also provide an overview of what kinds of stakeholders will normally be
involved, and how (Wright & Raab 2012: 620-623).

5.4 Critical reflection on methodologies
In part the concerns lying at the heart of privacy and surveillance impact assessment are
reflected in the discourses on the regulation of security technologies, and also in policy
making. Policies, however, typically focus primarily on data protection issues while the
discussion on other issues – such as those pertaining to societal change and public
understandings – remains largely at the abstract level. The reduction of ethical concerns
to issues related to data protection can be seen as part of the ‘tyranny of the normal’,
biasing the perspective on existing norms and social structures and thus locating any
potential risks of security technologies under the label of data privacy.
Paul De Hert (2012: 34) has criticised some instances of PIA – data protection impact
assessments specifically12 – as a mere check of compliance with the European data
protection framework. Moreover, as Gellert et al. (2011) note, like other forms of impact
assessment, PIA has also been criticised for being overly bureaucratic and costly. In
addition, as PIA sets out to out even information asymmetries among different
stakeholders (including those who are using technologies and those whom they are used
upon), the very mission of PIA can be seen as running against the very objective of a
technology (e.g. a surveillance technology). The same, of course, applies to surveillance
impact assessment (see Wright & Raab 2012: 622-623). Wright and Raab (2012: 623624) also list additional other arguments against surveillance impact assessment: They
could be seen as a brake on technical progress; they could breach commercial
sensitivities; or they could ‘reveal practices of questionable effectiveness’ (Wright & Raab
2012: 624).
Authors and stakeholders are not in agreement about whether or not PIA should be
mandatory (see also Wright & Wadhwa 2013). In most jurisdictions, they are not
mandatory at present, although the European draft Regulation on data protection (see
above) may change this in a range of scenarios. According to Gellert et al. (2011), key
arguments for why PIA should be mandatory are that privacy risks can have wideranging consequences and bear the potential of eroding trust in entire branches of
industry and government, and that data breaches and losses affect both the public and
the private sector. As the main reasons against mandatory PIA, these authors note that
this would require new legislation (especially if it were mandatory for government and
The Charter of Fundamental Rights of the EU differentiates between privacy (Art 7.) and data
protection (Art. 8). The right to privacy is much wider than the right to protection of personal
data. While Art.7 mandates that ‘everyone has the right to respect for his or her private family life,
home and communications’, Art 8 states that ‘everyone has the right to the protection of personal
data concerning him or her’ and then lays out the core principles according to which these data
should be processed (EU 2000).
12
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industry) in most jurisdictions, and that mandatory PIAs would increase costs and
bureaucratic burdens and thus possibly increase resistance. This, in turn, could lead to a
minimalistic and formulaic ‘ticking off’ of PIA rather than a productive engagement.
The normative framework is implicated in the modernisation of data protection
legislation that originates in the difficulties of enforcing the law as well as in the
perception that law lags behind technological developments. One approach to remedying
the gap between law and practice is the focus on technological interventions in existing
socio-technical configurations. This is now also reflected in legal and regulatory
provisions: For example, Article 23 of the aforementioned draft of a European General
Data Protection Regulation (GDPR) includes a set of four rules entitled ‘data protection
by design and default’.13 These rules specify the responsibilities of data controllers to
ensure compliance early on in the design and implementation phases of data processing
systems (see also Wright et al. 2013). And yet, the implementation of a range of
sophisticated privacy enhancing interventions such as privacy filters do not detract from
the fact that the technology is built to monitor and engage in surveillance in the first
place. A fundamental problem of technology-focused approaches is that the complex
process of translating privacy norms and data protection law into products is located in a
specific phase of development, which is not generally characterised by transparency. For
example, privacy filters, claiming to protect privacy automatically, are still based on a
previous algorithmic sorting of contexts, people and behaviours. It has to be kept in
mind that implementing privacy always implies a process of closure (Ilten et al. 2011).
Regarding surveillance impact assessment specifically, moreover, it remains
questionable where it is deeper or wider than SIA, in other words, what the added value
of surveillance impact assessment over SIA is. Perhaps one added benefit of a
surveillance impact assessment procedure is that it requires a sound understanding of a
social context of surveillance research and projects, and of how they relate to society as
such. It is necessary to consider the whole operational and strategic environment related
to the system, for example socio-political problems related to security, profiling and
equality that are broader in meaning and significance than the direct context at hand.
An alternative would be to understand surveillance impact assessment as a sub-type of
SIA as it used in the context of ensuring social, ecological, and economic sustainability.
As Frank Vanclay (2003: 6) says about SIA, “all issues that affect people, directly or
indirectly”, - thus any social change beginning from the “people’s way of life”, their
“culture, community, political system, environment, health and wellbeing, personal and
property rights and fears and aspirations -, “are pertinent to social impact assessment.”

In order to harmonise the different data protection laws of all member states, in January 2012
the European Commission published a proposal for a legal regulation with regard to privacy and
data protection—the General Data Protection Regulation (GDPR). Because this regulation is likely
to become the law for all member states of the European Union in the near future (probably in
2014) the proposal will be used as the legal reference in the following discussion of the theoretical
framework. The proposed Regulation represents ‘the biggest overhaul in data protection since the
Data Protection Directive (95/46/EC) was adopted in 1995’ (Wright et al. 2013: 161).
13
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The advantages of surveillance impact assessment over PIA, in contrast, seem obvious:
PIA is founded normatively in the specific legal framework and discourse of data
protection and privacy allowing supervision of liability. Due to its extended approach

SIA bursts out this normative focus as being too short-sighted for assessing the
various implications of security and surveillance measures on society. On the
other hand, taking, as suggested, social, economic, financial, political, legal,
ethical and psychological issues and impacts into account, a certain price may be
paid for such a broad perspective. The wide range of suggested impacts extends
well beyond legally codified normativity. While PIA allows demonstrating that an
organisation respects privacy of employees, customers and citizens or not,
surveillance impact assessment promotes debates and thus may assist in
developing policies within and beyond organisations as well as regulations. Thus,
moving from PIA to surveillance impact assessment involves a change of
perspectives from a certain context-neutrality towards contextualisation.
Moreover, surveillance impact assessment is proactive also in another sense:
Analysing social and ethical implications of socio-technical interventions and
involving as many perspectives of a social context as possible implies the reopening the question within and beyond a certain context on what is perceived as
being normal, reasonable and legitimate.
In this respect there is also some overlap between privacy and surveillance
impact assessment and CTA (see above). This overlap is the assumption that a
technology is not just “out there”, but the result of interactions in assessment
processes encompassing different actors (Garud & Ahlstrom 1997). CTA thus
stresses the element of negotiation within design practices. If actors’ goal is to
create ‘a better technology in a better society’, which is CTA’s core normative
claim, they must try to bridge the conceptual gap between innovation and the rest
of society. Following this perspective, TA is not merely a tool, but an active part of
the reflexive co-evolution of science, technology and society. ‘Promotion actors
(engineers and others)’, as Johan Schot and Arie Rip (1996: 264) remind us,
should ‘realize that when they are engineering technology they are also
engineering society.’ The primary goals of CTA are thus to increase anticipation
and reflexivity in regard to developments and impacts as well as to promote
social learning among a broad range of internal as well as external actors related
to a certain context or affected by a certain measure (Schot & Rip 1996). To
appreciate socio-technical co-evolution means thus to understand and recognise
the different roles and conflicting objectives of participating actors and
communities, but also the emerging irreversibilities and their potential societal
impacts on these communities. Learning is needed in order to identify as many
assessment aspects and perspectives as possible, but also implies that the coevolution process is a generative and open process. As the comparison of two
highly different decision making processes on the deployment of security
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technologies within the airport context will show, the interactive involvement of
communities can heavily determine the outcome of such a process and how a
measure is designed in regard to conflicting issues.

5.5 Good practices in privacy and surveillance impact assessment
Wright et al. (2013: 163-164) give an overview of criteria to discern ‘good’ PIA and
surveillance impact assessment. First of all, privacy and surveillance impact assessment
must be more than a compliance check (see also Clarke 2011; Bennett 2007) with
relevant privacy and data protection legislation. The guidelines according to which
privacy and surveillance impact assessment are carried out should be publicly available,
and if possible have an external oversight structure (see also Clarke 2011; although the
ASSERT consortium believes that this should only be done in specific cases; the benefits
of creating complex structures need to be weighed carefully against the (financial and
compliance-related) costs of increasing bureaucratic burdens) Moreover, privacy and
surveillance impact assessment should be ‘pre-decisional’, that is, carried out before a
system design or regulatory process is completed (Dempsey 2004). Furthermore, as
mentioned above, privacy and surveillance impact assessment should always be treated
as a process rather than a one-off event. It should be reviewed and, if necessary, updated
in regular intervals.
Stakeholder engagement and true dialogue are also criteria of good practices in privacy
and surveillance impact assessment (Bamberger & Mulligan 2008).
Finally, privacy and surveillance impact assessment should not only identify problems
but also solutions (Rotenberg 2006).
The ASSERT consortium suggests that the following selection from the list of ‘features’ of
good practices for PIA outlined in Wright et al. (2013: 172, 174-175) provide an excellent
tool for the selection of best practice cases for both PIA and surveillance impact
assessment. Wright and colleagues provide the following list of features:
-

treatment of PIA as a process

-

presence of a set of questions to uncover privacy risks (usually in relation to
privacy principles)

-

targets companies as well as government

-

addresses all types of privacy (informational, bodily, territorial, locational,
communications)

-

regards PIA as a form of risk management

-

identified privacy risks

-

identifies possible strategies for mitigating those risks

-

identifies benefits of undertaking PIA
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-

supports consultations with external14 stakeholders

-

encourages publication of PIA report

-

provides a privacy threshold assessment to determine whether PIA is necessary

-

provides a suggested structure for the PIA report

-

defines ‘project’ as including legislation and/or policy

-

says PIA should be reviewed and updated in the course of a project

-

says explicitly that PIA is more than a compliance check

-

PIA policy provides for third-party, independent review of audit of the PIA
document (ASSERT adds: not applicable to all cases, see above)

-

PIA is mandated by law

-

PIA reports have to be signed off by a senior management person (to foster
accountability)

-

Identifies information flows (i.e. who collects information, what information is
collected, why they collect it, how the information is processed and by whom and
where, how the information is stored and secured, who has access to it, etc.)

What we suggest to add to this list are criteria with respect to meaningful stakeholder
engagement in particular has been adapted from Clarke (2011: 115):
-

early proactive contact with all stakeholders and communication about the nature
of the project continued throughout the project and beyond

-

sufficiently early conduct of the consultation that the outcomes can be fed
forward to and reflected in the design, rather than the PIA report arriving after
they key design decisions have already been made

-

facilitate interactions between stakeholders

-

circulate draft privacy or surveillance impact assessment reports among all
stakeholders and incorporate their comment

-

publication of final privacy or surveillance impact assessment report

-

transparency wherever appropriate

Example for good practice in PIA: The case of the Scottish Inter-Agency
Communication Tool (iACT)

The use of the term ‘external’ presents us with a conundrum: If potentially everybody is affected
by ‘societal impacts’ in a wide sense, then there is by definition nobody who is, or should be,
‘external’ to the exercise. The solution may be a system of concentric circles, mapping actors who
are more centrally and deeply affected than others, and establishing different standards and best
practices of the involvement of different actors in different ‘circles’.
14
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Kush Wadhwa (2012), in a comparative analysis of PIAs carried out in five different
countries, includes an information sharing framework initiated by the Scottish
government among those who receive the highest rating (Wadhwha 2012: 40-41). The
PIA assessed the eCare, the Scottish Government’s multi-agency information sharing
framework covering consent, standards, security, procurement, organisational
development, and technical issues relating to the electronic sharing of personal data.
Among the users of eCare are not only governmental agencies but also partners in the
voluntary sector. In a nutshell, the core objective of the inter-agency communication tool
was the secure sharing of sensitive personal information (see Scottish Government n.d.).
The Scottish government carried out a PIA, whose results were published in two
iterations, the first focusing on technical issues, and the second foregrounding
communication with, and engagement, of stakeholders. The PIA process followed the
five recommended stages of preliminary, preparation, consultation and analysis,
documentation, and review and audit (Wadhwa 2012: 40)15 .
The fact that PIA reports were published online already represents one characteristic of
good practice. Wadhwa regards as additional strengths that the PIA process paid close
attention to the Information Commissioner’s Office’s PIA handbook (ICO n.d.), using the
Scottish Government’s identity management and privacy principles as a benchmark for
analysis. Also stakeholder engagement and consultation played an important role in the
process, which in turn was approached as cyclical and ongoing (Wadhwa 2012). The PIA
Report lays out very clearly and systematically the project’s privacy risks, and identifies
possible mitigation strategies. Moreover, as a result of the PIA, a privacy consultative
group was tasked with revising the high-level architecture and production of a system
demonstration tool.
As the one missed opportunity in this particular PIA Wadhwa (2012: 40-41) mentioned
that parts of the Report were not published beyond Scotland.
Wadhwa (2012: 43) summarises that well conducted SIAs have a range of benefits for all
actors involved. Most importantly, when initiated early, they provide an opportunity to
influence projects, from funding to technical design. Also a clear identification who the
target audience is at the start of the project, and clear information on where the PIA
report can be found, helps to enhance the benefits of PIAs. Last but not least, Wadhwa
(2012: 44) proposes that PIA practitioners ‘self evaluate to achieve good practice’.

Good practice in surveillance impact assessment
Wright et al. (2013) provide a template for a ‘best practice’ surveillance impact
assessment, taking place in three phases that comprise 20 individual steps:
I. Preparatory phase:
1. Determine if a SIA is necessary

15

See www.scotland.gov.uk/Resource/Doc/1141/0110087.doc.
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2. Develop terms of reference
3. Prepare a scoping report (what is the scope of the surveillance system?)
4. Check compliance
5. Identify key stakeholders
II. Risk identification and analysis phase
6. Initiate stakeholder consultation
7. Identify risk criteria
8. Identify primary assets and feared events
9. Analyse the scope of feared events
10. Analyse the impact of feared events
11. Identify supporting assets
12. Identify threats and analyse vulnerabilities
13. Identify threat sources and analyse capabilities
14. Create a risk map
III. Risk treatment and recommendations phase
15. Risk treatment identification and planning
16. Prepare a surveillance impact assessment report
17. Record the implementation
18. Publish the surveillance impact report
19. Audit the surveillance impact assessment
20. If necessary, update the surveillance impact assessment

The authors also include, in an Annex, helpful questions to guide inquiry at each of these
steps. In light of the recent nature of the development of methodologies specifically for
surveillance impact assessment – which accounts for the absence of actual cases that
could serve as ‘good practice’ examples, the questions outlined in this document can
serve as a stand-in for an actual best practice case.

5.6 Transferability to security research area
Methodologies for PIA and surveillance impact assessment facilitate the systematic and
exploration of impacts that the development and use of technologies can have on certain
aspects of people’s lives. This ‘depth’ of these methodologies however also complicates
the transferability of best practices to the security research domain. Two main factors
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currently limit portability to the security research domain: First, PIAs and surveillance
impact assessment revolve around a relatively specific good, namely privacy, and related
to this, the freedom from undue surveillance, whereby ‘undue’ refers to surveillance that
is more invasive than it needs to be in order to reach a socially indispensable other good.
(The assessment of where ‘undue’ surveillance begins needs to be assessed on a case by
case basis, although surveillance impact assessments provide basic guidelines and
criteria; e.g. Wright et al. 2013). Although the concept of privacy entails some
ambiguities (e.g. Taylor 2012: 62) and clearly comprises wider scenarios than merely
data privacy (i.e. to include also non-quantifiable aspects of our lives), the common
denominator of all privacy-relevant situations is that they concern information, actions,
or characteristics that people may not want to share publicly, or with certain groups of
people or individuals. It is well established that the desire not to share everything with
other people is typically not related to criminal or socially stigmatised activities, such as
the vast majority of people who like to draw curtains do not do this to hide objectionable
activities. The security domain, in contrast, does not have any such ‘common
denominator’, which renders it difficult to ring fence the domain of possible societal
impacts. Thus, PIAs and surveillance impact assessments may be too granular and ‘deep’
in some respects, but also not broad and comprehensive enough to cover all potentially
relevant respects (e.g. environmental concerns, impact on social justice and welfare state
arrangements, etc.). The second limiting factor for the transferability of best practices
from PIA and surveillance impact assessments is that good practices in these fields
typically stem from countries with a strong sense of privacy and typically restrictive
approaches towards the extent to which public and other collective actors can access
information about individuals. Understandings of where privacy infringements begin,
and what information, actions, or characteristics want to be kept private (and free from
surveillance in the first place) vary greatly between countries, regions, and sometimes
even between institutions. Thus, what is seen as ‘best practice’ in one country may not be
so in another.

6. Critical reflections
What has given social and societal impact assessments, and in fact audit systems more
generally, a bad reputation are mainly two features: First, formulaic assessments that
foreground the rigorous employment of a particular methodology instead of the focus on
the question of cui bono?, and second, the institutionalisation of such approaches. This
has led to the prejudice that social impact assessments serve the purpose of creating jobs
for those who invented them. While this is certainly not true for all assessments of
societal impact, the danger of stepping into these traps needs to be taken seriously.
Finding ways to increase the role of practical judgment and reasoning in SIA is thus one
of the objectives of ASSERT.
A third challenge is related to the role and extent of community and public participation
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in SIA. Here, we argue that the SIA community can learn from ongoing discussions in
the field of Science and Technology Studies (STS), where these concerns have been
addressed under the labels of ‘the problem of legitimacy’ and ‘the problem of extension’
(see also Prainsack in press).
In the academic literature more broadly, questions about the adequate role, the benefits,
and the disadvantages of public participation in tasks that have traditionally been carried
out by state institutions or other elites have been discussed controversially. In disciplines
such as development studies or political science, for example, some scholars have shown
great resistance to the inclusion of non-professional expertise, because they fear that
standards will be compromised if the authority of the professional experts receives
competition from ‘lay people’ (e.g. Lippmann 2011 [1927]; Cooke and Kothari 2001). The
field of STS is different in this regard: Concerns pertaining to public participation in
science – including its governance, regulation, and ‘translation’ into practical
applications – have marked the history of STS. In the mid-1990s, Alan Irwin, a key
thinker in STS, used the term ‘citizen science’ to refer to the need for scientists and
members of the public to work together to tackle complex challenges such as sustainable
development. For such a collaboration to be fruitful, Irwin argued, the domain of science
needed to take seriously the knowledge and understandings in the public domain, not
only vice versa (Irwin 1995). Seven years later, in 2002, Harry Collins and Robert Evans
published a highly cited paper distinguishing three different ‘waves’ of science studies.
Each wave, so the authors argued, corresponds with a particular configuration of
concerns about public participation in science within the STS scholarship (Collins and
Evans 2002). Within the first wave, which peaked before the 1970s, science was seen as a
truth-generating force that could provide solutions to many of the problems that
societies were facing. During the second wave, the capacity of science to 'produce truth'
was increasingly questioned, assuming that the value and accuracy of scientific
advancements could only be assessed in retrospect. Policy makers were in the difficult
position of having to decide what kind of scientific evidence to use for policymaking
without being able to wait until the scientific dust had settled. Because of this difficulty,
science studies scholars within the second wave argued that science and technology
policy must become more participatory, a quest that has become known as addressing
“the problem of legitimacy”. But how participatory was participatory enough? And what
tasks should and could be devolved to non-experts? The third wave – one that Collins
and Evans called for, more than they diagnosed it – was meant to provide a
counterweight in areas where the second wave had gone too far: Scholarship associated
with the third wave, Collins and Evans argued, has stopped focusing on whether
scientific truth is possible, but instead moved on to questioning what roles (different
kinds of) expertise should play in policy making, and in public discourse more generally.
Not surprisingly, Collins’ and Evans’ call for such a third wave of science studies has
attracted a lot of criticism, such as Brian Wynne’s (2003) contention that Collins and
Evans had missed the main problems pertaining to the legitimacy of science, including
that institutions have largely neglected issues of public meaning. Controversies about
Collins and Evans’ suggestions regarding the roles of different kinds of expertise in
enhancing the legitimacy of science are ongoing (see also Collins and Evans 2007; Lynch
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2008); the saliency of these debates only underlines that questions about public
participation in science continue to concern STS at its core.
Scholarship especially (but not exclusively) in STS and public understanding of science
have pointed out that discussions about public participation in science and technology
are themselves engaged in constructing particular images of the public (for an overview
see Chilvers 2013: 284). As Chilvers notes, this represents a significant move beyond
research strands focused on promoting and developing public engagement practices […]
and evaluating the effectiveness of such processes […] that have predominated the field
of public engagement with science and technology (ibid.).
This should remind us that every engagement of relevant actors also reinforces, modifies,
or even creates understandings of relevance and ‘proper’ agency in a given context.
Biegelbauer and Loeber (2010), in their paper on ‘The Challenge of Citizen Participation
to Democracy’, draw strongly on Rowe and Frewer’s (2000) framework for the
evaluation of public participation methods. Rowe and Frewer argue that a range of both
acceptance and procedure criteria need to be met for a public participation exercise to be
satisfactory. Acceptance criteria include representativeness, independence (i.e.
independence from the institutions sponsoring the exercise, or those having vested
interests in the outcome), early involvement, influence (the outcome should have a
genuine impact on policy), and transparency. Process criteria include resource
accessibility, task division, structured decision making, and cost-effectiveness (Rowe &
Frewer 2000: 12-17).
It could also be argued that we should be open about groups that should not, or cannot,
be included in impact assessment processes. With regard to the former, there is societal
consensus that criminal organisations, for example, should not be included (see also
Becker 2001: 314). While this seems a straightforward matter that some commentators
may seem is so self-evident that it should not need to be mentioned, these ‘obvious’ cases
are only at the far end of a scale that includes many grey areas. For example, the question
of whether prisoners be included in research on security that affects the way that they are
monitored and treated in prison is a much more difficult question to answer. Similarly,
as mentioned above, in the domain of surveillance technologies or security research that
is connected to national intelligence, the answer to the question of who should or could
be excluded from impact assessment processes is not a straightforward one to answer.
Finally, as Biegelbauer and Loeber (2010: 26) argue, the term ‘impact’ in ‘impact
assessment’ is not without problems either: in addition to its substantive elaboration, the
use of the word ‘impact’ requires further explication in terms of research approach. The
notion of impact implies an assumed causal relation between a phenomenon (such as a
TA-project) and changes in its context. Researching such a relationship is not without
complication. The causal relationship between two phenomena may be assessed
unambiguously only in those cases where two or more variables are clearly
distinguishable from one another and from any other variable in the context. This
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obviously is not the case when researching TA-projects as social phenomena. In order to
establish whether or not the TA-event indeed influenced the dynamics observed (and
hence may be considered to be the cause, or ‘causation’ and the dynamics observed its
impact), it seems wise to interpret cause-effect relationships between these in terms of
“mutual simultaneous shaping” (Guba & Lincoln 1989), and to establish the link in terms
of plausibility. To argue whether a link is plausible, it is important to map other
developments that may (arguably) have had an effect on the dynamics described. The
impact of a TA project then can be conceptualized as those changes in the interpretive
frames and actions of relevant actors that can plausibly be related to the project taking
place, both on the basis of the views of the involved actors themselves and on the basis of
reasoned arguments by the investigating outsider.
In sum, we conclude that the core concern of societal impact assessment – in every
expression, SIA, CTA, PIA, or surveillance impact assessment – should be to render
power differentials visible and put them on the agenda. Alongside Arie Rip and others we
subscribe to the idea that a dialogue among different individuals and groups who are
considered, or consider themselves, as potentially affected by a planned project, is a
benefit in itself. Assessment standards for societal impacts should be carefully
considered guidelines and allow for sufficient flexibility to accommodate the specific
needs of each assessment project. In this spirit, the main outcome of ASSERT should be
a resource that requires and structures critical reflection, guiding and facilitating the
conduct of societal impact assessment without creating additional audit structures and
bureaucracies.
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