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EXECUTIVE SUMMARY
This short report presents a summary of the finalised ASSERT online toolkit for societal impact assessment in security research, including its contents and structure as well
as the key design decisions underpinning the toolkit. The toolkit itself, accessible at
http://assert.masiondx.com is the formal Deliverable 3.2 of the ASSERT project.
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1. Introduction
This short report presents a summary of the finalised ASSERT online toolkit for societal impact assessment in security research, including its contents and structure as well
as the key design decisions underpinning the toolkit.
The toolkit itself, accessible at http://assert.masiondx.com, rather than this textual
report, is the formal Deliverable 3.2 of the ASSERT project. The design justification and
requirements for the toolkit were previously included in Deliverable 3.2: Societal Impact Assessment Manual and Toolkit. That report is available from http://assertproject.eu/wp-content/uploads/2013/04/D3-1-23-April-2014-Final.pdf
The annex to this report contains the current content textual content of the publicfacing part of the toolkit as of June 2014.

2. The ASSERT online Toolkit
2.1 Structure of the toolkit
Figure 1: Screenshot of the front page of the toolkit.
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The ASSERT online toolkit is a combination of an online societal impact assessment
“handbook”, with content derived from ASSERT project deliverables (particularly from
WP1), with new material created for WP3 (see section 2), with multimedia content,
structured in an accessible manner, with the additional features provided by a Learning
Management System that offers additional tools (communication, resource hosting,
user authentication and log-in etc.) to registered users. This combination allows the
consortium to support the Masterclass experience with online content, to make information on societal impact assessment in security research accessible for a wider range
of users, and also to host the ASSERT expert database created in WP2.

The Toolkit is intended to meet the following design requirements:















Accessibility – the toolkit must be straightforward to use, and not present an
unnecessary complication to the user. Information on the toolkit should be presented in a logical and structured manner. The toolkit should not present barriers to access from a variety of users with a variety of needs. Part of this requirement is the need to leverage appropriate social media and web 2.0 tools.
Appealing – the toolkit should present useful information (relevant to its audience and purpose) in a visually appealing manner. Part of this requirement is
for interactivity and multimedia (photos, graphics, video and audio) content.
This provides one component of the added value over and above the societal
impact assessment manual.
Audience – the toolkit should be addressed to researchers who may be interested in conducting a societal impact assessment as part of a security research
project, but who may not currently have significant expertise in this area. The
secondary audience for the toolkit should be the evaluators and funders of security research projects.
Flexible construction – the tool should be adaptable and changeable over time.
It should be straightforward to add new content, and multiple administrators
should be able to update the tool in order to add a measure of sustainability.
Part of this requirement is the need to build upon existing tools in order to increase the speed of the design process, and ensure familiarity and convenience
for users and content producers.
User-Authentication – the tool should be able to differentiate between guests
and registered users, and be able to provide different information to these two
groups.
Support to the Masterclass – the toolkit should be able to support the learning
and networking activities of the ASSERT Masterclasses.
Host the Expert database – the toolkit should be able to host the ASSERT Expert database, and provide tools and functions for communicating to and between this group of users.
Security and privacy protection – the toolkit should protect the personal information of registered users and respect their preferences in terms of communications.
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Structurally, the resulting toolkit is a combination of two software packages hosted on
the same server. WordPress is an industry-leading content management and webpublishing tool. It is free to use and highly customisable, as well as being straightforward to add and edit content. Similarly, Moodle is a highly-regarded and well-known
learning management system. It is also free to use, and highly customisable. The
adaptability of both tools has allowed the ASSERT consortium to create a tool which is
addressed to the specific audience for the tool (security researchers and evaluators),
and that provides the required functionality for the tool. The use of two tools allows for
an accessible (and easily updatable) set of front-end, public facing pages that can be
accessed by anybody with an internet connection, combined with a password-protected
environment accessible to registered users only. The structural arrangement of the two
components is depicted in the following figure. In addition to this core arrangement,
the toolkit also makes use of video content hosted on www.vimeo.com and embedded
in the appropriate WordPress. The server hosting this content is owned by an ASSERT
consortium member which brings the content fully under the control of the consortium.
Figure 2: Structure of toolkit components

The general visitor to www.assert.maisondx.com will encounter the WordPress pages,
which they can navigate in the conventional fashion. On the “online course log-in” page
there is an inline frame which loads content from the Moodle LMS. This allows LMS
users to remain within the general environment of the toolkit, and provides a cohesive
appearance. The graphical appearance of the LMS was customised to be harmonious
with the general appearance of the toolkit. The Toolkit has also been embedded on the
front page of the main ASSERT project website (http://assert-project.eu ), which also
provides wider information about the project.
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Users can also access the LMS directly at http://www.assert.maisondx.com/lms which
may be preferable for users with smaller displays.
Users of the LMS are registered for one or more “Classes”, which are primarily a way of
structuring access to different types of content. The ASSERT toolkit features three
classes: one dedicated class for each of the Masterclass events and one class which
works as the ASSERT expert database.
The database class is currently the largest group with around 170 registered participants. The main utility of this class is provided within Moodle by two forums. One of
these is a news forum for posts by the ASSERT consortium under the terms of use provided to participants. This forum has been configured to operate like a mailing list. The
second forum is an internal forum to which users can subscribe and share messages
between themselves. Email from this forum has been disabled by default in order to
prevent spamming, but users are able to reactive receiving email for their own account
if they wish. Users are able to modify their profile in the LMS and view the profiles of
other participants. By default only basic information is provided.
The Masterclass groups are more fully featured and provide a library of ASSERT
documentation (all the published deliverables, group exercises, additional briefing papers and reading material for the Masterclass, as well as administrative and organisational documents such as the agenda), chatrooms and forums, as well as user profiles.
Users can send direct messages to other participants. After the Masterclass events,
these classes can persist and host content generated at the Masterclass, including photos, notes, etc. Users of these classes are divided into two types “teachers” and “students” (the terminology reflects Moodle’s general use in educational settings). In addition to the access available to students, teachers are able to edit the content of the class
and send messages to all participants.
Moodle offers a very large range of features and tools for educational purposes, such as
quizzes, assessment and feedback tools, and even gamification “badges” for particular
achievements. Many of these were unnecessary for the purposes of the toolkit and have
been deactivated. Additionally, the guiding principles of the set up of the toolkit are to
provide users with access to important and useful information, but not to overburden
them with unnecessary content, overwhelm them with spam emails, or put their personal data at risk.
The following figure shows the structure of the public-facing pages created with WordPress. This structure is intended to cover the range of topics and material created and
curated by the ASSERT project whilst still being easy to navigate. The website is never
more than one or two pages “deep” making it easier to navigate back to the main page.
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Figure 3: Structure of public-facing content pages
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The section “What is societal impact?” is historical and theoretical, providing a summary of societal impact in past and current research frameworks. This section is intended to provide background. “Conducting a societal impact assessment” is the largest
section and the core of the public facing toolkit. This section draws upon the ASSERT
deliverables to provide a structured approach to practically incorporating a societal
impact assessment exercise in a security research project. “Case studies” provides concrete examples of how a societal impact assessment might work in practice. Many users
will need this section in order to conceptualise how an SIA might work in their own
areas of work. This section is intended to expand over time as more case studies become available. The “Resources” section collates external resources, including tools
created by other FP7 research projects, which can contribute to the conduct of an SIA.
Finally the “ASSERT Masterclass” section contains information about previous and
future ASSERT Masterclasses, as well as a web-form to express interest in participating
in these. This section also contains access to the LMS and the registered-user-only content hosted there.
The key intention with the content in these sections has been to re-structure the information produced by the consortium in manner more accessible than the traditional
document-based project deliverables. The sections point towards the texts from which
they are drawn for interested readers, but aim to provide the key information in these.
Video content based upon interviews with security research experts at ASSERT project
workshops is in the process of being produced to add this element to the toolkit.
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Figure 5: Screenshot of the Masterclass courses
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Users

The Masterclass forum element of the toolkit was user-tested with the participants at
the ASSERT Masterclass event in Stirling in February 2014, and with the participants at
the Brussels Masterclass and final conference in April 2014.
Visitors to the toolkit can express their interest in joining the ASSERT expert database
by completing the form on the following page on the toolkit:
http://assert.maisondx.com/?page_id=38
Figure 19: Screenshot of user profile
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At the time of writing this report the toolkit had the following registered users:
Expert database

174

Brussels Masterclass

30

Stirling Masterclass

35

It is envisaged that members of the expert database will be able to view the profiles of
other members. These profiles are not deeply rich in terms of social media-type content, but rather focus upon the participants’ expertise and experience in societal impact
assessment and security research. It is intended therefore as a professional networking
resource. Non-members are not able to access these details. The toolkit’s administrators are able to broadcast messages to all members. It is envisaged that this function
will be used when required but not excessively. In particular, this function can be used
to put requests to the expert database. For example, if an external party was planning to
conduct some research on a security topic and wanted to include a societal impact assessment, then they could ask the administrators to put their requirements and the
scope of their project to the experts in the database, who would then be free to respond
to the requester via familiar channels such as email or telephone. This arrangement is
intended to preserve the privacy of members of the database and to ensure that they are
not subjected to an inappropriate amount of email contacts, or unrelated spam emails.
The following screenshot demonstrates a typical user profile of a member of the database.
Figure 6: Screenshot of user profile
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Annex 1: Toolkit content
ASSERT Toolkit for Social Impact Assessment
“We at the European Commission strongly endorse the idea of ASSERT to make consideration of societal impact of security research a mainstream topic of European research policy…”
Marco Malacarne, Head of Unit for Security Research and Industry, DG Enterprise.
The need for considering societal impacts of EU security research has been acknowledged on many occasions by different actors. The problem is that in traditional thinking,
societal impacts are reduced to side effects of instrumental (technological and legal)
security measures. This binary thinking has to be overcome. It should and can be demonstrated that societal dimensions of security research taken into account from the very
beginning of the “design process” can increase the variety pool of feasible solutions.
Starting from a synthesis of state of the art discussions on societal security, we are identifying best practice cases exploring and assessing societal impacts of science and technology in the security domain and beyond, and analysing their structural properties.
This is being done in a multidisciplinary fashion from different perspectives, including
end-users, stakeholders, researchers, policy-makers and NGOs. Bringing together these
different perspectives in a series of workshops will create the basis for the development
of a tool and a strategy for the sustainable implementation of societal impacts in future
EU research activities in the field of security.
The Toolkit presented on these pages has been developed by the ASSERT consortium
to provide guidance, tools and resources for societal impact assessment in security research. More information about the ASSERT project can be found at http://assertproject.eu/

What is Societal Impact?
Security research projects can have a range of effects upon the society in which are they
conducted, and upon different individuals and groups.
Social Impact Assessment is based on a procedural understanding of (security) technology research and development that does not distinguish between the technology on the
one and the society on the other side. Rather, SIA as we understand it sets out to assess
the societal dimensions of the R&D process from the beginning on and to feed back the
results into the R&D process.
SIA is different from evaluation research in at least three respects: First, SIA focuses on
the consequences of developments, while evaluation research tends to focus on the programmes or policies prescribing the developments themselves. Second, SIA seeks to
foreground the unintended consequences, while evaluation research tends to focus on
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the stated or intended goals of a policy, programme, or plan. Third – and perhaps most
distinctively – SIA is typically prospective rather than retrospective (Freudenburg 1986:
452).
It is an increasing priority for several research funding schemes, that the research they
fund includes an assessment of the potential social impact of the research.

History of societal impact assessment
The ASSERT approach to Societal impact of assessment of security research draws
upon existing approaches to societal impact assessment, including Social Impact Assessment, Constructive Technology Assessment and Privacy Impact Assessment. This
page provides some information on the history of these fields. This material is drawn
primarily from deliverable 1.2 of the ASSERT project, Report on methodologies relevant to the assessment of societal impacts of security research (available here).
Social Impact Assessment
Social impact assessment (SIA) originates in the 1970s, when US Federal agencies were
prompted to utilise insights from the social sciences – both conceptually and methodologically – when deciding on plans and projects that may have an impact on the environment (see Freudenburg 1986). From the beginning, SIA was a ‘soft’ requirement in
the sense that it was something that should be done, without there being any tangible
legal or political sanctions if negative effects were foreseen. This has remained one of
the core points of criticism of SIA also when it broadened its scope, from a focus on
environmental impacts to social impacts more widely (see also the section on environmental impact assessment below), and when it became a mandatory step in planning
certain kinds of projects (not only by governmental agencies, but also by businesses and
by individual parties in specific cases).
In 1983 social theorist Raymond Williams described SIA as ‘an area where several disciplines converge, but in general do not meet’ (Williams 1983: 15). Also today, 30 years
later, the literature and practice of SIA is influenced by contributions and insights from
various disciplines and practical contexts, without sharing a common conceptual or
methodological outlook. Besides the clear disadvantages of such a situation (difficulties
of implementing common ‘best practice’ standards, or facilitating discussions about
improving SIA methodologies when understandings of the main objectives of SIA
vary), this also has advantages. SIA is carried out in a variety of different contexts: research, technology development and deployment, policy-making, implementation,
evaluation, etc. These contexts have different needs and requirements. A conceptual and
methodological toolbox whose elements can be customised to suit particular contexts,
rather than focusing on establishing or maintaining internal coherence at the cost of applicability to a wide range of contexts, clearly has some benefits.
Groningen-based geographer and sociologist Frank Vanclay (2003), one of the ‘fathers’
of SIA, summarised that the term can signify any or all of the following entities: it can
refer to a technique, a methodology, and/or a paradigm or sub-discipline of applied social science (see also Howitt 2011: 78-79). The literature on SIA addresses SIA in any
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or all of these manifestations, often without spelling out explicitly which one a particular publication or approach seeks to contribute to.
Today, one of the most influential definitions of SIA in the literature is Frank Vanclay’s
understanding that SIA includes ‘the processes of analysing, monitoring and managing
the intended and unintended consequences, both positive and negative, of planned interventions (policies, programmes, plans, projects) and any social change processes invoked by those interventions’ (2003: 6; see also Vanclay 2006). Drawing upon this understanding, Vanclay and Esteves (2011), in their introduction to their edited volume on
new directions in SIA, propose that SIA should focus on:
managing the social issues associated with planned interventions; taking a holistic and
integrated approach […]; and stressing that greater attention needs to be given to ensuring that the goals of development (project benefit) are attained and enhanced. In this
current understanding, SIA is much more than the act of predicting impacts in a regulatory context (the old traditional view); it is the process of managing the social aspects of
development. (cf. Vanclay & Esteves 2011: 3)
Constructive Technology Assessment
Technology assessment (TA) in general aims to forecast the likely implications of technologies on various other systems in order to avoid or to learn about possible harmful
impacts.
Biegelbauer and Loeber (2010: 17-18) summarise different attempts at classifying different types of TA: Smits and Leyten (1991), for example, distinguished between (1)
‘Awareness TA’ (ATA), which focuses on long-term technological potentials, developments and the creation of awareness concerning the societal choices, (2) ‘Strategic
TA’ (STA), which is sector- or problem-specific and has a medium time horizon), and
(3) ‘Constructive TA’ (CTA) with its focus on short-term design and construction
stages of the innovation process.
An earlier typology by Bechmann (1993) differentiates between (1) instrumental models of TA aiming at increasing the effectiveness of political and administrative procedures, (2) the ‘Elite Model’ of TA, requiring the participation of highly qualified experts, and (3) a ‘Democratic Model’, in which ‘the general public’ plays a significant
role. As Biegelbauer and Loeber note, it is the third type of TA that is now commonly
referred to as ‘Participatory TA’.
As apparent in Smits and Leyten’s (1991) classification, CTA is a particular approach to
technology assessment. It ‘experiments’ with a technology in society, rather than in the
laboratory (see Genus 2006: 19), emphasising
(1) the need for reflexivity and participation of a wide range of actors in the technology assessment activities (e.g. Genus 2006);
(2) ‘alignment’, which focuses on how interactions among participants foster and facilitate social and policy learning (to enhance understanding of future possible impacts
of technology; see Genus 2006) (Schot & Rip 1996). The modulation of processes
should be seen as something ongoing, not as a one-off event;
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(3) integration of anticipation of the future effects of technology into the promotion
and introduction of technology (i.e. actors involved in control activities should actively
participate in the technology design and development activities (Genus 2006: Rip et al.
1995; Rip & Schot 2002; Rip 2001; Schot 2001; Schot & Rip 1996);
One of the founders of CTA, Arie Rip (2001a), suggested that the main value in this
form of technology assessment did not lie in ‘accurately’ predicting all impacts, but in
the dialogue and interaction between those participating in the assessment process. Indeed, such dialogue and interaction enhances the mutual? understanding of each actor’s
needs and objectives, and is likely to improve problem-solving capacities even if negative impacts occur. This approach is characteristic for CTA. Moreover, CTA clearly sets
itself apart from the ‘deficit model’ of public engagement, where publics are seen in
need to be ‘educated’ about science in order to appropriately understand, and ultimately
accept, new science and technology. CTA’s approach to public engagement is participatory and dialogical. In other words, the emphasis of CTA does not lie in predicting impacts and facilitating technological development and deployment, but it lies in understanding[FF1] them[LO2] (as well as the dynamics which facilitate or impede their
occurrence). As Rip & Schot (2002: 157) put it, ‘understanding the dynamics of development allows one to identify opportunities of intervention, and specify how such interventions can be productive. This will not resolve all complexities of anticipation and
intervention, but will go some way to mitigate them.’
For the innovation and technology management expert Audley Genus (2006: 13), CTA
aims ‘to produce better technology in a better society, and emphasis[ing] the early involvement of a broad array of actors to facilitate social learning about technology and
potential impacts’. It presents
a particularly promising approach to technology assessment that builds on earlier insights gained from research concerned with the impacts of technology on society, the
social shaping of technology, and incremental decision-making, and attempts to find
ways to improve the social robustness of technology. (Genus 2006: 14)
Privacy and Surveillance Impact Assessment
So-called Privacy Impact Assessments (PIAs) are rooted in concerns about data security
in connection with computer development in the 1970s. They have become increasingly
common in the Anglosaxon world in the mid-1990s (Clarke 2011).It is indeed important
to note that the development of PIA was pioneered in countries including New Zealand,
Canada, and Australia, USA, UK, because governance approaches in these countries
rely much more on self-regulatory instruments (see for the origins and development of
the concept Clarke 2009). Surveillance impact assessments, as Wright and Raab (2012:
613) note, did not show up on the Social Science Research Network (SSRN) at all in
2012. The approach was founded by these authors, one of whom is part of the ASSERT
consortium (David Wright).
PIAs are designed to assess proposed technologies or practices with regard to the risks
that they pose for infringements of privacy. Wright et al. (2013: 163) defined PIA as ‘a
methodology for assessing the impacts on privacy of a project, technology, product,
service, policy, programme or other initiative and, in consultation with stakeholders, for
taking remedial actions as necessary in order to avoid or minimise negative impacts.’
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PIAs should thus be treated as procedures accompanying the development and implementation of the operational product, rather than as a one-off event.
The importance of PIA has also been acknowledged by the proposed European General
Data Protection Regulation (GDPR): Already in 2009, the Commission had issued a
Recommendation stating that ‘Member States should ensure that industry, in collaboration with relevant civil society stakeholders, develops a framework for privacy and data
protection impact assessments’ (European Commission 2009). This framework should
be submitted for endorsement to the Article 29 Data Protection Working Party. That
Working Party rejected the first submission from the side of the industry but it did endorse a revised document in 2011 (European Commission 2011), highlighting in particular the importance of wide stake holder engagement, transparency, dialogue, and
‘privacy by design’ (see also Wright et al. 2013: 161) Moreover, Article 33 of the proposed Regulation determines the requirement for data controllers and their patrons to
perform a PIA before potentially infringing data processing operations. It shall encompass a description of planned operations, an evaluation of risks that might ensue for specific people and groups with regard to their freedoms and rights, as well as envisioned
protection and control measures. A finalised PIA must be handed in to the respective
supervisory office.
Surveillance impact assessment
The question arises whether PIA instruments are sufficient to close the inconsistencies
between law and practice. The aforementioned focus of discourses on ethical and social
implications of surveillance has been criticised as unduly narrow. In the words of David
Lyon, the risks ‘go well beyond anything that quests for “privacy” or “data protection”
can cope with on their own’ (Lyon 2003: 2). Concerns pertaining to psychological
harms, or to the availability of countermeasures against surveillance have not received
sufficient attention in the PIA literature, nor in the operationalization of PIA methodologies. There is thus an urgent need to operationalise such concerns, including the
question of how privacy is socially distributed among different social groups.
Building on Marx’ approach, Charles Raab has picked up on the idea of actively ‘questioning surveillance’ in a Report on the Surveillance Society, prepared by the Surveillance Studies Network for the UK Information Commissioner’s Office in 2006. This
Report coined the term surveillance impact assessment. While it ‘may include, but also
transcend, privacy itself’, surveillance impact assessment is first of all grounded in the
observation that ‘many surveillance practices have a direct effect on the nature of the
society in which they are embedded, in terms of categorical discrimination (or empowerment), social exclusion, and other outcomes that would still be causes of concern even
if the invasion of individual privacy were not in question’ (Surveillance Studies Network 2006: 93). In two further papers David Wright and Charles Raab argued that a
surveillance impact assessment shall follow the process of a PIA, however the authors
point out principle differences between both: first of all, surveillance impact assessment
extends the normative perspective addressing also other ‘social, economic, financial,
political, legal, ethical and psychological’ issues and impacts. Moreover, its focus is not
the individual and related societal effects of privacy infringement, but ‘social groups or
society as a whole’. Finally, due to this extended perspective, surveillance impact assessment must ‘consult and engage with a wider range of stakeholders than a PIA’
(Wright & Raab 2012: 615).
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Societal Impact under FP7
The ASSERT toolkit builds upon work on societal impact of security research, including measures included in the European Union’s Framework 7 Security Research Programme.
Under the Seventh Framework Programme for Research (FP7) 2007-2013, the European Commission has made EUR 1.4 billion specifically available for Security Research. The European Commission’s Directorate General Enterprise organised a workshop on societal security in R&D in July 2010 in response to a consensus that the
Framework 7 Security Research Programme was at a key point in its lifecycle. A report
by the European Security Research & Innovation Forum (ESRIF) highlighted the importance of a holistic understanding of European security, including the security of society and rigorous social engagement.
As a result of that report the Societal Impacts of Security Technologies group was established in 201. The role of the group was to bring together experts from security, industry, academia, the NGO and policy communities to ensure an adequate understanding of what was being proposed under European security research programmes, and to
understand potential undesirable impacts. Key concerns included citizen rights, research
ethics, societal relevance and security technologies and civil liberties inside and outside
the EU. The group concluded that existing ethical review structures in place under the
FP7 research protocol focused on a narrow range of specific issues, and not the wider
societal issues that often arise in security research. In its report, the group recommended
that:











societal impact assessment must start at the programme level, and be addressed
in work programmes and texts
security research is inseparable from societal impact, therefore there should be
formal consideration of social impact in projects, up to dedicated work packages
for particularly sensitive topics
the assistance of civil society experts should be sought to review the Work Programme
sensitive topics should be clearly designated as such within the Work Programme
there should be a clear narrative of the importance of compliance with legal and
regulatory frameworks both for research projects, and the later implementation
of any outputs
DG ENTR should provide training and education for current and future project
teams, and project officers, in relation to the challenges of developing technologies with potentially negative social consequences
further work should be undertaken to develop a toolkit for societal impact assessment.

The Societal Impacts Group also developed a checklist for security R&D. This was included in “Impact” section of FP7 proposals, however proposals were not formally assessed on the answers to these questions.
Ensuring security research meets the needs of society
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What documented societal need(s) does the proposed research address? (e.g.
life, liberty, health, employment, property, environment, values).
How will the research outputs meet these needs? How will this be demonstrated? How will the level of societal acceptance be addressed?
What threats to society does the research address? (e.g. crime, terrorism, pandemic, natural and man-made disasters, etc).
How is the proposed research appropriate to address these threats?

Ensuring security research benefits society




What segment(s) of society will benefit from the increased security as a result of
the proposed research?
How will society as a whole benefit from the proposed research?
Are there other European social values that are enhanced by the proposed research, e.g. public accountability and transparency; strengthened community
engagement, human dignity, good governance, social and territorial cohesion,
sustainable development etc?

Ensuring security research does not have negative impacts on society





If implemented, how could the research have a negative impact on the rights
and values enshrined in the Treaties (e.g. freedom of association, freedom of
expression, protection of personal dignity, privacy and data protection etc.)?
If implemented, how could the research impact disproportionately upon specific
groups or unduly discriminate against them?
What specific measures will be taken to ensure that the research outcomes
comply with the European Charter of Fundamental Rights and to mitigate
against any of the negative impacts described above?

Societal Impact under Horizon 2020
Horizon 2020 brings together all existing European Union research and innovation
funding, including the Framework programme for research.
This page will provide information on the societal impact assessment requirements of
security research under H2020. This page will be updated as information becomes
available.
Proposals submitted will be evaluated on the basis of excellence, impact, and quality
and efficiency of the implementation. Individual work programes detail specific details
and requirements. The most relevant programme for security research is Secure Societies – protecting freedom and security of Europe and its citizens.
The primary aims of the Secure Societies Challenge are:




to enhance the resilience of our society against natural and man-made disasters,
ranging from the development of new crisis management tools to communication interoperability, and to develop novel solutions for the protection of critical
infrastructure;
to fight crime and terrorism ranging from new forensic tools to protection
against explosives;
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to improve border security, ranging from improved maritime border protection
to supply chain security and to support the Union’s external security policies including through conflict prevention and peace building;
and to provide enhanced cyber-security, ranging from secure information sharing to new assurance models.

Conducting a Societal Impact Assessment
This page contains resources and guidance for conducting a societal impact assessment
as part of a security research project.
In this section you will find reasons to conduct an SIA, best practice criteria, and stepby-step guidance (for the three key stages of planning and preparation, consultation and
analysis, and reporting and responding).

Why assess societal impact?
Security research and innovative application of security technologies is a complex and
heterogeneous field that pulls together various academic disciplines and different types
of organisation. Several features characterise the field of security research. These fea-
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tures include ethical and social issues that have been identified by different research
fields.
Security itself is socially and institutionally valued, attracting significant funding
streams and market attention. The security industry is regarded as an important economic sector for Europe (McCarthy 2012). Security has a particular institutionalisation
within policy-making communities (Chilton, 1996:23). Security research programmes,
such as the EU’s Secure Societies (European Commission:
http://ec.europa.eu/programmes/horizon2020/en/h2020-section/secure-societies%E2%80%93-protecting-freedom-and-security-europe-and-its-citizens) effort, therefore
take place within these social, economic and political contexts.
Identifying some feature of the world as a security issue is to grant it a particular privileged political status and to start to frame the issue in a specific way, deserving political
and social responses and identifying it as the responsibility of certain political actors
(Buzan et al 1998). This framing of what counts as a security risk is known as securitization and has been the subject of considerable research within international relations
security studies (Buzan and Hansen 2009). Similarly, security practices, including research and innovation, can contribute to the normalisation of security (Nissenbaum
2009: 161), with security becoming an organising principle across many areas of social
life, sometimes to the detriment of other values or principles, such as, for example, privacy, transparency, freedom of speech or the democratic process. Security impacts can
be powerful, and frequently distributed unevenly across society (for example, border
security measures may be intended to increase national security, but can increase insecurity for asylum seekers and immigrants). Some groups are particularly vulnerable to
the negative impacts of security research and implementation and often excluded from
decision-making processes. These groups can suffer from cumulative disadvantage,
which in turn can have negative implications for social cohesion (Lianos 2000). Security processes often have the potential to negatively impact citizen’s fundamental rights.
Security (and security research) is part of the political process; however, societies often
experience periods of delay between the societal impacts of security policy and intervention, social awareness of these impacts, their examination in the democratic process
and responses to them from law and regulation. During this lag, security practices and
technologies can become entrenched in areas of social life making it difficult to dislodge them. A related problem is function creep, where security technologies installed
for one purpose are used for secondary, initially unintended or unstated uses. Misalignment and disjunction between agencies and actors with responsibility for promoting
security technology, and those with responsibility for assessing, controlling and in some
cases limiting and preventing negative impacts, can also exacerbate these situations (Rip
& Schot 1997).
Security research, especially in the fields of crime prevention and national security, often has less transparency than in areas where national interests are not seen as affected
in such an immediate way, and governmental bodies are less centrally involved. There
is limited public access to knowledge about the research. This often serves to exclude
stakeholders, whilst at the same time limiting the acceptability of security measures,
causing them to be viewed with suspicion.
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It is important for people and institutions involved in both security research and the innovative application of security technologies to consider the wide range of possible societal impacts of these activities, as a response to the above political and social issues,
and as part of maximising the positive social benefits of security research whilst minimising the negative effects. Societal impact assessment therefore has a critical role in
the security research and implementation process.
SIA is the process of understanding, managing and responding to the societal impacts
that arise from security research and the application of innovative security measures.
The use of the term societal (rather than social) connotes the inclusion of anything affecting human, natural or artefactual systems, rather than just those effects that impact
upon humans and their interactions. It also allows us to distinguish the process from
social impact assessment, as discussed below.
From a positive perspective, societal impact assessments can also provide a better understanding of the productive and socially desirable impacts that arise from security
research, including how best to maximise these contributions. Conducting impact assessment exercises as part of security research and innovation contributes towards the
evidence base for these activities. SIA can contribute towards understanding the societal
impact of larger scale research funding frameworks and policies, including their contribution toward policy objectives (for example, the partial goal of European Union security research funding in boosting the competitiveness of the EU security industry).
Security research and innovation are, by definition, intended to produce, encourage or
support security as societal impact. An inclusive definition of security includes those
practices and technologies aimed at strengthening social bonds and social resilience
using social policy tools as well as just preventive measures against particular threats.
This understanding of security aligns with the concept of human security. Rather than
conceptualising security as an outcome of using security technologies, security is conceptualised here as one of the societal impacts of security measures. Although security
research and the implementation of security measures have internal differences, this
paper discusses them together, as they are both amenable to the assessment approach set
out here.
Buzan, Barry, and Lene Hansen (2009) The Evolution of International Security Studies,
Cambridge UK: Cambridge University Press, 2009.
Chilton, P. (1996) Security Metaphors: Cold War Discourse from Containment to
Common House. New York: Peter Lang.
European Commission, ‘Secure Societies – protecting freedom and security of Europe
and its citizens.’ http://ec.europa.eu/programmes/horizon2020/en/h2020-section/securesocieties-%E2%80%93-protecting-freedom-and-security-europe-and-its-citizens accessed 29 January 2014.
McCarthy, Sabhbh (2012) Report of the Societal Impact Expert Working Group: EC
DG ENTR Report.
Nissenbaum, Helen (2009) Privacy in Context: Technology, Policy, and the Integrity of
Social Life, Stanford: Stanford Law Books.
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Rip, Arie, and Johan Schot (1997)’The Past and Future of Constructive Technology
Assessment’, Technological Forecasting and Social Change. 54(2-3): 251-268.

Good practice criteria
This page presents a summary of the ASSERT criteria for good practices in societal impact assessment, followed by a more detailed account of each criteria.

1. Has the SIA design the potential to reframe the project and R&D process?
- If yes, how open is the outcome of the process? What are the implications of this?
2. Is consultation being taken seriously?
- How can this be established (agency assessment)?
- Who is in the position to define what is important and less important?
- Are the roles and responsibilities clearly defined?
3. Is the process flexible?
- What level of flexibility is productive?
4. Is the process iterative?
- Where in the R&D process does SIA create an impact?
5. Is the administrative burden reasonable?
- How can this be established?
6. Is the process transparent?
- Are there situations where transparency cannot or should not be achieved?
7. Are the limitations of the process explicitly stated?
- Resources, access to knowledge, temporal scope, excluded groups (ignorance)
- Communication but not marketing of the project
8. Is the prevalent understanding of societal security in a given project clearly defined?
- How does the project enhance security?
- Whose security?
9. Is societal impact clearly defined?
- Impacts (benefits, unintended consequences, harm) on individuals, households and
enterprises and communities at each level
10. What kind of knowledge is being produced in the SIA procedure?
- Scientific Knowledge
- Knowledge for political and societal decision making
- Knowledge about risk
- Why is it important to define beforehand what knowledge is at stake?
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SIA Good Practice Criterion 1: Does the SIA design have the potential to change the
project and R&D process?
On a conceptual level, a best practice criterion for carrying out societal impact assessments in practice is to not limit them to being merely risk assessment exercises. While it
is certainly important to identify risks and to take appropriate measures to pre-empt,
minimise, or mitigate them, it is equally important to understand societal impact assessment as a process that broadens the range of alternatives by reframing an issue instead of sticking to “a pre-determined range of possible alternatives” (Prainsack/Ostermeier 2013: 17). The potential of the SIA design to reframe the project and
R&D process is therefore the first important good practice criterion to plan and assess
SIA procedures.
The extent to which there is potential to reframe the project (including the project’s
goals and how they will be reached) will largely depend on how open the outcome of
the process is. If very specific deliverables are promised, then the capacity to change or
modify the project will be more limited than if the deliverable specification was more
open, allowing for the inclusion of unanticipated findings and results. This also raises
the question of whether or not there should be criteria that, if met, would lead to the
abandonment of the project. While the latter is not a possibility at present in most R&D
projects in the security research domain, it is important to carry out a threshold analysis
at the pre-application stage to determine whether or not the inclusion of the scenario of
project abandonment is necessary. Pertaining to a less ‘extreme’ scenario, and probably
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more important for the implementation phase of projects, is the question whether and
how the core mission or stakes of and in a project can be reframed while it is under way.
This question needs to be addressed both in terms of its implications for research activities as well as in terms of project management and reporting.
Closely related to the reframing of research questions and objectives is the topic of public, user, and stakeholder participation. While participative approaches in research are
becoming increasingly common in both applied and basic research, reviewing the relevant literature (see Prainsack/Ostermeier 2013) one frequently encounters the concern
that too often, participation is being considered not as an opportunity for genuine learning but an ‘education exercise’ to create consent and acceptance among those who may
be sceptical or resistant. In other words, participation serves the purpose of reducing
friction points and increasing acceptance (see also Bogner 2012). In order to facilitate
opportunities for genuine learning, it is important to render power differentials visible
and put them on the discussion and negotiation agenda (see also Wadhwa et al. 2014).
Questions to be discussed include: Who is likely to benefit from the research that the
project sets out to do? How are they likely to benefit, and at the cost of whom? Who
will be empowered and disempowered by this research (see Prainsack/Toom 2010)?
Who is likely to suffer adversity, and how can these asymmetries be balanced? What are
the external factors of the project impacting on the research activities? The second SIA
good practice criterion can therefore be identified as follows:
SIA Good Practice Criterion 2: Is participation being taken seriously?
Attempts to plan and manage the societal impact of security research projects will need
to produce knowledge about how users, stakeholders, and publics can be included in the
most productive manner. One way to facilitate the careful consideration of issues pertaining to the nature and format of participation is to explore the distribution of power
and agency following the guidance by Prainsack (2014). In cases where such a deeper
assessment cannot be carried out, it is important for SIA plans to at least make explicit
who is in the position to define what is important and less important. Furthermore, the
roles and responsibilities of all project participants (and users and other stakeholders
that are included in the project) need to be clearly defined from the beginning on. Any
kind of user, stakeholder, or public participation should be conceptualised as a process
that is supposed to have an impact on security research and not to create acceptance or
reducing opposition. It is in this line of thinking that “a dialogue among different individuals and groups who are considered (or consider themselves) as potentially affected
by a planned project is a benefit in itself.” (Prainsack/Ostermeier 2013: 5) It needs to be
emphasised, however, that it is important for SIA planners and managers to act upon the
constructive ‘irritation’ that this dialogue can create (e.g. by adjusting or amending the
project’s goals, methodologies, user engagements, etc.).
The conceptualization of SIA as a genuine learning process as opposed to a risk management process constitutes a major difference that allows for the identification of a
number of more specific best practice criteria, reflecting reservations against an overly
instrumental take on SIA. One of them is flexibility that should allow to sufficiently
acommodate the impact of a SIA process.
SIA Good Practice Criterion 3: Is the process flexible?
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Project managers and researchers will need to determine the level of flexibility that ensures a productive SIA process. Closely related to the need for flexibility is the requirement to design SIA processes in a way that ensures their implementation from the early
stages of the research projects, and their ability to feed the results into the R&D process.
SIA Good Practice Criterion 4: Is the process iterative?
Deliverable D1.2 of the ASSERT project concluded that “In this spirit, the main outcome of ASSERT should be a resource that requires and structures critical reflection,
guiding and facilitating the conduct of societal impact assessment…” (Prainsack/Ostermeier 2013: 5) The demand for an iterative process however bears the tendency to create a second layer of project planning and management. This can a burden
for research budgets and another strain on the limited time that researchers have available. Taken together, the requirement of rendering processes iterative can pose a risk for
the acceptance of SIA plans, and lead to their perception as a burden rather than a benefit. [D2] What every SIA can do, however, is to facilitate iterative processes wherever it
is meaningfully possible (e.g. where project participants support this and see this as a
benefit).
SIA Good Practice Criterion 5: Is the administrative burden reasonable?
One way to achieve the goal of keeping the administrative burden that a SIA adds to a
project very limited, or – even better – to design SIA in such a way that it helps to decrease administrative burdens throughout the project, is to redesign existing assessment
processes that are already in place in some institutions or to broaden/adjust the scope of,
for example, ethical review procedures. ASSERT argues that good practice criteria can
be helpful both for developing SIA plans that facilitate both genuine learning and the
redesigning of existing assessment processes to contain or reduce administration costs
(in the wide sense of the word). Another important measure is to be very explicit about
why, at certain stages in the process, SIA might create extra work, and how this benefits
the overall project. If the benefit is unspecific or unclear, SIA planners and managers
should consider cancelling the effort. Scaling down the scope and impact of SIA during
the course of a project belongs to the abovementioned flexibility requirement in the
same way that scaling it up does.
The research carried out within ASSERT highlights that it is important to understand
the difference between SIA on the one hand, and evaluation on the other, when planning
or managing SIA processes. Although the two processes can shade into one another,
their points of gravity are different: While SIA has a prospective scope, evaluation has a
retrospective scope. It is therefore important to define what the focus of the prospective
scope should be: unintended consequences, questions regarding who benefits, or positive outcomes? This process includes far-reaching decisions about what needs to be
known, what can be left aside, and possibly even what should be concealed in SIA
processes. Furthermore, it should be made clear in the SIA plan who has access to
which kind of knowledge, and to highlight to what extent transparency is desirable: are
there situations where transparency cannot or should not be achieved? Rappert (2012),
for example, has shown how ignorance and concealment contribute to the production of
order in negotiation and assessment procedures in the international security policy making domain. This approach and the literature on “ontopolitics” (Mol 2003) can make a
fruitful contribution for conceptualising transparency in SIA processes by showing that
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transparency and accountability always involve decisions about issues that should not
be made transparent.
SIA Good Practice Criterion 6: Is the process transparent?
One crucial example for the importance to consider the scope of SIA on the time scale is
the question whether or not a SIA plan should go beyond the formal end of a project
(e.g. after funding has ended). While there are good reasons for why this should be the
case, mainly because the results of projects are likely to continue to impact on society in
various ways after the project has concluded, budget limitations render it unlikely that
serious attempts to manage the impact of the results will be made. Awareness and transparency about such limitations increases both the transparency of the SIA procedures as
well as an understanding of its limitations. A clear statement about the societal impacts
that have not been taken into account in the SIA management plan can help to avoid
misunderstandings about the remit and scope of a particular SIA process. A relevant
example for this is the proliferation of security technologies in countries outside of the
European Union. NGOs like Statewatch have repeatedly voiced concerns that efforts to
strengthen the consideration of ethical and societal issues in security research are of
little value if findings and products are developed for export to markets outside of the
European Union.[1] The transnational dimension of impacts tends to be neglected in the
SIA literature.
SIA Good Practice Criterion 7: Are the limitations / the scope of the process clearly
stated?
Besides the inevitable limitation that access to relevant data and information tend to be
restricted in many contexts in the security domain, other likely limitations pertain to
resources and the temporal scope. Moreover, related to user involvement, stakeholders,
and publics, even the most participatory approaches will have limitations, which should
be openly talked about (also with users, stakeholders, or members of the public, before
they agree to participate). The latter point is also relevant regarding the objectives of the
dissemination strategy, which should be aimed at communicating the results of the project and the SIA process, but not to simply ‘sell’ it. Considerable emphasis has been put
(in our workshops) on the use of social media as a means to communicate with the
broader public beyond the SIA processes.

Qualitative Issues of SIA
While the first seven criteria have primarily addressed issues of knowledge and power
as well as conceptual issues, the final three criteria address qualitative issues of SIAs. A
general requirement that can be inferred from the literature and the research carried out
within ASSERT is the need to clearly define how societal security is understood and
how the societal impact of a research programme, a project, or a product, is conceived.
While the societal security concept lacks a coherent definition, its benefit for SIA is that
it refers to the procedural dimensions of security (Buzan et al. 1998). Authors working
in a project on European Security Trends and Threats in Society (ETTIS) have defined
the term societal security as signifying “ultimately what different societal actors perceive as societal security. By its very nature, societal security is continuously in the
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making, and it harnesses a variety of stakeholder perspectives” (ETTIS 2012: 4). In
general, according to the ETTIS consortium, the concept societal security is concerned
with four aspects: definitions, dimensions, sources and societal security strategies &
governance (ibid.). The report provides for a working definition describing societal security as “the security of societal sources of human well-being in general, and the societal sources of individual security in particular” (ETTIS 2012: 23, original emphasis).
SIA Good Practice Criterion 8: Is the prevalent understanding of societal security in
a given project clearly defined?
Applying the four aspects of societal security identified in the ETTIS Report to the SIA
debate, they require SIA planners to consider and make explicit (a) how societal security is being defined and delineated, (b) the scope of the concept, (c) the factors that
impact on societal security, and (d) how “strategies can be devised and implemented at
any level … in a coordinated and coherent manner in order to increase security” (ETTIS
2012: 7). In short, explicitly reflecting on how a project impacts on societal security (in
its prevalent or relevant iteration) requires SIA planners to reflect the implicit understanding of security and how their project is related to this understanding. This opens
security research to a broader understanding of both securities and societies. The concept societal security is also helpful in overcoming what has been called a technology
fetishism in security research, suggesting ever more technological ‘fixes’ for inherently
societal issues (see Hayes 2009 and IRISS 2012).
In Deliverable 1.2 we emphasised the need to render SIA an assessment of societal impacts, including a much broader scope of SIAs than approaches referring to social impact assessments. SIA planners and implementers should thus be asked to specify how
they conceive of societal impacts of the project. Broadly speaking, societal impacts can
be understood as the impacts (e.g. benefits, unintended consequences, harm) on individuals, households and enterprises and communities at each level of society. It is important to avoid limiting the scope of an SIA plan to those directly and obviously affected by a project but to include also those who may be affected indirectly. In addition,
there is a need to identify the range of societal impacts that are considered and dealt
with in an SIA plan. Wadhwa et al. (2014) provide for a detailed step-by-step guidance
on how to identify societal impacts.
SIA Good Practice Criterion 9: Is societal impact clearly defined?
Finally, our consultations with experts and stakeholders have consistently shown that
there is a need to specify the kind of knowledge that is being produced in a SIA. This is
important also for the purpose of expectation management. Cashmore (2004), for example, distinguished the purpose and the role of the knowledge produced in Environmental
Impact Assessments. By making this distinction, he pointed out to the contradiction that
impact assessments are at the same time expected to produce objective knowledge or
‘facts’ about the projects that can at the same time be used for decision making in inherently political matters. Citing Ulrich Beck, who claimed that “scientific rationality
without social rationality remains empty; but social rationality without scientific rationality remains blind” (Beck 1992), Cashmore argued that in impact assessments, “social
science theory becomes more than simply an adjunct to a technical process; it becomes
integrated with, and integral to, EIA theory concerning the role of science” (Cashmore
2004: 413).[2] This leads us to our final criterion.
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SIA Good Practice Criterion 10:What kind of knowledge is being produced in the
SIA procedure?
Projects like VALUESEC have shown that impact assessments will always need to include the gathering and analysis of qualitative data, if not solely, in addition to quantitative data.[3] SIA planners and implementers need to be aware of the differences between scientific knowledge, knowledge for political and societal decision making, and
risk management knowledge. Considering the type of knowledge helps to avoid predetermining the outcome of the SIA by using inadequate causal assumptions and definitions (Cashmore 2004: 422). Precisely for the reason that SIA cannot and should not
meet academic standards in knowledge production and analysis, it is capable of accommodating different societal realities of R&D projects (ibid).

[1] See for an example on spying software proliferation:
https://citizenlab.org/2013/03/you-only-click-twice-finfishers-global-proliferation-2/
[2] The acronym EIA in this citation refers to Environmental Impact Assessment.
[3] http://www.valuesec.eu/content/valuesec-project

Methodology
The core of the proposed methodology for SIA is based upon an analysis driven by interaction with stakeholders and posing a series of questions that enable the discovery of
varying views on impacts. This enquiry is divided into six different aspects of societal
impacts as shown in the figure below, and the enquiry is completed in an approach
commonly used in curriculum design[1] (moving from basic questions to increasingly
more complex ones as more is learned, cycling or spiraling back through the same topics multiple times).
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Figure 2: Methodology (source: Barnard-Wills, Wadhwa & Wright)
The various aspects of societal impact that are evaluated include those suggested by
Vanclay (2003: 7) attributed in part to ideas developed by Armour), which have been
combined here into six main groups (Vanclay separates culture from community as well
as way of life from fears and aspirations):










Way of life, fears and aspirations (how people live and interact with each
other on a daily basis, their perceptions about their safety and that of their
communities, and their aspirations for future, including the future of their children);
Culture and community (people’s shared beliefs, customs, values and languages, the cohesion, stability and character of their communities);
Political systems (participation in the decisions and processes that affect
people’s lives, the nature and functioning of democratic processes, and the resources available to support people’s involvement in these);
Environment (access to and quality of air, water, and other natural resources,
the level of exposure to pollutants and harmful substances, adequacy of sanitation);
Health & well-being (physical and mental wellbeing, not just an absence of
infirmity);
Personal and property rights (economic effects, civil rights and liberties,
personal disadvantage) (2002).

The assessor should start the SIA evaluation process by looking at any one of the above
aspects in three different dimensions:
1)

First examine whether the security research project meets the needs of society;

2)
Iterating a second time through the same six aspects, review the potential externalities or costs to society, enumerating risks and identifying ways to mitigate them;
3) Finally, pass through the six societal impact aspects a third time to identify potential benefits to society.
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With each re-evaluation of the six aspects, the assessor and stakeholders have the opportunity to rethink answers to previous questions based upon answers across each of the
earlier assessments, providing an opportunity to go back and rethink impacts where new
information has been brought to light or where new ideas have emerged.
The following set of questions provides a basis for examining the social needs, potential
costs and risks, and potential benefits of security research. The questions are based upon
the societal impact checklist for R&D developed by the Societal Impact Expert Working
Group in their report to the European Commission’s Directorate-General for Enterprise
and Industry (McCarthy 2013).

Meets
needs of
society?

Ensuring
security
research
does not
have
negative
impacts
on society

1. Which documented societal security need(s) does the proposed research address? (e.g. life, liberty, health, employment, property, environment, values).
2. How will the research output meet these needs? How will this be
demonstrated? How will the level of societal acceptance be assessed?
3. Is the research project aware of challenges to these needs?
4. Does addressing the documented societal needs through the proposed research require any trade-offs with other documented societal needs? How is this trade-off decided? Is this trade-off still valid if
the research is less effective than anticipated?
5. What threats to society does the research address? (e.g., crime, terrorism, pandemic, natural and man-made disasters).
6. How is the proposed research appropriate to address these threats?
7. What other measures could be adopted to address these threats?

1. How could the research have a negative impact on human dignity?
2. … on the right to life?
3. … on equality before the law?
4. … on freedom of thought?
5. … on freedom of opinion and information?
6. … on privacy?
7. … on protection of the family?
8. … on freedom of movement?
9. … on rights of ownership?
10. … on freedom of assembly?
11. … on freedom to choose an occupation?
12. … on working conditions?
13. … on collective social rights?
14. … on social welfare?
15. … on rights to an education?
16. … on the principle of democracy?
17. … on rights of access to information?
18. … on rights of access to the courts?
19. … on access to public space?
20. If implemented, how could the research have a negative impact on
this aspect (culture and community, way of life, etc.)?
21. How could the research impact disproportionately upon specific
groups or unduly discriminate against them? How could the research
increase discrimination?

Could the research have impacts upon vulnerable groups (including, but not
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limited to: women, the elderly, disabled people, children and young adults,
homeless people, economically disadvantaged people and people in precarious situations, immigrants or non-citizens, and lesbian, gay, bisexual, transgender or queer (LGBTQ+) identifying people.

Ensuring
security
research
benefits
society

1. What segment(s) of society will benefit from increased security as a
result of the proposed research?
2. How will they benefit?
3. Are additional measures required to achieve this benefit?
4. Are additional measures possible to extend these benefits to other
segments of society?
5. In what contexts might this benefit be lacking or not be delivered by
the research project?
6. How will society as a whole benefit from the proposed research?
7. Are there other European societal values that are enhanced by the
proposed research, e.g. public accountability and transparency;
strengthened community engagement, human dignity; good governance; social and territorial cohesion; sustainable development.

Table 2: Assessment questions (source: Barnard-Wills, Wadhwa & Wright)

[1] “Spiral Curriculum” was originally suggested by Jerome Bruner. See Bruner,
Jerome, The Process of Education. The President and Fellows of Harvard College,
Cambridge, MA, 1960.
McCarthy, Sabhbh (2012) Report of the Societal Impact Expert Working Group: EC
DG ENTR Report.
Vanclay, Frank (2003a) ‘International Principles for Social Impact Assessment ‘. Impact Assessment and Project Appraisal, 21(1): 5-12.

Planning and Preparation
This approach acknowledges that for many types of security research, there is a need to
conduct societal impact assessments during the research planning or proposal stage. At
this stage, there may be minimal resources available to support extensive societal impact efforts, including in-depth consultation. Structured consideration of societal impact at this stage can improve the quality of the research design being proposed or considered, and is crucial to ensure that negative societal impacts are not locked into the
research design.
Identify the SIA team and set the team’s terms of reference, resources and time frame
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The research project manager should be responsible for the conduct of a SIA, but she
may need some additional expertise, perhaps from outside her organisation. Depending
on the estimated scale of the SIA, the project manager or the designated societal impact
assessor may need to form a team to undertake the SIA. The team could bring together
expertise from information security experts, lawyers, operations managers, ethicists,
public relations experts, etc. As the SIA progresses, the assessor may find that she needs
still other expertise. The benefits of a dedicated manager and interdisciplinary team,
which ideally includes some social science expertise, is supported by existing methodologies of social impact assessment (Kemp 2011:30). Eurobarometer research suggests
that the European public is most receptive to accounts of research that come from researchers themselves (TNS Opinion & Social 2013).
The project manager and/or the organisation’s senior management should decide on the
terms of reference for the SIA team, its budget and its time frame. The assessor may
come under considerable pressure to complete the SIA quickly so as not to delay the
project, but she may need to resist compromising the integrity and adequacy of her SIA
mission and may need to ensure she has the full support of the organisation’s CEO
and/or its management board. The terms of reference should make clear that the societal
impact assessment is a process, and that the process will need to continue beyond preparation of the SIA report. If the assessor’s work or that of an external consultant comes to
an end with publication of the report, the project manager and/or the organisation’s
CEO and/or management board should decide how implementation of recommendations
will be monitored and who will be responsible for the monitoring and what factors will
determine whether the SIA report needs to be updated.
For research projects, it may be appropriate to dedicate a work package or stream of
activity to the societal impact role. If this is done, it is important to ensure that this work
package is integrated with the other elements of the project, perhaps through shared
personnel or making later elements of the work dependent upon stages of the SIA report.[1]
Prepare the SIA plan
The assessor should prepare a plan for conducting the SIA. She can prepare the SIA
plan using this SIA process document, but may need to tailor it to the exigencies of the
project to be assessed. The plan should spell out the objectives of the SIA, what is to be
done to complete the SIA, who on the SIA team will do what, the SIA schedule and,
especially, how the consultation will be carried out. An important part of the plan
should address consultation. It should specify why it is important to consult across each
of the six societal impact areas, who will be consulted and how they will be consulted
(e.g. via public opinion survey, workshops, focus groups, public hearings, online experience, specialist consultation tools).
The SIA should also include if and how societal impact will be included in any postresearch evaluation activity.
Determine the budget for the SIA
Once the project manager and/or assessor have prepared an SIA plan, they can estimate
the costs of undertaking the SIA and seek the budgetary and human resources necessary
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from the organisation’s senior management. Unfortunately, the assessor may be constrained in what she can do in the SIA by the budget allocated by the organisation. If the
assessor is unable to do an adequate SIA, she should note this in her SIA report. The
assessor may need to revise her SIA plan based on the budget available.
Describe the project to be assessed
The assessor should describe the project or technology or service to be assessed. As the
development of the project or technology or service may still be at an early stage, there
may not yet be that much known about the project. The assessor can update the description as more becomes known. The description can be used in at least two ways – it can
be included in the SIA report and it can be used as a briefing paper for consulting stakeholders. The description of the project should provide some contextual information
(why is the project being undertaken, how is it funded, who are the project members and
participants, who are the intended audiences for the findings of the research, how does it
relate to other ongoing security research activity conducted by the project members).
The project description should state who is responsible for the project. It should indicate
important milestones and, especially, when decisions are to be taken that could affect
the project’s design.
Identify stakeholders
A critical component of societal impact assessment is the participative inclusion of
stakeholders in the assessment of the security research project or security measure application. The assessor should identify stakeholders, i.e. those who are or might be interested in or affected by the project, technology, service or other initiative. The stakeholders could include people who are internal as well as external to the organisation.
Involving a variety of stakeholders provides an opportunity for any potential risks to be
highlighted and eventually managed. Given the potential breadth of societal impact
across different categories of impact, the way that “stakeholders” is understood should
be broad and inclusive.
Kemp provides a list of parties who could potentially be affected by a planned project or
policy and should thus be engaged within the context of SIA (Kemp 2011). Building
upon this list, and customising it for the security research process provides the following summary:











personnel or managers with carriage of the social agenda within project proponent organisations;
researchers, designers, engineers, developers, potential suppliers, security experts and others who will carry out the research activity;
assessors who are commissioned to undertake or facilitate the societal impact
assessment process, either internally or from outside of the organizational
structure of the project proponent;
project-affected peoples, up to and including representatives of the general public
regulators;
civil society organisations, including civil rights advocates;
the media;
academics;
businesses.
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The assessor should identify these different categories and then identify specific individuals from within each category, preferably as representative as possible. The stakeholders of a project, and particular people who might be affected by the project, will be
dependent upon the context of the project and the way in which it is conducted. This
means that the above list cannot be inclusive and the project assessor must make efforts
to identify other stakeholders as appropriate. Social relations are complex, and stakeholders, especially those affected by unintended consequences, may not be apparent to
the SIA team. The SIA process should therefore include opportunities for individuals,
groups and organisations to self-identify as stakeholders and request participation in the
assessment activity. Some stakeholders may only become apparent as the SIA progresses. If necessary or useful, they too should be brought into the consultation process.
The range and number of stakeholders to be consulted should be a function of the likely
societal impact as identified in early stages of the spiral methodology, including the
number of people who could be affected. Thus, the number of stakeholders to be consulted could be relatively limited if the project or service is also expected to be small,
e.g. the project or service might involve only employees of a small or medium-size enterprise. The proper involvement of stakeholders may require additions to the SIA team,
either to encourage participation by stakeholders, or to bring key stakeholders, who may
be most affected by the project into the SIA team directly.

Next: Consultation & Analysis

[1] In the course of the SIA, it may become apparent to the assessor that the organisation needs to spend more time on raising the awareness of employees (including researchers) about societal impact issues. The background context section of the report
can be used to state what the organisation does now to raise employee awareness of
societal impacts, and where it could improve.
Kemp, Deanna (2011) ‘Understanding the Organizational Context’. In Frank Vanclay,
Frank and Ana Maria Esteves, (Eds.), New Directions in Social Impact Assessment:
Conceptual and Methodological Advances, Cheltenham: Edward Elgar.

Consultation and Analysis
The four stages in this section involve the analysis of societal impacts using an iterative
process based upon the methodology, and in concert with identified stakeholders, that
looks at each of six aspects of societal impacts as described above.
Consult with stakeholders
The project manager and/or societal impact assessor should enter a dialogue with as
many stakeholders as appropriate or meaningfully possible (taking into account the
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available budget). There are many reasons for doing so, not least of which is that they
may identify some societal risks not considered by the project manager or assessor. By
consulting stakeholders, the project manager may forestall or avoid criticism that they
were not consulted. If something does go wrong downstream – when the project or
technology or service is deployed – an adequate consultation at an early stage may help
the organisation avoid or minimise liability. Furthermore, consulting stakeholders may
provide a sort of “beta test” of the project or service or technology. Consulted stakeholders are less likely to criticise a project than those who were not consulted. The earlier a consultation process is entered into, the more benefits an organisation can expect
to draw from it as any learning produced can be integrated into the project more rapidly,
and additional information may help to avoid unanticipated problems in the project.
There are several different ways of consulting stakeholders and the assessor should consider which will be most appropriate in the circumstances. The assessor or other members of the SIA team could interview stakeholders directly. They could convene workshops of experts or stakeholder representatives. They could hold focus groups of ordinary consumer-citizens. They could conduct surveys by telephone or e-mail or face to
face. They could post the project description on the organisation’s website and invite
comments. They could hold public hearings where they describe the project and invite
comments from the audience or from experts and then invite comments after the experts
have spoken. They could prepare stories or adverts in the media and invite comments
from readers. They could conduct a Delphi survey of experts, to query them on potential
societal risks now and in the future.[1] There are current EU-funded research projects
which are working to produce structured methods for consultation in security research.[2]
Social impact assessment has attracted a range of cautionary comments in relation to
community participation. That participation can become a tokenistic exercise, can be
inconsistent, often does not involve enough participation in actual decision-making,
being reduced to a form of consultation (Peterman 2004; O’Faircheallaigh 2010; Müth
2000; Bishop & Davies 2002). Moreover, community participation is sometimes used as
a seeming quick fix for problems, without addressing the root of the issue (which often
lies in unequal power distributions that are deeply engrained in polities, and sometimes
in the very institutions of the community whose participation is sought). As a result,
community participation sometimes takes the form of a tokenistic exercise; once “affected communities” – or their leaders – have been heard, the respective box can be
ticked off, and afterwards the rule of previous power relations resumes (Peterman
2004). To avoid this, the participation of stakeholders in an SIA exercise should be dialogic and a partnership, and go beyond simply writing down what stakeholders have to
say. Stakeholders should have access to the researchers and ideally be able to exercise
some influence over the direction of the project.
Compliance with legislation
A societal impact assessment for security research is more than a compliance check;
nevertheless, the assessor or her legal experts should ensure that the project complies
with any legislative or regulatory requirements. These may be high level laws relevant
across contexts, such as (at the European level) the European Convention on human
rights (http://www.echr.coe.int/Documents/Convention_ENG.pdf) and the EU Charter
of fundamental rights (European Parliament et al 2010) as well as more specific laws,
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regulations, codes and guidelines applicable to the specific context and aims of the project being assessed. Research projects attracting institutional support will also have to
comply with relevant standards and criteria selected by funding or sponsoring institutions. Individual institutions will likely have their own guidance on this, which should
be identified here. The exercise of producing the SIA report will likely assist in compliance with these requirements.

The following table presents some legislation at the EU level that may be applicable to
security research projects.

Way of life, fears and Charter of Fundamental Rights of the European Union; Euroaspirations
pean Convention on human rights; Council Directive
2000/78/EC of 27 November 2000 establishing a general framework for equal treatment in employment and
occupation; Directive 2004/38/EC on the right to move
and freely reside; Gender recast Directive 2006/54/EC;
Employment equality Directive 2000/78/EC/
Culture and commu- Charter of Fundamental Rights of the European Union; Council
nity
of the European Union, Directive 2000/43/EC of 29 June 2000
implementing the principle of equal treatment between persons
irrespective of the racial or ethnic origin; Racial equality Directive 2000/43/EC
Political systems

Charter of Fundamental Rights of the European Union; European Convention on human rights.

Environment

Directive 2008/1/EC of the European Parliament and the Council of 15 January 2008 concerning integrated pollution prevention and control: Directive 2011/92/EU of the European Parliament and the Council of 13 December 2011 on the assessment
of the effects of certain public and private projects on the environment.

Health and well-being National Legislation for health; Directive 2011/24/EU of the
European Parliament and of the Council of 9 March 2011 on the
application of patients’ rights in cross-border healthcare; Council Directive of 12 June 1989 on the introduction of measures to
encourage improvements in the safety and health of workers at
work (89/391/EEC).
Personal and property Charter of Fundamental Rights of the European Union; Direcrights
tive 95/46/EC of the European Parliament and the Council of 24
October 1995 on the protection of individuals with regard to the
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processing of personal data and on the free movement of such
data; Directive 2002/58/EC of the European Parliament and the
Council of 12 July 2002 concerning the processing of personal
data and the protection of privacy in the electronic communications sector; Employment Equality Directive 2000/78/EC; Gender goods and services Directive 2004/38/EC; Framework Decision 2008/977/JHA of 27 November 2008 on the protection of
personal data processed in the framework of police and judicial
cooperation in criminal matters.

Table 4: potentially applicable legislation at the EU level (source: authors)

Identify societal impacts and possible solutions
The assessor and her SIA team, preferably through stakeholder consultation, should
identify all possible negative societal impacts, who these will impact, and their likelihood (frequency) and consequence (magnitude of impact) as well as the numbers of
people who could be affected. Often, the best way to identify these impacts is to consider principles associated with each type of societal impact and/or a set of questions
which can help identify negative societal impacts, as provided in section 2.1. The assessor will benefit from engaging stakeholder representatives and experts to have their
views. The assessor, other members of the SIA team and stakeholders consulted should
raise other questions that can help to identify the societal impacts of the proposed project.
The following tables demonstrate how an assessor should use the spiral methodology
and approach the six relevant sectors in three phases.

Assessment Round 1:
Ensuring security research meets the needs
of society
Which documented societal security need(s) does
the proposed research address? (e.g. life, liberty,
health, employment, property, environment, values).
How will the research output meet these needs? How
will this be demonstrated?

Way of
Culture Political Environment Health Personal
life, fears and com- systems
and
and
and aspi- munity
well- property
rations
being rights
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How will the level of societal acceptance be assessed?
Is the research project
aware of challenges to
these needs?
Does
addressing
the
documented societal needs
through the proposed research require any tradeoffs with other documented societal needs?
How is this trade-off decided? Is this trade-off still
valid if the research is less
effective than anticipated?
What threats to society
(e.g. crime, terrorism,
pandemic, natural and
man-made disasters) does
the research address?
How is the proposed research appropriate to address these threats?
What other measures could
be adopted to address
these threats?

Culture Political Environment Health Personal
Assessment
Round Way of
life,
fears
and
com- systems
and
and
2:Ensuring
security
and aspi- munity
well- property
research does not have
rations
being rights
negative impacts on
society
How could the research
have a negative impact on
freedom of association?
How could the research
have a negative impact on
freedom of expression?
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How could the research
have a negative impact on
protection of personal dignity?
How could the research
have a negative impact on
privacy and data protection?
How could the research
have a negative impact on
property rights?
How could the research
have a negative impact on
access to public space?
If implemented, how could
the research have a negative impact on this aspect
(culture and community,
way of life, etc.)?
How could the research
impact disproportionately
upon specific groups or
unduly
discriminate
against them?
Could the research have
impacts upon vulnerable
groups (including, but not
limited to: the elderly, the
disabled, children and
young adults, homeless
people, economically disadvantaged people and
people in precarious situations, immigrants or noncitizens, and lesbian, gay,
bisexual, transgender or
queer (LGBTQ+) identifying people).
How could the research
increase discrimination?

ASSERT
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Culture Political Environment Health Personal
Assessment Round 3: Way of
life,
fears
and
com- systems
and
and
Ensuring security reand aspi- munity
well- property
search benefits society
rations

What segment(s) of society
will benefit from increased
security as a result of the
proposed research?
How will they benefit?
Are additional measures
required to achieve this
benefit?
Are additional measures
possible to extend these
benefits to other segments
of society?
In what contexts might this
benefit be lacking or not be
delivered by the research
project?
How will society as a whole
benefit from the proposed
research?
Are there other European
societal values that are
enhanced by the proposed
research, e.g. public accountability and transparency; strengthened community engagement, human dignity; good governance; social and territorial
cohesion; sustainable development.

Table 5: Assessment phases (source:authors)

being rights
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Deciding how to mitigate or eliminate or avoid or transfer negative societal impacts is
also a somewhat political decision as is the decision regarding which benefits to pursue.
The assessor or project manager or organisation may decide that the benefits of the project or technology outweigh the perceived negative impacts arising from its development and deployment. Societal impact assessment should be regarded as part of the organisation’s risk management, although this should be balanced against the need to actually learn through the process. In order to facilitate socially robust innovation, it could
be argued, SIA needs to provide room for genuine learning on the side of all actors involved, and the possibility that core policies and plans will be aborted or reformulated
needs to remain a possibility.
The organisation should maintain an impact register, wherein the assessor (and/or other
organisation employees) identifies the impacts, their seriousness, what the organisation
has decided (if anything) to do about them, who is the person who is responsible for
managing it. The impact register should be regularly updated (e.g. every six months or
at appropriate milestones in the project), depending upon the length of the research project. It is important to include all identified impacts in this register even if they are accepted at later stages in the process.
Formulate recommendations
Based on her analysis of the societal impacts, the assessor should prepare a set of recommendations, which will form part of the SIA report. The assessor should be clear to
whom her recommendations are directed – some could be directed towards different
units within the organisation, some to the project manager, some to the CEO, some to
employees (including researchers) or employee representatives (e.g. trade unions), to
regulatory authorities, etc. The assessor should provide the rationale for each of her recommendations. The recommendations could include procedural and more general organisational matters, e.g. relating to training and raising awareness and accountability,
as well as those relating specifically to societal impact.
Potential venues and options for the publication of research findings (for example,
open-access publication) can be identified at this stage as they will contribute to the
positive societal impacts of the security research.

Next: Reporting and Responding

[1] For a longer list of possible techniques, see OECD, Stakeholder Involvement Techniques, ISBN 92-64-02087-X, Paris, 2004, pp. 30-32 [Box 2. Commonly cited techniques for informing deliberation through stakeholder
involvement]
[2] see http://securitydecisions.org/about-dessi/, and http://www.siam-project.eu/
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Reporting and Responding
Prepare and publish the report
The assessor should prepare her SIA report, and the organisation should publish it on its
website and/or submit it to an appropriate repository.
An outline and recommended contents of a SIA report are provided in section 3 of this
paper.
Research funding bodies may have specific reporting requirements for societal impact
assessment exercises.
Some organisations may be reluctant to publish their SIAs because they fear negative
publicity or they have concerns about competitors learning something they don’t want
them to. Such concerns seem overdone. Publication offers many benefits and opportunities to the organisation. It demonstrates that the organisation treats societal issues seriously, and consequently its customers or citizens. Customers and citizens are more
likely to invest their trust in an organisation that treats their wellbeing, environment,
individual rights and other concerns with respect. It offers an opportunity to gather additional feedback from stakeholders. It offers the organisation an opportunity to distinguish itself from its competitors. For organisations concerned about publishing commercially sensitive information or security sensitive information, there are solutions.
The organisation can simply redact the sensitive bits or put them into a confidential annex or just publish a summary of the project or, if necessary, provide a copy to the
regulator.
Implement the recommendations
The project manager and/or the organisation does not need to accept all these recommendations, but they should say which recommendations they have implemented already or intend to implement and which they do not intend to implement and the reasons why they do not intend to do so. The organisation’s response to the assessor’s recommendations should be posted on the organisation’s website. This transparency will
show that the organisation treats the SIA recommendations seriously, which in turn
should show consumers and citizens that the organisation merits their trust. The organisation should put in place a mechanism or system for updating the SIA report as necessary and, especially, for monitoring the implementation of the recommendations.
Research funding and support institutions may also wish to be informed of how a research institution is implementing the recommendations.
Recommendations from the SIA may have implications for the research methods and
research design used in a security research project.
Ensure a third-party review and or/audit of the SIA
The value of independent third-party review or audit has been established for privacy
impact assessments, in term of guaranteeing quality and rigour (Stoddart 2013). This is
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likely to hold true for societal impact assessments. For research projects this review will
need to planned for in advance, with appropriate third parties identified. Existing review
bodies, for example research funding agencies, will have their own evaluation and reporting requirements, which may support the external review of the SIA, but these
agencies may not yet have the capacity to fully audit the SIA process.
Update the SIA if there are any changes in the project
Many projects undergo changes before completion. Research on technological development may go in several different directions before achieving its goal. Research with a
social dimension may also uncover previously unidentified societal impacts. Whenever
material changes occur, the project manager and/or assessor should revisit the societal
impact assessment to see whether it needs to be amended, which will almost certainly
be the case where new societal impacts become apparent that were not previously considered. The value of the spiral methodology is that it highlights the importance of revisiting key questions through the lifetime of the project, and holding initial findings
contingent. Depending on the magnitude of the changes, the assessor may need to revisit the SIA as if it were a new initiative, including a new consultation with stakeholders.
Refer to the SIA in any post-project evaluation
The SIA process does not end with the publication of the report, but should be continued into any evaluation work related to the security research project. Depending upon
the scope and scale of the project, additional resources and methods may be available to
evaluate the efficacy of the security research or applied security measure, these activities should include consideration of societal impact.

Case Studies
We present here several examples of well conducted social impact assessments. These
case studies may be useful in designing social impact assessments for your own research or in evaluating the social impact assessment work in other research projects. We
hope to expand this range of case studies over time, and are willing to feature submitted
examples.
Case study 1 – A worked example of the stakeholders and questions involved in a public transport security research case study.
Case study 2 – Awareness Raising & Competence Building of Public Transport Staff in
Countering Terrorism and Serious Crime by Creating Virtual Realities in Interactive,
Serious, 3D-Gaming

Public transport
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Public Transport is a Critical Infrastructure and part of Security Research Programs not
only on the European level (EU FP7; Horizon 2020), but also on national level, e.g.
National Security Research Programmes in different Member States. On both levels, a
number of projects have been focussing on Public Transport (PT). Unlike the European
Commission, the German government with its National Security Research Programme
has made it mandatory to include Social Science and Humanities. Some observers go
beyond this by requesting that not only research on security in PT (and other fields) but
also (long) established security technology and practices should undergo SIA.
This case study illustrates how the ASSERT-guidelines for SIA could be applied in
practice with positive and negative examples
Stakeholders in PT security

Exploring the field of Public Transport (PT) security, we start with identifying the
stakeholders in PT
Some of the main stakeholders in security in PT are listed below:









PT-Operators, i.e. public transportation companies,
PT-Staff, especially drivers, field operatives and “security workers”,
PT-Industry, for example suppliers of vehicles, electrical and mechanical
equipment,
Security-Industry, i.e. suppliers of security equipment and services,
General public, including people living in the vicinity of PT-infrastructure,
PT-passengers,
Law enforcement entities, especially the police forces, and
Others, including politicians and procuring authorities
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This unfinished list of stakeholders suffices to reveal how manifold and different stakeholders are in the field of PT security. They are considerably diverse (thinking for example of the PT-industry vs PT-passengers) in terms of organisation (organised vs unorganised), in their ability to articulate their interests or even exercise power, etc.
Interests of stakeholders

It goes without saying that all these stakeholders do have their interests, often vested
interests, legitimate or not, which do not necessarily match.
Here again, we will only incompletely depict a few (vested) interests of the mentioned
stakeholders:
Public transport operators




Increase of ridership and thus revenues
Legal compliance (e.g. regarding new laws enforcing security, political decisions)
Protection of assets and cost-cutting (due to damage/vandalism)

Field operatives and “security workers”



Health and safety at work
High level of objective and subjective (perceived) security

Public transport industry (e.g. suppliers of vehicles, electrical & mechanical equipment)


Promotion and sale of products and services

Security industry (suppliers of security equipment and services)


Promotion and sale of their products and services

General public and passengers





Convenience
High level of objective and subjective (perceived) security
Enhancement of security while keeping moderate fares
Secure neighbourhoods around PT stations

Law enforcement entities


Low registered crime-rates / high level of objective security

It comes as no surprise that the diverse stakeholders in the field of PT-security have
different interests, some are compatible, others conflicting (like cost-cutting by PToperators vs increasing security for passengers and staff).
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As we will see in the following examples, for some security measures in PT there will
be “winners” and “losers”. And, as stated above: The diverse stakeholders have better or
worse abilities to articulate, lobby for, and enforce their interests, which is a matter of
power[1].

©HOCHBAHN
Security-Threats

Turning now to the (potential) security-threats in PT:
Again, we potentially have a confusingly long list of thinkable security-threats in PT.
For practical reasons we outline and structure the threats as follows, so that they are
ranging from:




Anti-social behaviour (e.g. loud or aggressive misbehaviour of certain individuals or groups), to
Small-scale crime (like pickpocketing, vandalism or verbal abuse)
up to
Serious crime (like physical abuses or even acts of terrorism)

This generic structure of threats suffices to show that security-threats in PT occur in
many forms and with considerably different intensity.
Security measures

This leads to the measures improving security in PT.
As diverse as the threats, are the measures improving security in PT. There are many
different ways to categorise the various safeguards. The following three categories (1)
human factor, (2) technology, and (3) organisation and procedures allow subsuming all
potential security measures, although only few examples are provided here:


Human Factor, e.g. Awareness-Raising and Training of
o Staff
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Passengers
Technology, e.g. Technical developments/equipment like
 CCTV & pattern recognition
 CBRNE-alarms
 Organisation & Procedures, e.g.
 Emergency & Crisis Management
 Research projects
 Objective & Subjective (Perceived) Security
 Service-Quality (like lightening, cleanliness or information available to passengers)

The last aspects listed here are “objective and subjective security” as well as “service
quality”. This may come as a surprise to some, when talking about measures improving
security in PT. In the last two decades the conception of “security” has noticeably
evolved: Nowadays it is not sufficient, that passengers in PT are objectively safe (after
all, PT is among the safest modes of travelling), but that they also feel safe (i.e. subjective or perceived security). And this aspect of subjective security strongly correlates
with quality of service, as has repeatedly been shown in research projects, e.g.
SuSiPLUS[2], as well as in commissioned works (e.g. Munich[3]). Thinking this line of
argument through to the end will at times influence the selection of security measures,
and may even impact the agenda-setting, if not change paradigms.
This means…

To sum up this brief introduction to security in PT, we need to stress that there are many
different measures for improving security in PT, and all these measures come with their
distinct positive and negative (side-) effects. Furthermore, not only security-measures in
a strict sense may be effective (and adequate) for improving security in PT, but also
aspects like quality of service impact on objective as well as subjective security. For this
reason, a holistic approach including SIA and “thinking out of the box” is required.
Therefore, the role of SIA may far exceed merely identifying any potential negative
outcome of a (technical) security-measure, but open up alternatives and identify additional options.
Examples for questions exploring potential Societal Impacts of security measures or
research in PT
In accordance with the ASSERT-guidelines “State of the Art Societal Impact Assessment for Security Research” by Kush Wadhwa, David Barnard-Wills and David
Wright/ Trilateral Research, the following section will exemplify a SIA-application in
PT, providing examples for questions and exploring potential societal impacts with regard to security measures or research in PT. As stated already, this example of operationalising SIA in PT is a robust, hands-on approach for SIA-application, starting with
simply formulating relevant questions. As there is no one-size-fits-all approach for SIA,
these questions shall not be understood as a blueprint. Instead, they do serve as an illustration and exemplify SIA-questions, exploring a field and discovering relevant dimensions with positive and negative examples. In order to better achieve this goal, the questions will not be limited to one single security-measure or research-project but refer to
diverse undertakings.
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Possible queries to be raised in three rounds of questions

The ASSERT-methodology recommends three “rounds” of questions for exploring potential societal impacts of security measures in PT in the relevant dimensions:




Assessment Round 1 explores whether security measures/research meet
the needs of society
Assessment Round 2 investigates and ensures that security measures/research do not have negative impacts on society
Assessment Round 3 warrants that security measures/research benefit society

ASSESSMENT ROUND 1:
Ensuring security measures/research meet the needs of society
Effectiveness of measures: Is the proposed POSITIVE example:The effectiveness of a promeasure effective in reducing an identified risk? posed measure is indicated in the results of a
risk-assessment: the two or three factors (1) likelihood, (2) impact and optionally (3) vulnerability constitute a “risk”. The assessment of a given
threat prior and, (theoretically) after introduction of the proposed measure, must indicate the
effectiveness of the proposed measure in reducing the identified risk[1].

NEGATIVE example:
CCTV-cameras could be introduced in a PTsystem with the aim to prevent physical assaults.
While there is empirical evidence that CCTV in
PT-systems effectively reduces (or displaces)
vandalism, CCTV is not effective as a deterrence
against physical assaults (because these are usually committed as an emotional act, i.e. they are
not planned and consequently not prevented by
any CCTV).
Initiator: Who is the initiator of a safeguard / NEGATIVE example:During election campaigns
measure? This question evaluates whether a in a major German city the political debate censafeguard / measure is developed due to inter- tred on security in PT; however, the resulting
nal considerations or upon external pressure, election-promises lacked substantiation: neither
e.g. new or increased regulations, standards or did the election promises correspond with
laws or from the political arena. Are there any voiced needs of PT-operators, nor with the
vested interests at stake?
needs expressed by PT-staff or passenger in surveys.
Legal implications: Are there any potentially NEGATIVE example:
conflicting legal aspects regarding the proposed
 The (introduction of) CCTV-systems in a
safeguard / measure?
PT-system, which technically enables the
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ASSESSMENT ROUND 1:
Ensuring security measures/research meet the needs of society




tracking of passengers could conflict with
the law of the member state.
The (introduction of) rules and procedures for security staff of a PT-operator
with (implicit) aspects of profiling could
conflict with the law of the member state.
The (introduction of) procedures for
ticket controls in PT-systems, e.g. while
retaining people in the course of such
controls, could constitute a form of coercion.

Privacy Issues and Data protection: Are NEGATIVE example:
there any potentially negative impacts particu See example above: tracking of passenlarly with respect to privacy issues and/or data
gers.
protection regarding the proposed safe
The practice of storing video-images
guard/measure?
(CCTV) may negatively impact on Privacy and Data protection.
 The practice of storing and exchanging
personal data, e.g. of fare-evaders, may
conflict with privacy issues or data protection.
Ethical issues: Are there any potentially con- NEGATIVE example:The expulsion of homeless
flicting ethical issues regarding the proposed people in order to improve the perceived secusafeguard/measure?
rity of passengers during critically cold winterdays/nights from warm and secure places (e.g.
underground-stations) without alternative raises
ethical concerns.

ASSESSMENT ROUND 2
Ensuring security measures/research do not have negative impacts on society
Freedom of association: Are there any NEGATIVE example:
potentially negative impacts particularly
 The potential misuse of CCTV
with respect to freedom of association reagainst the association of PTgarding the proposed safeguard / measemployees by the management of
ure?
the PT-operator.
 The potential misuse of CCTV by
law-enforcement agencies against
legal demonstrations, e.g. screening
of passengers.
Socio-economic aspects: Are there any NEGATIVE example:Increasing security
potentially discriminatory implications patrols and the consequent expulsion of
with regard to socio-economic aspects homeless people from PT-premises (e.g. for
concerning the proposed safeguard / the purpose of increasing subjective secu-
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ASSESSMENT ROUND 2
Ensuring security measures/research do not have negative impacts on society
measure?

rity). See example above for ethical issues
in round 1.

Ethnic and Cultural aspects: Are there NEGATIVE example:The (introduction of)
any potentially discriminatory implica- procedures for profiling of passengers e.g.
tions with regard to ethnic and / or cul- for ticket controls.
tural aspects concerning the proposed
safeguard/measure?
Non-Citizens: Are there any potentially NEGATIVE example:The (introduction of)
discriminatory implications with regard procedures for profiling of passengers, e.g.
to Non-Citizens concerning the proposed for ticket controls.
safeguard/measure?
Religious aspects: Are there any poten- NEGATIVE example:The (introduction of)
tially discriminatory implications with procedures for profiling of passengers e.g.
regard to religious aspects concerning the in counter-terrorism regarding reconnaisproposed safeguard/ measure?
sance-missions.
Disabled: Are there any potentially dis- NEGATIVE example:
criminatory implications with regard to
 The (introduction of) turnstiles (e.g.
disabled people concerning the proposed
with the aim to decrease faresafeguard/measure?
evasion) but with non-functioning
alternatives for wheelchair-bound
passengers.
 Written security instructions or announcements for passengers that
disabled might not read or hear.
Age related aspects: Are there any po- NEGATIVE example:The (introduction of)
tentially discriminatory implications with procedures for profiling youngsters, e.g. for
regard to age concerning the proposed ticket controls.
safeguard/measure?
Gender aspects: Are there any poten- NEGATIVE example:The (introduction of)
tially discriminatory aspects with regard procedures for profiling male (youngsters),
to gender issues (including sexual identity) e.g. for ticket controls.
in connection with the proposed safeguard/measure?
Mitigating Measures: Are there any POSITIVE examples:
mitigating measures possible and foreseen
 CCTV coverage (introduced e.g. for
in case the proposed safeguard / measure
countering vandalism and collecthas any negative implication(s)?
ing evidence for court cases in case
of abuses among passengers) may
pixel out / blur out the driver-seat
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ASSESSMENT ROUND 2
Ensuring security measures/research do not have negative impacts on society


in the bus.
Some PT-operators expulsing
homeless people from their premises (in order to increase subjective
security) offer alternative places for
the homeless (in cooperation with
governmental and nongovernmental organisations), where
they can seek shelter from the elements.

Implications for relevant stake- POSITIVE examples:
holders: Are there any potential impacts
 Improved objective and subjective
on relevant stakeholders caused by the
security (achieved by securityproposed safeguard/measure and would
measures and safeguards) may conthey be positive/negative?
tribute to increasing ridership and
thus revenues, which is in the interest of the PT-operator as well as the
(city-) government and therewith of
tax-payers (who need to subsidise
deficits of PT).
 The (introduction of) security
measures may contribute to improved cooperation among several
PT-operators and/or among PToperators and law enforcement
agencies and/or other actors, e.g.
soccer-clubs with which the PToperator cooperates for the transport of football fans, etc.
Information and engagement of POSITIVE and/or NEGATIVE example:
stakeholders and interested parties: PT by its very nature is involving many
Are stakeholders and interested parties different stakeholders. This means on the
adequately informed and engaged in a one hand that stakeholder-involvement is
meaningful way?
almost always practiced (to a certain extend), but on the other hand that stake Local communities
holder-involvement is hardly ever compre (Local) Governments
hensive. Often, the (introduction of) secu State agencies
rity measures in PT are a result of (or ac Law enforcement agencies
companied by) round-tables. A typical ex Other (Public) Transport Operators
ample is sharing of domestic authority (in
 Security Providers
stations used by rolling stock of different
 Others
PT-operators). This measure is kickstarting dialogue among PT-operators and
between
PT-operators
and
lawenforcement authorities, etc., while passengers and local communities are often
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ASSESSMENT ROUND 2
Ensuring security measures/research do not have negative impacts on society
not engaged in this process.NEGATIVE
example:

The expulsion of disadvantaged groups
from PT-premises drives these people into
the adjacent quarters affecting these local
communities.
ASSESSMENT ROUND 3
Ensuring security measures/research benefit society
Customer satisfaction and subjective POSITIVE examples:The (introduction of)
security: Are there any potentially nega- reasonable presence of PT-staff (where
tive/ positive impacts on customer satis- appropriate service staff instead of security
faction and subjective security regarding guards) will improve the objective and subthe proposed safeguard/measure?
jective security of passengers.

NEGATIVE example:
The (introduction of) massive presence of
(armed) security staff may improve objective security but negatively impact on subjective security.
Staff moral/satisfaction and subjec- POSITIVE examples:The (introduction of)
tive security: Are there any potentially reasonable presence of security-staff will
negative
impacts
on
staff improve the objective and subjective secumoral/satisfaction and subjective security rity of PT-staff (like drivers or station
of staff regarding the proposed safe- managers).
guard/measure?

NEGATIVE examples:




The (introduction of) inadequate
behaviour of security staff towards
certain target-groups may escalate
and create an aggressive atmosphere, which could negatively impact on objective and subjective security of other PT-staff (like drivers
or station managers), when working alone.
The (introduction of) securityprocedures may complicate and
slow-down working-routines, and
therewith constitute additional
workload for PT-staff, already
struggling with work-overload.

Image and reputation: Are there any POSITIVE examples:
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ASSESSMENT ROUND 3
Ensuring security measures/research benefit society
potentially negative/ positive impacts on
the image of the public transport operator
and its reputation caused by the proposed
safeguard/measure?





The (introduction of) well-selected
and trained security staff, which
combines service- and securityfunctions, will positively impact on
the image and reputation of the PToperator.
Awareness raising campaigns (e.g.
regarding terrorist threats in PT)
will improve vigilance among passengers and improve image and
reputation in case that they are
well-done and compatible with local customs and practices.

NEGATIVE examples:




The (introduction of) inadequately
trained security-staff may negatively impact on the image and
reputation of the PT-operator.
Awareness raising campaigns (e.g.
regarding terrorist threats in PT)
will induce a feeling of insecurity
among passengers and negatively
impact on image and reputation if
poorly done or not compatible with
local customs and practices

Media-perception: What is the expected See: Image and reputation aboveSee: Imperception of media and opinion former age and reputation above
regarding
the
proposed
safeguard/measure?
Politics: Will there be any political conse- POSITIVE example:The successful (introquences caused by the proposed safe- duction of) security measures will posiguard/measure and would they be posi- tively impact on image, reputation and
tive/negative?
thus revenues of the PT-operators, and
consequently reduce the subsidies paid by
tax-payers

NEGATIVE EXAMPLE
…and vice versa
Reaching of strategic/operational POSITIVE example:The (introduction of)
goals and adhering to compliance security measures like emergency and crirules: Is the proposed safeguard / meas- sis management is embedded in a corre-
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ASSESSMENT ROUND 3
Ensuring security measures/research benefit society
ure in line with the company´s overall sponding and long-established safety- and
strategic and operational goals as well as security culture in the company, constitutcompliance rules?
ing a supportive environment.

NEGATIVE example:
The proposed safeguard is obviously not
more than a “fig-leave” for the management, pretending to engage in security
and/or shifting responsibility onto others
Reduction of health threats: Is the POSITIVE example:The (introduction of)
proposed safeguard / measure likely to de-escalation training for front-line staff in
increase/ decrease the safety at work and PT-organisations (e.g. drivers, stationoperational safety?
managers…) will lower the number of incidences with assaults, traumata, (physical)
injuries, and will increase job-satisfaction
and self-esteem.

NEGATIVE example:
The (introduction of) additional securitytasks for inadequately trained staff put the
staff at risk.
Full lifecycle assessment and data POSITIVE example:The safeguards are
availability: Is it possible to assess the well established in other PT-operations,
whole lifecycle of the proposed safe- where they have been positively tried and
guard/measure and is reliable / best data tested.
on the proposed safeguard / measure
available?
Monitoring, evaluation and review: POSITIVE example:For monitoring and
Are monitoring, evaluation and review evaluating the (introduction of) safeadequately planned?
guards, proper evaluation-criteria can be
defined. The evaluation and review needs
to be adequately planned e.g. by comparing
the development of surveys on subjective
security of passengers and staff (prior and
after the introduction of safeguards).
Operational Aspects / Embedding in NEGATIVE example:The (introduction of)
processes and procedures: Is it possi- additional security-tasks (e.g. drivers who
ble to smoothly integrate the proposed shall conduct security-checks at remote
safeguard/measure to everyday business? terminal stations), might slow down procIs there a risk of follow-up expenditures in esses and thus constitute an additional
other processes or departments due to the burden for PT-staff (already carrying a
work-overload). In this case the tasks do
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ASSESSMENT ROUND 3
Ensuring security measures/research benefit society
proposed safeguard/measure?

not benefit the staff in question and therefore are doomed to fail.

This set of questions is neither comprehensive, nor does it constitute a blueprint for
SIA. Nevertheless, it is a starting point for exploring the relevant dimensions of societal
impacts regarding security measures or research in the field of PT.

[1] As an example for a the methodology to conduct risk assessment in PT-systems regarding serious crimes see COUNTERACT
(http://www.transport-research.info/ Upload/Documents/201207/20120719_145438_7577_COUNTERACTGuidelines_lr.pdf )

[1] “Power” as defined by Max Weber: “…the ability to control others, events, or resources; to make happen what one wants to happen in spite of obstacles, resistance, or
opposition…”; see WEBER, Max (Nachdruck 1972): Wirtschaft und Gesellschaft.
Tübingen.
[2] SUSI-PLUS (Subjektive Sicherheit im Personennahverkehr mit Linienbussen, UBahnen und Straßenbahnen): Perceived security in public transport. Research project of
the Hamburger HOCHBAHN AG for the Federal Ministry of Education and Research,
Germany (2003-2005)
[3] Herbert König (2009): “Gewalt in der U-Bahn – Haben Fahrgäste der MVG Angst?
Untersuchung zum Sicherheitsempfinden in der Münchner U-Bahn”, in: Der Nahverkehr, Heft 6/2009, 27.Jg., pp. 8-14.

V-SICMA

Awareness Raising & Competence Building of Public Transport Staff in Countering
Terrorism and Serious Crime by Creating Virtual Realities in Interactive, Serious,
3D-Gaming
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©HOCHBAHN
The lessons learned in V-SICMA show, how social impact assessment (SIA) can contribute to a security-research project, not merely by identifying potential negative sideeffects, but by opening up new insights and solutions, adjusting and focussing research
targets and by doing so, fostering the applicability of research.
V-SICMA[1] is the name of a research-project, funded by the German Federal Ministry
for Education and Research’s National Security Research Programme, in which a consortium of eight partners from social-science and humanities, industry, consultancy,
law-enforcement as well as security organisations and public transport operators were
developing demonstrators for awareness-raising and security-trainings of publictransport (PT) staff[2]. The V-SICMA demonstrators are simulations of relevant security (and safety) scenarios, which were delivered in two formats, addressing different
target groups within PT-organisations: (1) interactive, three-dimensional computersimulations for individual training of drivers and front-line personnel and (2) interactive
board-game simulations for group learning, focussing on PT-staff working in operationcontrol centres.
Fine-tuning the target of the research-project and integrating organisational aspects

The original idea of the V-SICMA project was to cover prevention, detection and mitigation of security-threats to PT-systems with a focus on measures targeting human resources, i.e. training of staff. Since the consortium was comprised of members from
different professional backgrounds, it was agreed to take a rather broad approach and
look at classical training tools and organisational measures alike. It became clear in the
early stages of designing the study that all measures developed to handle terrorist attacks involve a change in the organisational structure of PT.
Threat assessments forming the basis for security research and development projects
often are not very well defined. Major attacks on critical infrastructures like PT are rare
events and the database for the analysis is limited. Drawing conclusions for preventive
measures from a few single cases is difficult. The problem is that evidence based standard solutions cannot be derived from these few cases.
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What also became apparent soon was the open nature of the system under investigation.
Therefore, any techno-centric approach aimed at prevention of a major attack was
doomed to fail due to this open nature of PT-systems. The SIA experts spent considerable time with the stakeholders involved in the project to understand how the “system”
operates on a daily basis. This produced evidence that led to a slight re-design of the
original research plan. The focus shifted from “prevention” to detection and mitigation.
Taking a systems approach and focusing on organisational procedures, we developed a
model of cognitive division of labour. This model started from the assumption that a
large distributed metropolitan public transport system is governed from a central hub
(i.e. the Operational Control Centre/OCC). While the individual employees like station
managers, drivers, security guards or maintenance workers are performing their assigned and clearly defined routine tasks with little discretion, decisions affecting the
whole system and reaching beyond defined routines (like stopping a train at a station or
ordering the clearing of a platform in case of emergency) are taken in the OCC. The
members of the OCC take their decisions on the basis of the information they receive
through different communication channels (intercom, video, sensors, mobile phones)
from different sources such as field operatives, passengers, etc.
Regarding the security problem of a major terrorist attack, the control centre team has to
integrate the incoming information to analyse and understand what is happening in the
system and decide what kind of action is appropriate.
Furthermore, there is a considerable pressure on all staff in PT-systems to maintain
smooth operation. This is particularly challenging since even minor disturbances can
have major effects in tightly knit complex systems like a metro-system. Consequently,
the threshold for any emergency action is rather high.
Against the background of this simple model we started to develop ideas how to improve the “receptivity” of the system and particularly how to improve the cognitive division of labour among all actors involved in optimising the complex decision process.
In doing so, we focussed on technical and organisational dimensions alike.
SIA-ing the security problem and including the insights from bottom-up

What made this particular project V-SICMA successful from an SIA perspective was
the integration of an SIA approach from the very beginning. This of course is always
contingent upon the openness and responsiveness of the consortium. Integrating the
field operatives, i.e. the end-users of any innovation or technology from the very beginning and taking their point of view serious was prerequisite. Often the view of groundlevel personnel is considered as biased, limited and narrow. Instead, the experts’ opinion is given more weight. While it might be true that the field operatives do not present
the problem in an elaborate technological vernacular, they can contribute important insights. What helped to better understand the security problem in such a bottom-up way
was the very extensive empirical and ethnographic work at the beginning of the study.
Observing the crews in the control centres over several shifts and having them explain
the routines of their work created important insights into the logic and functioning of
the overall system. Joining security and maintenance workers on their daily work
rounds and talking to them about their problem solving strategies broadened the problem description considerably.
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This ethnographic empirical micro approach changed the abstract problem description
(threat and vulnerability assessment) in a substantial way. It helped to refocus the project from prevention to detection and appropriate reaction. The Ground level staff had
developed their own theories about dangers and threats. They decided, based on their
experience, which situations required special attention. They filtered incoming information and events to decide when urgent action was needed. But as could be shown, they
had difficulties in identifying the signs of a major serious terrorist attack since they
framed all events against the background of trivial and minor disturbances of routine
activities and performance. Serious warning signs drowned in the noise of routine problems. Developing training measures to sensitize staff members in this regard became a
main task of the project.
SIA as a performative attitude

SIA is a methodological and theoretical framework, but doing a good SIA requires a
proper performative attitude to be successful. R&D projects often follow a rather crisp
and narrow path of action, laid down in flow diagrams and governed by rigid timelines
for deliverables. SIA is a productive irritation trying to keep the process of research
open and responsive for new insights, ideas and criticism emerging in the course of
work. Given the typical design of research in the security field, SIA often sides with
those actors, whose voices are not easily heard in the research process. This however
should not be understood as a partisan approach. As Zygmunt Bauman[3] has pointed
out, social scientists should not entertain an attitude of the philosopher kings claiming a
superior knowledge. Rather, their task is to translate between different epistemic or cultural communities. Often technology experts, administrators, field operative and legal
experts talk past each other and SIA can help to improve mutual understanding and find
common ground for shared definitions of tasks and problems. While this does not always create a consensus satisfying all participants, SIA can follow a strategy C.W.
Mills once termed clinical sociology[4]. This means through acting more like mediators,
the SIA experts can make hidden or implicit conflicts explicit and hence accessible for
rational discussion.
Lessons learned in doing SIA in V-SICMA

Regarding our experience with research on terrorist attacks there are a few lessons to be
learned. First of all, a close observation and analysis of daily routine work provided
important information for the research and particularly for SIA. Since security work is
local and includes cooperation, activities and involvement of many different actors at
different levels, an ethnographic approach to “security work” is often a good path into
the heart of the problem. On close inspection, it turns out very often that trivial organisational adaptations can have tremendous security relevant effects. In V-SICMA we
discovered that a re-organisation of communication channels and strategies within the
control centres substantially improve the ability to detect a potential major attack in the
system. What we also found out was that “security” was understood very differently in
the organisation. From the perspective of the management, security is a problem of accountability. For the ground level staff, increased security measures are often perceived
as a nuisance, interfering with entrenched routines. The most important lesson to take
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home from a number of research projects on security in organisations is that a sustainable improvement of security measures always involves a more or less dramatic change
in organisational cultures and routines. This is a key area for every SIA activity. Often
“security” is like a one-hit-wonder. Triggered by a research initiative, the organisation
and staff members put the topic for a short time high on the agenda only to return to old
routines at the end of the research. Hence a follow-up and if possible a continuous support for organisational implementation of specific measures can help to improve the
positive effects.
Conclusions

Public transport is a vulnerable critical infrastructure and security in PT is a relevant and
complex problem with many dimensions: stakeholders, (vested) interests, threats and
countermeasures. As these dimensions are plentiful and interrelated, SIA is particularly
important with regard to security measures and research in PT. This includes identifying
and highlighting threats and opportunities as well as positive and negative (side- or even
side-side-) effects of potential safeguards. It can also open up completely different approaches for achieving comparable goals, e.g. by introducing service-staffinstead of
security guards or technical equipment where appropriate.
The case study V-SICMA showed how SIA can explore the perception and acceptance
of security-measures at all levels and in different functional areas within PT operations.
Doing so required (in this case) drawing an organisation-ethnographical picture of security-awareness against multiple, partly competing business objectives and institutional
frameworks. Paradox constellations were to be analysed regarding the organisational
and individual perception and treatment of potential incidents with an extreme impact
versus frequent incidents of minor severity – and their effect on staffs’ risk-awareness
and the establishment of routines.
SIA in V-SICMA was a bottom-up approach, based on fieldwork for close observation
and analysis of the daily routine work of PT-staff. SIA revealed that the re-organisation
of communication channels and strategies within the OCCs of PT operations could substantially improve their coping abilities and support the “hardening” of so-called “softtargets” like PT-systems. However, the sustainability of security-improvements in PTsystems requires successfully installing and constantly fostering a safety- and security
culture.
In the V-SICMA project SIA contributed – among others – to open up new insights and
solutions, and even adjust and focus research targets. Preconditions were the close collaboration of all partners from the very beginning and the openness and responsiveness
of the members of the consortium. Experiences gained in V-SICMA. Lessons learned
and examples provided in the first part of the paper demonstrate the feasibility as well
as the mutual benefits of integrating societal dimensions into security measures and research-projects.
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[1] V-SICMA stands for „ V-SICMA: Sensibilisierungs-, Bewertungs- und Handlungstraining für Sicherheitsmaßnahmen in öffentlichen Verkehrsunternehmen, beispielhaft
für kritische Infrastrukturen “, which translates into English: Awareness Raising &
Competence Building of Public Transport Staff in Countering Terrorism and Serious
Crime by Creating Virtual Realities in Interactive, Serious, 3D-Gaming; see:
http://www.bmbf.de/de/22460.php
[2] The consortium consisted of three core-members: Hamburg-Consult GmbH (a public transport consultancy leading the consortium, conducting basic-research in the field
and developing the 3D-board-game based simulation), IndustrieanlagenBetriebsgesellschaft mbH (IABG – the industry-partner developing the 3D-computerbased simulation), and Verein für sozialwissenschaftliche Forschung & Beratung (the
social science and humanities partner, assigned with conducting the SIA); associated
partners were the three German public transport operators Hamburger Hochbahn AG,
Münchner Verkehrsgesellschaft mbH and Rhein-Neckar Verkehrs GmbH; HamburgerHochbahn Wache (the security-provider of Hamburger HOCHBAHN) as well as a lawenforcement entity were complementing partners. VDV-AG Security, the Securityworking-group of the German umbrella-organisation of public transport operators
closely collaborated with the V-SICMA project.
[3] Zygmunt Bauman, 1989, Legislators and Interpreters: On Modernity, PostModernity and Intellectuals. London, New York, Wiley
[4] C. Wright Mills, 1959 (2000), Sociological Imagination, Oxford, Oxford Univ. Press
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Tools
This page provides a range of tools which may be useful in conducting a societal impact
assessment as part of a security research project.
DESSI
The DESSI project provides a process and a decision support system to end users of
security investments. The system gives insight into the pros and cons of specific security investments. It contributes to a transparent and participatory decision making that
accounts for context and multi-dimensionality of society. It is useful for public authorities, developers of security solutions, commercial enterprises and for social organizations that can use the DESSI tool to make their own comprehensive assessment as an
input to strategic discussions or public debate.
http://securitydecisions.org/about-dessi/
SIAM
The Security Impact Assessment Measures (SIAM) project is an EU-funded research
project that provides support to end-users in the assessment process of security measures and technologies (SMT). The overall objective is to create an assessment support
system that takes the complexity of technologies, economic aspects, cultural differences
and societal dimensions into account. SIAM works to help end-users to cope with the
complexity of assessments by providing a a systematic approach of assessment guidelines and a comprehensive overview of all relevant aspects.
www.siam-project.eu
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Stakeholder engagement and consultation
Stakeholder engagement and consultation is an important element of many societal impact assessment approaches. This page contains resources and information on methods
and approaches to stakeholder engagement.
The following questions, adapted from Prainsack (2014) help to assess the agency of
public participants in impact assessment projects.
1.1.1 Coordination: Who has influence in:
1. Agenda setting
2. Determining the terms of the execution of the idea/procedural aspects
3. Deciding what results are (and what ‘good’ results are)
4. Deciding what will be done with results
5. Deciding on intellectual property questions
1.1.2 Participation
6. Who participates (demographic and social parameters of those who participate)?
Why, and how do they participate?
7. How much, and what kind of, training, skill, or expertise is required to participate in
this project?
8. Are there cultural, institutional, or other differences in perception and framing of core
issues and stakes?
1.1.3 Community
9. What forms of community pre-exist this project, if any? Which new communities
does the project facilitate or give rise to? What is the constitutive factor for the feeling
of belonging on the side of the participants?
1.1.4 Evaluation:
10. How and by whom is it decided what good outcomes are?
11. What happens to the results of these evaluations?
1.1.5 Openness and information symmetry:
12. Do participants in the project have access to the core data about the project?
13. Can participants in the project edit/change the core datasets?
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14. Is the contribution of participants adequately acknowledged in published materials,
and policy briefing documents, etc?
15. Are datasets made publicly accessible (open source/open access)?
16. Are main findings made publicly accessible (open source/open access)? Are assessment reports made publicly accessible?
1.1.6 Entrepreneurship:
17. How is the assessment project funded?
18. What is the role of for-profit entities in this assessment project? Are these small,
medium-sized, or large entities, and where are they located?
19. How are for-profit and other interests aligned in this assessment project (and/or do
they conflict, and where?)

Expert Database
In addition to this toolkit, the ASSERT project has established a database of experts
with interest and expertise in security research and societal impact assessment. This
database allows for users to create online profiles visible to other users of the database,
and to exchange messages. To express your interest in joining this database and to receive further information please fill in the form below. Please provide information regarding your experience and interests in this area.

ASSERT Masterclass
The ASSERT Masterclasses are a series of events that bring together practitioners in
security research to learn about and discuss best practices in societal impact assessment
in security research.
The first Masterclass will be held in Stirling, Scotland in February 2014, whilst a second will form part of the project’s final conference in Brussels on the 29th April 2014

Brussels 2014
The Final Conference of the ASSERT project, along with the second Societal Impact
Assessment Masterclass, was held in Brussels on 28-29 April 2014.
A report on the final conference and the masterclass can be downloaded here
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